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Amendments to the Personal Data 
Protection Act – Key Implications for 
Organisations in Singapore 

Introduction 
 

On 5 October 2020, the highly anticipated updates to the Personal Data Protection Act 2012 (“PDPA”) 

were tabled before the Singapore Parliament. This represents the first comprehensive review and 

update of the PDPA since it was first enacted and will also introduce related amendments to the Spam 

Control Act (“SCA”).  

 

Crucially, the amendments aim to: 

• Strengthen organisational accountability 

• Enhance consumer autonomy 

• Enhance effective enforcement 

• Enable data use and innovation 

 

In this Update, we highlight the notable amendments to the PDPA and SCA that organisations should 

take note of, and also discuss some key commercial implications stemming from the amendments. The 

full set of amendments introduced in the Personal Data Protection (Amendment) Bill (“PDP 

(Amendment) Bill”) may be accessed here.  

 

Key Areas of Amendment 
 

1) Strengthen organisational accountability 

 

Accountability principle and practices  

 

The amended PDPA will insert an explicit reference to accountability in Part III of the Act, emphasising 

the PDPC’s position that organisations are accountable for personal data in their possession or under 

their control. Moreover, the PDPC has rolled out new accountability tools for organisations, such as the 

Data Protection Trustmark (DPTM) certification and prescribed data protection impact assessments, the 

latter being useful where organisations intend to collect and use personal data without consent. 

 

 

 

https://www.linkedin.com/company/rajah-&-tann
https://www.parliament.gov.sg/docs/default-source/default-document-library/personal-data-protection-(amendment)-bill-37-2020.pdf
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New mandatory breach notification regime 

 

Organisations will be keen to note that a mandatory data breach notification requirement will be 

introduced. Previously, there was no legal requirement for organisations to notify any party when a data 

breach1 has occurred.  

 

Under the new regime, organisations which discover a data breach must notify the Personal Data 

Protection Commission (“PDPC”) if the breach: 

 

• is likely to result in significant harm2 to the individuals whose personal data is affected by the 

breach; or  

• is of a significant scale (not fewer than 500 individuals). 

 

Once an organisation has credible grounds to believe that a data breach has occurred, it must take 

reasonable and expeditious steps to assess whether a data breach meets the criteria for notification. 

An organisation must record the steps it has taken in order to prove to the PDPC that it has acted 

reasonably and expeditiously. Organisations must also notify the affected individuals once it has 

assessed that the breach is one that is likely to result in significant harm to said affected individuals. 

 

Crucially, organisations should note that any unreasonable delay in assessing whether (a) a data breach 

has occurred; or (b) the data breach meets the criteria for notification will constitute a breach of the 

notification requirement. Organisations must notify the PDPC and the affected individuals (if applicable) 

as soon as practicable, and in the case of notifying the PDPC, no later than three calendar days after 

determining that the breach meets the notification criteria. However, organisations must notify the PDPC 

before or at the same time as the affected individuals. 

 

The amended PDPA will also introduce exceptions to the mandatory data breach notification 

requirement. These include situations where significant harm is unlikely to occur (e.g. where the 

organisation takes sufficient remedial action or where the affected data is technologically protected), or 

where organisations are instructed not to notify individuals by law enforcement agencies or the PDPC. 

 

 

 

 

 
1 A “data breach” is defined as unauthorised access, collection, use, disclosure, copying, modification or disposal 

of personal data, or loss of any storage medium or device on which personal data is stored in circumstances where 

such disclosure, copying, modification or disposal is likely to occur. 
2 The PDP (Amendment) Bill prescribes categories of personal data which, if compromised in a data breach, will 
be considered likely to result in significant harm to individuals. This clarifies the types of data breaches that 
organisations must notify affected individuals of. 
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New offences for mishandling of personal data 

 

Previously, certain categories of organisations were excluded from the ambit of the Data Protection 

Provisions, such as employees acting in the course of their employment with an organisation, and 

organisations acting on behalf of a public agency in relation to the collection, use or disclosure of 

personal data. The amended Act will remove this exemption for such organisations acting on behalf of 

public agencies. It will also introduce new offences under the PDPA to hold individuals (who may be 

employees and service providers) accountable for the knowing or reckless unauthorised handling of 

personal data, subject to certain defences and safeguards. 

 

2) Enhance consumer autonomy 

 

New data portability obligation  

 

The new Data Portability Obligation will allow individuals with an existing direct relationship with an 

organisation to request for a copy of their personal data to be transmitted in a commonly used machine-

readable format to another organisation which has a business presence in Singapore. The Data 

Portability Obligation only applies to user provided data and user activity data held by the organisation 

in electronic form.  

 

To provide certainty to consumers and service providers, the Data Portability Obligation will only apply 

to white-listed data categories and will come into force when Regulations are issued. The Regulations 

will prescribe the white-list and other technical requirements for porting. 

 

A key commercial impact of the Data Portability Obligation on businesses would be the greater ease 

with which consumers can switch to new service providers. This Obligation also supports the 

development of new and innovative services/applications as organisations will have smoother access 

to customer data.  

 

Expanded protection from unsolicited messages 

 

The PDP (Amendment) Bill introduces changes to the regime governing unsolicited commercial 

messages under the PDPA and the Spam Control Act (“SCA”). Sending of unsolicited messages to 

telephone numbers through the use of dictionary attacks and address harvesting software will be 

prohibited under the PDPA’s Do Not Call Provisions. The SCA will also be amended to cover commercial 

text messages sent in bulk and to Instant Messaging accounts (such as WhatsApp, WeChat and 

Telegram). 
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3) Enhance effective enforcement 

 

To enable it to deal effectively with a wide spectrum of organisations and cases, the PDPC will have 

more tools to help organisations improve their data protection practices, and impose higher financial 

penalties on irresponsible organisations. 

 

Undertakings 

 

The PDPC will be empowered on a statutory (rather than the previously administrative) basis to accept 

and enforce undertakings from organisations which voluntarily commit to remedy the breaches and have 

taken steps to prevent recurrence, in lieu of a full investigation. 

 

Alternative Dispute Resolution 

 

Under the amended PDPA, alternative dispute resolution to manage data protection complaints will no 

longer be voluntary. The PDPC will be empowered to (a) establish mediation schemes, and (b) direct 

complainants to resolve disputes via mediation, without the need to secure consent of both parties to 

the complaint or dispute. Furthermore, the PDPC will be able to compel the attendance of witnesses 

and the provision of documents and information, with non-compliance constituting an offence under the 

amended PDPA. 

 

Enhanced enforcement of Do Not Call breaches 

 

Do Not Call breaches have not been enforced by the Courts as criminal offences. However, the 

amended PDPA will place Do Not Call breaches under a civil administrative regime, consistent with that 

of data protection breaches. Egregious conduct such as the use of “robocalls” will be subject to higher 

financial penalties. 

 

Increased financial penalty cap 

 

Previously, the maximum penalty for breaches of the PDPA’s Data Protection Obligations was capped 

at S$1 million. To serve as a stronger deterrent, the maximum financial penalty will be raised to either 

(a) 10% of an organisation’s annual turnover in Singapore or (b) S$1 million, whichever is higher.  
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4) Enable data use and innovation 
 

New business improvement exception3 

 

Subject to certain conditions, organisations will be able to use personal data without consent for 

operational efficiency and service improvements, product and service development, or knowing their 

customers better. Crucially, this means business can avoid lengthy consent clauses, maximise touch-

points with customers to obtain bite-sized, just-in-time consent. It will also provide a new option to obtain 

consent through notification and a reasonable opt-out period4. 

 

Enhanced research & development exception 

 

In recognition of the importance of commercial R&D, the requirements for using personal data for 

research without consent will be eased, subject to certain conditions (i.e. requiring the use of personal 

data to not have an adverse effect on individuals, and that the results of the research to not be published 

in a form which identifies any individuals). 

 

New legitimate interests exception 

 

Organisations will be able to use personal data without consent where there are larger public or systemic 

benefits and/or where obtaining individuals’ consent may not be appropriate 5, such as fraud detection 

and security monitoring. The benefits to the public must outweigh any adverse impact to the individual, 

and organisations wishing to rely on this ‘legitimate interests’ basis must fulfil certain requirements, e.g. 

conducting a risk and impact assessment as prescribed. Organisations should note that this exception 

does not apply to sending direct marketing messages to individuals. 

 

Deemed consent by contractual necessity  

 

An organisation may rely on deemed consent to disclose personal data to its partners or contractors 

where necessary to perform the contract with its customers. This recognises the multiple layers of 

outsourcing that is common today. The concept of “deemed consent” under the PDPA will be expanded 

to cover circumstances where: 

 

• The collection, use or disclosure of personal data is reasonably necessary to conclude or 

perform a contract or transaction. 

 
3 The proposed business improvement exception only applies to the use of such data, and not to the collection or 
disclosure of the same. 
4 This is subject to passing the mandatory assessment of risk and adverse impact. 
5 Includes economic, social, security or other benefits for the public (or a section thereof). 
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• Individuals have been notified of the purpose of intended collection, use of disclosure of their 

personal data, and have been given a reasonable opportunity to opt-out but have not done so. 

 

Conclusion 
 

In today’s technological era, the proliferation of digital tools such as IoT devices, machine learning and 

artificial intelligence makes it harder for organisations to solely rely on a consent-based approach to the 

collection, use and disclosure of personal data. The amendments to the PDPA are therefore timely – 

the expanded definition of “deemed consent” and additional exceptions to the Consent Obligation 

directly seek to address these difficulties. 

 

From a regulatory compliance angle, the amendments to the PDPA will also hold organisations to a 

higher standard of accountability for the personal data in their possession or under their control. Under 

the new mandatory data breach notification regime, organisations will face more stringent controls on 

how they manage data breaches. Effective compliance with the new regime is therefore key to 

minimising financial penalties and consequential reputational damage. On the other hand, organisations 

that can effectively leverage on and adapt to the regulatory changes will be able to boost consumer 

trust, confidently harness data for innovation and gain a competitive edge. 

 

Organisations are encouraged to consider these amendments carefully and take timely steps to update 

their internal data protection and cybersecurity policies, training materials and the Data Protection 

Officers’ roles and responsibilities guidelines to become compliant with the amended PDPA. Parties 

who are interested in finding out more or would like to discuss the matters above may contact us for 

further assistance.
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Rajah & Tann Asia is a network of legal practices based in Asia. 

 

Member firms are independently constituted and regulated in accordance with relevant local legal requirements. Services provided by a 

member firm are governed by the terms of engagement between the member firm and the client. 

 

This update is solely intended to provide general information and does not provide any advice or create any relationship, whether legally 
binding or otherwise. Rajah & Tann Asia and its member firms do not accept, and fully disclaim, responsibility for any loss or damage 
which may result from accessing or relying on this update. 
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Our Regional Presence 

 

 
 
 
 

Rajah & Tann Singapore LLP is one of the largest full-service law firms in Singapore, providing high quality advice to an impressive list of clients.  
We place strong emphasis on promptness, accessibility and reliability in dealing with clients. At the same time, the firm strives towards a practical 
yet creative approach in dealing with business and commercial problems. As the Singapore member firm of the Lex Mundi Network, we are able to 
offer access to excellent legal expertise in more than 100 countries.  
 
Rajah & Tann Singapore LLP is part of Rajah & Tann Asia, a network of local law firms in Singapore, Cambodia, China, Indonesia, Lao PDR, 
Malaysia, Myanmar, the Philippines, Thailand and Vietnam. Our Asian network also includes regional desks focused on Brunei, Japan and South 
Asia.    
 
The contents of this Update are owned by Rajah & Tann Singapore LLP and subject to copyright protection under the laws of Singapore and, through 
international treaties, other countries. No part of this Update may be reproduced, licensed, sold, published, transmitted, modified, adapted, publicly 
displayed, broadcast (including storage in any medium by electronic means whether or not transiently for any purpose save as permitted herein) 
without the prior written permission of Rajah & Tann Singapore LLP. 
 
Please note also that whilst the information in this Update is correct to the best of our knowledge and belief at the time of writing, it is only intended 
to provide a general guide to the subject matter and should not be treated as a substitute for specific professional advice for any particular course 
of action as such information may not suit your specific business and operational requirements. It is to your advantage to seek legal advice for your 
specific situation. In this regard, you may call the lawyer you normally deal with in Rajah & Tann Singapore LLP or email Knowledge & Risk 
Management at eOASIS@rajahtann.com. 

 

 


