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Public Consultation on Phase Two of the
Review of the Personal Data Protection Act
PDPC seeks the Public Consultation on their Proposed Amendments to the PDPA to (1)
merge the Do Not Call Provisions and the Spam Control Act under a single Act; (2)
introduce a proposed Enhanced Practical Guidance framework; and (3) seek feedback
on the Exceptions to the Consent Obligation.

Introduction
On 27 April 2018, the Personal Data Protection Commission (the “PDPC”) issued a public consultation (“Public
Consultation”) for the managing of unsolicited commercial messages and the provision of guidance to support
innovation in the digital economy.
This Update summarises the Public Consultation.
For ease of access, you can obtain a copy of the consultation document here.

Review of the Do Not Call (“DNC”) Provisions and the Spam Control
Act (“SCA”)
Background on the Current Regime
There are two main sets of provisions to consider.
The first set is the DNC provisions, set out in Part IX of the Personal Data Protection Act 2012 (the “PDPA”). The
DNC provisions provide a simple and effective way for individuals to opt-out of all marketing messages addressed
to their telephone numbers. Individuals may register their telephone numbers on the DNC Registry (“DNCR”) and
marketers will not be able to send them advertising messages, unless the marketer has obtained clear and
unambiguous consent from the individual to whom the number belongs or has an ongoing relationship with said
individual.
The second set of provisions is under the SCA. The SCA applies to electronic messages (i.e. email and text
messages) when sent in bulk, and requires that an unsubscribe facility be provided in every unsolicited commercial
electronic message that is sent in bulk. Commercial messages include marketing messages and messages relating
to dishonest gains or deception. The SCA also allows for private right of action relating to the sending of unsolicited
commercial electronic messages in bulk.

Proposed Streamlining of Requirements under DNC Provisions and the SCA
Both the DNC provisions and the SCA aim to address consumer annoyance and provide consumers greater control
over the number of unsolicited marketing messages received. At the same time, both sets of provisions aim to
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balance both consumers’ and organisations’ interests by ensuring that the requirements for sending such messages
are not overly onerous for organisations. This also enables organisations to market and communicate more
effectively with consumers who are interested in receiving information on their offers, products and services.
The PDPC has proposed for the DNC provisions and the SCA to be merged into a single legislation (“New Act”)
governing all unsolicited commercial messages, following similar approaches in other jurisdictions such as Hong
Kong and United Kingdom.
Scope and Applicability
Currently, both the DNC provisions and the SCA apply to text messages that are sent to Singapore telephone
numbers, but they do not cover text messages that are sent via instant messaging (“IM”) identifiers (e.g. through
Facebook, WeChat). Additionally, there is an overlap between the two sets of provisions, as the SCA only applies
to text messages that are sent in bulk, whereas the DNC provisions apply regardless of whether they are sent in
bulk.
As such, the PDPC proposes to streamline the scope of the two sets of provisions under the New Act in the following
manner:
(a) The DNC provisions under the New Act will apply to unsolicited marketing text messages that are sent to
Singapore telephone numbers, regardless of whether they are sent in bulk.
(b) The provisions that deal with spam control (“Spam Control Provisions”) under the New Act will be
extended to apply to unsolicited commercial text messages where they are addressed to IM identifiers and
are sent in bulk.
It is envisioned that the proposed changes will provide greater protection to individuals from unsolicited commercial
messages (protecting them from text messages sent via IM identifiers) and reduce ambiguity for organisations in
complying with differing requirements when sending commercial messages.
By extending the Spam Control Provisions to text messages addressed to IM identifiers, individuals will be able to
better manage such messages as organisations will need to comply with the Spam Control requirements such as
providing an unsubscribe facility and their contact information, when sending commercial text messages using IM
identifiers in bulk. If there is a contravention of the Spam Control Provisions under the New Act, civil action may be
taken by the affected individuals or organisations.
The PDPC has asked the public for its views on the proposed scope and applicability of the New Act, and in
particular its views on extending the Spam Control Provisions to apply to unsolicited commercial text messages
where they are addressed to IM identifiers and are sent in bulk.
Labelling Requirements
Presently, there are labelling requirements under the PDPA, whereby a sender is to provide his contact information
and to not conceal his calling line identity when sending a specified message to a Singapore telephone number.
The PDPC proposes to retain the current labelling requirements for specified voice, text and fax messages under
the DNC provisions and the Spam Control Provisions.
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However, for the labelling requirements of text messages sent via IM identifiers under the Spam Control Provisions
under the New Act, the PDPC proposes that only the contact information will be required (e.g. an email address
at which the sender can be contacted).
The PDPC has stated that the requirement to provide a ‘calling line identity’ would not be relevant for text messages
sent via IM identifiers, as (a) the display name or ID in IM platforms will typically be shown (e.g. WeChat ID cannot
be hidden), and (b) the decentralised mode of creating and assigning display names or IDs for IM platforms makes
this means of identifying the sender less relevant.
Also, while there is a requirement for the “<ADV>” label to be used in specified voice, text and fax messages under
the DNC provisions and the Spam Control Provisions, this is not relevant for messages sent via IM identifiers as
the “<ADV>” label is meant to enable filtering of emails by spam filters, and text messages sent via IM identifiers
typically do not have subject titles.
Withdrawal Period for Specified Voice, Text and Fax Messages
Presently under the DNC provisions, a person must effect a request for withdrawal of consent for the sending of a
specified message to a Singapore telephone number within 30 days. The PDPC proposes to reduce the period to
10 business days for organisations. This would be in line with the period for organisations to effect an unsubscribe
request under the Spam Control Provisions. This will minimise potential confusion and compliance costs as
organisations streamline processes for all unsubscribe and withdrawal of consent requests. It will also strengthen
protection for consumers.
The PDPC is seeking views on this proposed reduction.
Dictionary Attack and Address Harvesting Software
A Dictionary Attack is the process of obtaining e-mail addresses by an automated means that generates possible
electronic addresses by combining names, letters, numbers, punctuation marks or symbols into numerous
permutations.
An Address Harvesting Software constitutes a software which is specifically designed or marketed for use to (a)
search the Internet for e-mail addresses; and (b) collect, compile, capture or otherwise harvest those e-mail
addresses.
Both the use of Dictionary Attacks and Address Harvesting Software are presently prohibited under the SCA, but
not under the DNC provisions. PDPC proposes to prohibit the sending of commercial messages to all telephone
numbers (not limited to Singapore telephone numbers), IM identifiers and email addresses generated by or obtained
through the use of Dictionary Attacks or Address Harvesting Software by persons in Singapore.
The PDPC is seeking views on this proposed prohibition.
Dishonest Gains or Deception
With the proposed streamlining for unsolicited marketing text messages to be covered by the DNC provisions under
the New Act, unsolicited text messages relating to dishonest gains or deception which do not involve an offer of a
good or service (e.g. kidnapping or fund-raising scams), sent in bulk to Singapore telephone numbers would not be
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covered by the Spam Control Provisions nor the DNC provisions under the New Act. The removal of the avenue
for civil remedy under the Spam Control Provisions for such text messages is not expected to have a major impact
as they will usually be the subject of criminal investigations.
Business-To-Business (“B2B”) Marketing Messages
Currently, the DNC provisions do not apply to B2B marketing messages as many people use mobile telephone
numbers for both business and personal purposes, which in turn creates uncertainty for organisations in complying
with the DNC provisions when sending marketing messages to such telephone numbers. On the other hand, B2B
messages are currently covered under the SCA.
The PDPC seeks comments on whether the DNC provisions under the New Act should be extended to cover B2B
marketing messages, to align the coverage of the DNC provisions with the Spam Control Provisions. Doing so may
increase business costs for certain persons as they would now have to check the DNCR before sending B2B
messages, but it also eliminates uncertainty and risks for persons sending marketing messages to a DNC registered
Singapore telephone number that may be an individual’s personal mobile number (not used for business purposes).
Covering B2B marketing messages also provides more options for individuals who use their telephone numbers for
both personal and business purposes, as they can choose not to receive B2B marketing messages by registering
their numbers on the DNCR.

Proposed Enforcement Approach for DNC Provisions under the New Act
Enforcing DNC Breaches under an Administrative Regime
Currently, breaches of certain DNC provisions are regarded as criminal offences under the PDPA. The PDPC
proposes that the enforcement of infringements relating to the duties to check the DNCR, duties to provide contact
information, and duties to not conceal calling line identity, will be brought under an administrative regime in the New
Act. This new administrative regime will allow PDPC to better allocate resources for faster resolution of cases
investigated, and also empower the PDPC to issue penalties for infringements. A private right of action in respect
of the DNC provisions will also be provided under the New Act.
The PDPC is seeking views on this proposal.
Liability of Third-Party DNC Checkers and Resale of DNCR Lists
Currently, organisations may rely on third-party checkers to check the DNCR on their behalf. However, these thirdparty checkers are not liable under the PDPA for DNC infringements resulting from the inaccurate DNCR results
provided by them.
The PDPC proposes to impose an obligation for third-party checkers to communicate accurate information
regarding DNCR results, such that they can be held liable for infringements of the DNC provisions under the New
Act as a result of inaccurate information that they had provided to the sender.
The PDPC also proposes to prohibit the resale of any results of telephone numbers that were screened through the
DNCR. This is to protect the integrity and accuracy of results of checks with the DNCR.
The PDPC is seeking views on these proposals.
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Presumption of Sending
The PDPC proposes to introduce a deeming provision under the DNC provisions in the New Act such that the
subscriber of the Singapore telephone number is presumed to have sent the specified message unless he or she
proves otherwise. This is expected to improve enforcement effectiveness and ensure greater responsibility on
subscribers on taking active steps to prevent misuse of their telephone service. At the same time, should the
specified message be sent by a third party, the PDPC will consider any evidence submitted by the subscriber to
substantiate the same.
The PDPC is seeking views on this proposed deeming provision.

Proposed Enhancements for Practical Guidance on PDPA Provisions
Need for Enhanced Practical Guidance
The PDPC has received requests from organisations seeking confirmation and assurance that their business
practices are compliant with the PDPA.
The PDPC proposes to introduce an Enhanced Practical Guidance (“EPG”) framework for the PDPC to provide
organisations guidance with regulatory certainty (“Determinations”). The proposed EPG framework will:
(a) address the current gap for addressing complex compliance queries that cannot be addressed by
published resources and professional data protection services or legal advice; and
(b) provide regulatory certainty which current guidance provided by PDPC does not provide.
Overseas jurisdictions have provided for similar frameworks, where the data protection authority is able to issue
guidance to organisations that are legally binding. In Singapore, a similar framework is provided for by the
Competition and Consumer Commission of Singapore (“CCCS”), which may issue decisions as to whether an
agreement, conduct or merger situation infringes the Competition Act.
The PDPC is seeking views on the proposed EPG framework.

Proposed Criteria and Scope
Under the proposed EPG framework, the PDPC may provide Determinations on whether a particular business
activity complies with specific Data Protection Provisions under the PDPA. The queries must be from the
organisations performing the business activity for which the guidance is sought, and cannot relate to hypothetical
situations or deal with the organisation’s entire business model, processes or policies.
The PDPC will assess requests for Determinations based on the following criteria:
(a) the query relates to a complex or novel compliance issue for which there is currently no clear position for
its treatment under the PDPA;
(b) the query cannot be addressed by the PDPC’s general guidance and existing published resources; and
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(c) the query does not amount to a request for legal advice.
Additionally, there must be no ongoing investigation into the organisation in relation to the issue in question by any
regulatory or law enforcement agencies.
The PDPC’s provision of Determinations under the EPG framework will be chargeable so as to deter frivolous
requests. However, the PDPC intends to calibrate the fees to be charged according to the type and size of
organisation to ensure that costs are not prohibitive for SMEs and start-ups.
Once assessment of the query has been done, the PDPC will provide a Determination as to whether a particular
business activity or course of action in the given circumstances complies with specific Data Protection provision(s)
of the PDPA. Organisations applying for EPG are expected to propose solutions for ensuring compliance.
Notwithstanding the PDPC’s Determination, organisations will be expected to conduct their own risk and impact
assessments and take appropriate measures to mitigate any risks.
The PDPC will continue to provide the current Practical Guidance and organisations may choose whether to request
for the Practical Guidance or Determinations under the EPG framework. Alternatively, organisations that require
more certainty after receiving the PDPC’s guidance may apply for a Determination under the EPG framework.
Similar to the current Practical Guidance provided by the PDPC, a redacted version of the PDPC’s Determination
will be published on a case-by-case basis without disclosing any confidential or commercially sensitive information,
to help raise awareness on matters which PDPC’s Determination was provided.

Proposed Validity and Effect of Determinations
The Determinations issued by the PDPC will generally be valid, unless:
(a) there have been changes made to an aspect of the PDPA that are relevant to the Determination; or
(b) the information provided by the organisation with which the PDPC’s Determination was made was false,
misleading or no longer accurate.
Where the PDPC receives a complaint relating to the subject of an EPG Determination that is no longer valid due
to changes to the PDPA, the PDPC may take into consideration factors such as the date of the change to the PDPA
and may provide a grace period for the organisation to comply with the revised PDPA.
In addition, the PDPC will not initiate investigations in situations where the PDPC, in the course of assessing and
providing a Determination to an organisation, finds any non-compliance with the PDPA based on the information
submitted by the organisation. The exception to this is where a complaint is separately received during the
assessment. However, generally where the PDPC finds any non-compliance based on the information submitted
by the organisation, the PDPC may suspend the assessment and provide the organisation a reasonable period of
time to rectify the non-compliance before resuming the assessment.
The PDPC will not use the information provided by the organisation for the EPG assessment as part of its
investigations. This would ensure the integrity of the EPG framework and safeguard business confidentiality.
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Proposed Exemptions under the EPG Framework
The PDPC envisages that in some cases, EPG assessments may lead to the organisation applying for an exemption
where the organisation is unable to comply with specific PDPA provisions and is unable to rely on any exception
under the PDPA for the business activity. For expediency, the PDPC proposes to provide for exemptions from
specific PDPA provisions to be sought from the Minister as part of its Determinations issued under the EPG
framework, where applicable.

Solicitation of Feedback on Exceptions to Consent
The Second, Third and Fourth Schedules to the PDPA provide exceptions to the obligation to obtain consent for
the collection, use and disclosure of personal data respectively. The PDPC seeks feedback from organisations on
the practicality of relying on these exceptions. In particular, feedback is sought for the following:
(a) whether the scope or conditions of any exception should be adjusted or clarified; and
(b) whether any exception is no longer necessary or relevant.
Organisations providing feedback on their experience in considering how specific exceptions apply in their specific
circumstances should provide sufficient details in order for the PDPC to understand the practical issues faced. If
there are confidential or commercially sensitive details, organisations may identify these and request for their
redaction from the published feedback.

Closing Comments
The consolidation and streamlining of the DNC provisions and the SCA is a welcomed one, as many businesses
will benefit from greater clarity for the purposes of compliance.
The PDPC’s invitation for feedback on the exceptions to consent (under the Second, Third and Fourth Schedules
to the PDPA) is welcomed too, as the PDPC has expressed its interest in ensuring that the exceptions remain
relevant in the face of technological developments and changes in business practices.
Organisations are strongly encouraged to carefully consider the PDPC’s proposed amendments and to provide
feedback in respect of any concerns that these proposed amendments may have on them.
The public consultation ends on 7 June 2018. Organisations are encouraged to make their submissions by that
deadline.
For further enquires or discussion on the above matters, please do not hesitate to contact our team below.
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Contacts
Rajesh Sreenivasan
Head, Technology, Media &
Telecommunications
Rajah & Tann Singapore LLP

Steve Tan
Deputy Head, Technology, Media &
Telecommunications
Rajah & Tann Singapore LLP

D (65) 6232 0751
F (65) 6428 2204
rajesh@rajahtann.com

D (65) 6232 0786
F (65) 6428 2216
steve.tan@rajahtann.com

Lionel Tan
Partner, Technology, Media &
Telecommunications
Rajah & Tann Singapore LLP

Benjamin Cheong
Partner, Technology, Media &
Telecommunications
Rajah & Tann Singapore LLP

D (65) 6232 0752
F (65) 6428 2119
lionel.tan@rajahtann.com

D (65) 6232 0738
F (65) 6428 2233
benjamin.cheong@rajahtann.com

Please feel free to also contact Knowledge and Risk Management at eOASIS@rajahtann.com
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Our Regional Contacts
Rajah & Tann Singapore LLP
T +65 6535 3600
F +65 6225 9630
sg.rajahtannasia.com

Christopher & Lee Ong
T +60 3 2273 1919
F +60 3 2273 8310
www.christopherleeong.com

R&T Sok & Heng Law Office
T +855 23 963 112 / 113
F +855 23 963 116
kh.rajahtannasia.com

Rajah & Tann NK Legal Myanmar Company Limited
T +95 9 73040763 / +95 1 657902 / +95 1 657903
F +95 1 9665537
mm.rajahtannasia.com

Rajah & Tann Singapore LLP
Shanghai Representative Office
T +86 21 6120 8818
F +86 21 6120 8820
cn.rajahtannasia.com

Gatmaytan Yap Patacsil Gutierrez & Protacio (C&G Law)
T +632 894 0377 to 79 / +632 894 4931 to 32 / +632 552 1977
F +632 552 1978
www.cagatlaw.com

Assegaf Hamzah & Partners
Jakarta Office
T +62 21 2555 7800
F +62 21 2555 7899
Surabaya Office
T +62 31 5116 4550
F +62 31 5116 4560
www.ahp.co.id

Rajah & Tann (Laos) Sole Co., Ltd.
T +856 21 454 239
F +856 21 285 261
la.rajahtannasia.com

R&T Asia (Thailand) Limited
T +66 2 656 1991
F +66 2 656 0833
th.rajahtannasia.com

Rajah & Tann LCT Lawyers
Ho Chi Minh City Office
T +84 28 3821 2382 / +84 8 3821 2673
F +84 28 3520 8206
Hanoi Office
T +84 24 3267 6127
F +84 24 3267 6128
www.rajahtannlct.com

Member firms are constituted and regulated in accordance with local legal requirements and where regulations require, are
independently owned and managed. Services are provided independently by each Member firm pursuant to the applicable terms of
engagement between the Member firm and the client.
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Our Regional Presence

Rajah & Tann Singapore LLP is one of the largest full service law firms in Singapore, providing high quality advice to an impressive list of clients.
We place strong emphasis on promptness, accessibility and reliability in dealing with clients. At the same time, the firm strives towards a practical
yet creative approach in dealing with business and commercial problems. As the Singapore member firm of the Lex Mundi Network, we are able to
offer access to excellent legal expertise in more than 100 countries.
Rajah & Tann Singapore LLP is part of Rajah & Tann Asia, a network of local law firms in Singapore, Cambodia, China, Indonesia, Lao PDR,
Malaysia, Myanmar, Philippines, Thailand and Vietnam. Our Asian network also includes regional desks focused on Japan and South Asia.
The contents of this Update are owned by Rajah & Tann Singapore LLP and subject to copyright protection under the laws of Singapore and, through
international treaties, other countries. No part of this Update may be reproduced, licensed, sold, published, transmitted, modified, adapted, publicly
displayed, broadcast (including storage in any medium by electronic means whether or not transiently for any purpose save as permitted herein)
without the prior written permission of Rajah & Tann Singapore LLP.
Please note also that whilst the information in this Update is correct to the best of our knowledge and belief at the time of writing, it is only intended
to provide a general guide to the subject matter and should not be treated as a substitute for specific professional advice for any particular course
of action as such information may not suit your specific business and operational requirements. It is to your advantage to seek legal advice for your
specific situation. In this regard, you may call the lawyer you normally deal with in Rajah & Tann Singapore LLP or e-mail Knowledge & Risk
Management at eOASIS@rajahtann.com.
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