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Cybersecurity Bill Tabled in Parliament
– Key Amendments Made to Earlier Draft Bill
Introduction
On 8 January 2018, the Cybersecurity Bill (“the Bill”) was introduced in the first Parliament sitting of 2018.
Earlier, between 10 July 2017 and 24 August 2017, the Ministry of Communications and Information (“MCI”) and
the Cyber Security Agency of Singapore (“CSA”) invited the public to provide feedback on the draft Cybersecurity
Bill (“Draft Bill”). Please see here for our earlier Client Update on the public consultation. On 13 November 2017,
the MCI and CSA published its report on the feedback received from the public consultation (“Report”).
The Bill takes into account the feedback received from the public consultation. This Update highlights the main
changes between the Draft Bill and the Bill, and provides our preliminary comments on the same.

Main Changes
The following are the main changes which have been made to the Draft Bill, many of which are in response to the
feedback received from the public consultation.

Critical Information Infrastructure owner
(a)

Definition of Owner of a Critical Information Infrastructure

The Bill now defines the owner of a Critical Information Infrastructure (“CII”) as the legal owner of the CII and, where
the CII is jointly owned by more than one person, includes every joint owner. As a corollary, computer systems in
the supply chain supporting the operations of a CII will not be designated as CIIs and therefore third-party vendors
will not be considered as owners of CIIs. This is in response to comments received from the public consultation that
there could be examples where more than one party could fulfil the definition of a CII owner for the same CII under
the Draft Bill, for example in outsourced business operations.
Additionally, the Bill allows for a person who receives a notice from the Commissioner of Cybersecurity
(“Commissioner”) designating his computer or computer system to be a CII to request the Commissioner to amend
the notice and send the amended notice to another person upon showing proof that:
(i)

the person is not able to comply with the duties of a CII owner because the person has neither effective
control over the operations of the computer or computer system, nor the ability or right to carry out changes
to the computer or computer system; and

(ii)

another person has effective control over the operations of the computer or computer system and the
ability and right to carry out changes to the computer or computer system.
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If the Commissioner is satisfied that the above conditions are met, the Commissioner may send an amended notice
to the person mentioned in (ii) above instead who would then be subject to all the duties of a CII owner. Further,
where a notice is amended and sent to the person mentioned in (ii) above, and that person ceases to have the
control, ability and right to the CII, then the owner of the CII must notify the Commissioner of this without delay.
(b)

Reporting on change in ownership

Where there is a change in ownership of CII, the CII owner will be required to inform the Commissioner of the
change in ownership not later than 7 days after the date of that change in ownership. This is consistent with the
announcement made by the MCI and CSA in the Report, in which they took into account feedback on the
impracticality of requiring CII owners to inform the Commissioner of any intended change in ownership of the CII
not later than 90 days before the date of the intended change in ownership.
(c)

Duty to report cybersecurity incident in respect of CII

Previously under the Draft Bill, there were concerns that the requirement for CII owners to establish mechanisms
and processes as may be necessary in order to detect any cybersecurity threats in respect of CII might be overly
onerous, given the wide range of cybersecurity threats and the difficulties in detecting them all.
Under the Bill, CII owners are required to establish mechanisms and processes for the purpose of detecting
cybersecurity threats and incidents in respect of the CII as set out in any applicable code of practice.
(d)

Audit and risk assessment

Under the Bill, CII owners are required to conduct audits at least once every two years (or such higher frequency
as may be directed by the Commissioner), and to conduct risk assessments at least once a year.
Previously, under the Draft Bill, the requirement to conduct audits and risk assessments was at least once every
three years.

Disclosure of information to the Commissioner
(a)

Rules of Professional Conduct

Under the earlier Draft Bill, the Commissioner was empowered to request for certain information from an owner of
a computer or computer systems, or a CII owner, except in a scenario where doing so would constitute a breach of
written law by that owner.
Presently under the Bill, a person (whether an owner of a computer or computer system, or a CII owner) who is
requested by the Commissioner to provide such information is not obliged to do so if the information is subject to
any right, privilege, immunity, obligation or limitation imposed by any rules of professional conduct in relation to the
disclosure of such information.
In this regard, the Bill makes clear that a person’s right to legal professional privilege will still be protected. A person
will not be obliged to disclose information to the Commissioner if such information is subject to legal professional
privilege.

© Rajah & Tann Singapore LLP | 2

Client Update: Singapore
2018 JANUARY
Technology, Media & Telecommunications
(b)

Contractual obligations

On the contrary, under the Bill, a CII owner will be required to disclose to the Commissioner any information relating
to the CII upon the latter’s request, notwithstanding that doing so may amount to a breach of the former’s obligations
under other contracts. The Bill specifically states that the CII owner’s performance of a contractual obligation would
not be an excuse for not disclosing the information. This obligation is reinforced by section 10(4) of the Bill, whereby
a CII owner would not be treated as breaching its contractual obligation if the act of disclosure to the Commissioner
was made with reasonable care and in good faith for the purpose of complying with the notice issued by the
Commissioner.
Therefore, insofar as the Bill is concerned, it is crystal clear that a CII owner will not be able to rely on contractual
obligations (e.g. Confidentiality obligations in a non-disclosure agreement) when requested by the Commissioner.
Should the other party to the contract subsequently wish to take action against the CII owner, section 10(4) of the
Bill provides a defence (subject to the conditions in that provision) to the CII owner as to why it should not be treated
as being in breach of its obligations under the contract.

Licensing framework for cybersecurity service providers
As announced by the MCI and CSA in the Report, the licensing regime is narrower under the Bill. Under the earlier
draft Bill, vendors providing both “investigative” and “non-investigative” cybersecurity would require a license. These
include organisations and their employees which provide penetration testing services and managed security
operations centres (“SOCs”) monitoring services.
Now, the Bill only requires vendors which provide penetration testing services and/or managed SOCs monitoring
services to be licensed. These include resellers of such services. The distinction between “investigative” and “noninvestigative” types of licensable services has also been removed.
As a result, there is no longer a requirement for individual cybersecurity professional to be licensed; licensing will
be done at the company level. The licensing obligations is therefore less onerous for cybersecurity organisations,
as it means that a licensable cybersecurity service provider is required to apply for one license for itself instead of
its respective cybersecurity employees having to apply for individual licenses. Nevertheless, to improve and uphold
the professional standards of cybersecurity professionals, the authorities have indicated that they will seek to
establish voluntary accreditation regimes to improve the standing and quality of cybersecurity professionals in
Singapore.
Additionally, the duration of service record keeping has been reduced from five years to three years.
As to the implementation timeline, the Bill provides for licensable service providers to apply for a license within six
months from the date of the commencement of the Cybersecurity Act.

Related amendments to the Computer Misuse and Cybersecurity Act
The Bill makes consequential and related amendments to certain other acts. Specifically, the provision in relation
to emergency cybersecurity measures and requirements in the Computer Misuse and Cybersecurity Act will be
repealed and re-enacted with slight modification under the Bill. The Computer Misuse and Cybersecurity Act will
also be renamed to the Computer Misuse Act.
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Closing Comments
As noted, many of the changes to the Bill were made in response to the feedback received from the public
consultation. Therefore, businesses and industry players should welcome the changes in the Bill to clarify that only
systems which have been explicitly designated by the Commissioner will be considered CII.
It may be useful to note that the owner of a CII will not be obliged to furnish information that is protected by any law
or professional conduct rules. As mentioned above, a CII owner would accordingly not be obliged to disclose
information which is subject to legal professional privilege. However, performance of a contractual obligation will
not be an excuse for CII owners when asked to hand over information to the authorities.
Also, it is expected that the relevant authorities will issue more specific codes of practice to stipulate, amongst
others, the mechanisms and processes for the purpose of detecting cybersecurity threats and incidents that CII
owners are required to establish. The codes of practice/guidelines will provide more guidance to the relevant
businesses on the actions that they must take to comply with the Cybersecurity Act.
The amendments to the Bill indicate that the Government is seeking to take a balanced approach – while the
Government takes cybersecurity threats and incidents very seriously and recognises the need to establish preemptive measures to safeguard our essential services, it has also sought to limit the scope of the application and
to ensure that it does not impose an unreasonable burden on the relevant businesses or discourage them from
operating certain services in Singapore.
The Cybersecurity Act, when passed, will be a key piece of legislation for potential CII owners, industry associations
and cybersecurity professionals to take note of.
For further enquiries or discussion, please feel free to contact our team below.
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Member firms are constituted and regulated in accordance with local legal requirements and where regulations require, are
independently owned and managed. Services are provided independently by each Member firm pursuant to the applicable terms
of engagement between the Member firm and the client.
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Our Regional Presence

Rajah & Tann Singapore LLP is one of the largest full service law firms in Singapore, providing high quality advice to an impressive list of clients.
We place strong emphasis on promptness, accessibility and reliability in dealing with clients. At the same time, the firm strives towards a practical
yet creative approach in dealing with business and commercial problems. As the Singapore member firm of the Lex Mundi Network, we are able to
offer access to excellent legal expertise in more than 100 countries.
Rajah & Tann Singapore LLP is part of Rajah & Tann Asia, a network of local law firms in Singapore, Cambodia, China, Indonesia, Lao PDR,
Malaysia, Myanmar, Philippines, Thailand and Vietnam. Our Asian network also includes regional desks focused on Japan and South Asia.
The contents of this Update are owned by Rajah & Tann Singapore LLP and subject to copyright protection under the laws of Singapore and, through
international treaties, other countries. No part of this Update may be reproduced, licensed, sold, published, transmitted, modified, adapted, publicly
displayed, broadcast (including storage in any medium by electronic means whether or not transiently for any purpose save as permitted herein)
without the prior written permission of Rajah & Tann Singapore LLP.
Please note also that whilst the information in this Update is correct to the best of our knowledge and belief at the time of writing, it is only intended
to provide a general guide to the subject matter and should not be treated as a substitute for specific professional advice for any particular course
of action as such information may not suit your specific business and operational requirements. It is to your advantage to seek legal advice for your
specific situation. In this regard, you may call the lawyer you normally deal with in Rajah & Tann Singapore LLP or e-mail Knowledge & Risk
Management at eOASIS@rajahtann.com.
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