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China’s New Anti-Terrorism Law:
Implications for Firms Dealing with
Data in China
 Broadly drafted provisions grant Chinese authorities significant scope of powers to access
and deal with data.
 Data security and privacy potentially at great risk.
 Significant impact warrants consideration by all companies doing business in China with
data such as data centre operators, internet service providers and telecoms companies.

Introduction
On 27 December 2015, China’s National People’s Congress Standing Committee passed a new antiterrorism law (the “Law”) that creates a legal framework providing Chinese authorities with wideranging powers to compel the cooperation and assistance of technology firms in the country’s war against
terrorism. The Law came into effect on 1 January 2016.
This client update will analyse the Law and the specific obligations and restrictions imposed by its
relevant cybersecurity provisions, examining its impact on pertinent issues such as data privacy and
discussing the broader implications stemming from this law for technology firms seeking to do business
in the People’s Republic of China (the “PRC”).

The Cybersecurity Provisions
The purpose of the Law is to prevent and punish terrorist activities, strengthen counter-terrorism efforts
and to safeguard the security of the state, the public, and the lives and properties of the people.
The term “terrorism” has been defined in the Law to mean “propositions and actions that create social
panic, endanger public safety, violate person and property, or coerce national organs or international
organizations, through methods such violence, destruction, intimidation, so as to achieve their political,
ideological, or other objectives”. The specific terrorist acts targeted by the Law are:
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(1)

Activities that seriously harm society such as the organizing, planning, preparing for, or carrying
out any of the following conduct so as to cause injuries to persons, major property damage,
damage to public facilities, or havoc in public order;

(2)

Advocating terrorism, inciting others to commit terrorist activities, unlawfully possessing items
that advocate terrorism, or compelling others to wear or bear clothes or symbols that advocate
terrorism in a public place;

(3)

Organizing, leading, or participating in a terrorist organization;

(4)

Providing information, capital, funding, labour, technology, venues or other support, assistance or
facilitation to terrorist organizations, terrorist activity personnel, or the commission of terrorist
activities;

(5)

Other terrorist activities.
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While most of the Law deals with broad national security and counter-terrorism initiatives, the provisions
that have received the most global scrutiny and bear the most relevance to foreign technology companies
which do business in the PRC are Articles 18 and 19, which impose certain statutory restrictions and
obligations on technology companies:
Article 18: Telecommunications operators and internet service providers shall provide
technical support and assistance, such as technical interfaces and decryption technology, to
public and national security agencies in the prevention and investigation of terrorist activities in
accordance with the law.
Article 19: Telecommunications operators and internet service providers shall, in accordance
with provisions of law and administrative regulations, implement network security systems,
information content monitoring systems, and technical prevention and safety measures, to
prevent the dissemination of information with terrorist or extremist content. Should
information with terrorist or extremist content be discovered, its dissemination shall
immediately be halted, with relevant records saved and the relevant information deleted, and a
report shall be made to public security agencies or other relevant departments.
Where departments responsible for network communications, telecommunications, public
security, state security and other such departments discover any information with terrorist or
extremist content, they shall promptly order the relevant units to stop its transmission, to delete
the relevant information, to close the relevant websites, and to terminate relevant services. The
relevant units shall immediately enforce such orders and save relevant records to assist in
investigations. Departments responsible for network communications shall adopt technical
measures to disrupt the cross-border transmission of information with terrorist or extremist
content.

Impact of the Law
The Law has drawn much criticism and controversy from human rights groups and technology companies
ever since the draft version of the Law was published in early 2015. Critics of the Law have voiced
concerns about two main elements in particular – the Law’s onerous and invasive cybersecurity
restrictions, and its broadly worded definition of “terrorism”. There are fears that this law potentially
heralds the death of data security and privacy in the PRC as it ostensibly confers upon Chinese authorities
the ability to compel technology companies to hand over all of their data, private or otherwise, in the
name of national security and prevention of terrorism. This may result in technology companies
eventually having to decide whether they want to stay in the PRC and basically submit to governmental
surveillance, or to stop doing business in the PRC altogether.
Articles 18 and 19 of the Law specifically target “telecommunications operators and internet service
providers”. It should be noted that the Law itself, and indeed PRC laws in general, do not define the terms
“telecommunications operators” and “internet service providers” and therefore these terms can be
interpreted widely to include any company providing technology, internet or telecommunications services
in the PRC and to companies and individuals in the PRC, such as providers of e-commerce, mobile
application, data storage, or cloud services. It is also unclear whether the Law only applies to companies
located in the PRC or whether it also applies to technology companies located outside its borders.
Although traditionally the PRC authorities only exercise jurisdiction over companies located within the
PRC, Article 11 of the Law provides, almost as a warning, that “the PRC exercises criminal jurisdiction and
lawfully pursues criminal responsibility for terrorist activity crimes committed against the State of the
PRC or its citizens or organizations thereof outside the territory of the PRC, as well as terrorist activity
crimes committed that are stipulated in international treaties concluded with or joined by the PRC”. The
Law also provides for a wide scope of international cooperation on anti-terrorism activities, which may
provide a legal basis for drawing foreign technology companies within the PRC government’s reach.
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Under the Law, telecommunications operators and internet service providers are required to hand over
any and all relevant technical information or decryption technology when required for the investigation or
prevention of terrorist acts. The Law also requires technology companies to actively disrupt and prevent
the dissemination of any terrorist messages whenever such activities are discovered. Not only are these
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broadly worded obligations which have the potential to be highly onerous, there is a risk that the
disclosure of technical data and decryption technology may lead to intellectual property rights being
compromised.
In the event that telecommunications operators or internet service providers:
(1)

fail to provide technical interfaces, decryption and other technical support assistance to public
security organs and state security organs conducting prevention and investigation of terrorist
activities in accordance with law;

(2)

fail to follow a competent department's request to stop transmission, delete information that has
terrorist or extremist content, store relevant records, close down relevant websites, or shut down
related services; or

(3)

fail to put into place systems for network security and supervision of information content,
technological security precautionary measures, causing the transmission of information with
terrorist or extremist content; where the circumstances are serious,

the competent authorities may fine these companies between 200,000 and 500,000 yuan (30,000 –
75,000USD), and fine directly responsible managers and other directly responsible personnel up to
100,000 yuan (15,000USD). Where the circumstances are serious, the fine for companies is 500,000
yuan (75,000USD) or more, and directly responsible managers and other directly responsible personnel
may be fined between 100,000 and 500,000 yuan (15,000 – 75,000USD). Public security organs may
also detain directly responsible managers and other directly responsible personnel for between 5 and 15
days. The fact that there is personal liability for managers, including possible detention, should certainly
be cause for alarm for technology companies.
While this is a step back from the initially released draft provisions, which required technology companies
to install security back-doors into their networks and software and to store all encryption data with
Chinese authorities, the present iteration of the Law still confers upon Chinese authorities broad powers
and a stronger legal basis to demand and access sensitive data. This is especially so in light of how, under
the Law, terrorism and extremism are defined in a manner that could even include political criticism and
dissidence of a non-violent nature. The exercise of intrusive powers to monitor and suppress dissidents is
nothing out of the ordinary for the Chinese government, but in this regard, the passing of the Law gives it
greater legal impetus to do so.
The Chinese government has responded to criticisms of the Law by noting that Western governments,
such as the UK and the US, have been making similar demands for technology companies to disclose
encryption data for years. The Chinese government has also issued a public statement reassuring foreign
businesses that the new rules would not inordinately affect any company’s ordinary business activities .

Implications for Firms
In response to the passing of this law, it would be prudent for technology firms who operate in the PRC to
review their data security and encryption measures, and to consider how they might want to respond to
any demands made of them by Chinese authorities in the exercise of their powers under the Law. While
technology firms have previously been able to rebuff demands made by UK and US authorities for
sensitive information and encryption data, the commercial repercussions of such an approach in the PRC
may be substantial. Such issues warrant greater consideration by foreign technology companies who have
large stakes in the PRC and who are thus likely to bear the brunt of Chinese governmental scrutiny.
In a similar vein, the true overall impact of the Law remains to be seen, and much would likely depend on
how much restraint the Chinese authorities will exercise in using its newfound powers. Nevertheless, the
passing of this new law serves as a clear signal of the Chinese governement’s desire to exercise greater
oversight and control over the technological and informational networks within its territory, and is a
signal that foreign businesses, and technology and telecoms firms in particular, would do well to heed.
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ASEAN Economic Community Portal
With the launch of the ASEAN Economic Community (“AEC”) in December 2015, businesses looking to tap the
opportunities presented by the integrated markets of the AEC can now get help a click away. Rajah & Tann Asia,
United Overseas Bank and RSM Chio Lim Stone Forest, have teamed up to launch “Business in ASEAN”, a portal that
provides companies with a single platform that helps businesses navigate the complexities of setting up operations in
ASEAN.
By tapping into the professional knowledge and resources of the three organisations through this portal, small- and
medium-sized enterprises across the 10-member economic grouping can equip themselves with the tools and knowhow to navigate ASEAN’s business landscape. Of particular interest to businesses is the "Ask a Question" feature of
the portal which enables companies to pose questions to the three organisations which have an extensive network in
the region. The portal can be accessed at http://www.businessinasean.com/.
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Rajah & Tann Singapore LLP is one of the largest full service law firms in Singapore, providing high quality advice to an impressive list of
clients. We place strong emphasis on promptness, accessibility and reliability in dealing with clients. At the same time, the firm strives
towards a practical yet creative approach in dealing with business and commercial problems. As the Singapore member firm of the Lex
Mundi Network, we are able to offer access to excellent legal expertise in more than 100 countries.
Rajah & Tann Singapore LLP is part of Rajah & Tann Asia, a network of local law firms in Singapore, China, Lao PDR, Vietnam, Thailand
and Myanmar, as well as associate and affiliate offices in Malaysia, Cambodia, Indonesia and the Middle East. Our Asian network also
includes regional desks focused on Japan and South Asia.
The contents of this Update are owned by Rajah & Tann Singapore LLP and subject to copyright protection under the laws of Singapore
and, through international treaties, other countries. No part of this Update may be reproduced, licensed, sold, published, transmitted,
modified, adapted, publicly displayed, broadcast (including storage in any medium by electronic means whether or not transiently for any
purpose save as permitted herein) without the prior written permission of Rajah & Tann Singapore LLP.
Please note also that whilst the information in this Update is correct to the best of our knowledge and belief at the time of writing, it is
only intended to provide a general guide to the subject matter and should not be treated as a substitute for specific professional advice for
any particular course of action as such information may not suit your specific business and operational requirements. It is to your
advantage to seek legal advice for your specific situation. In this regard, you may call the lawyer you normally deal with in Rajah & Tann
Singapore LLP or e-mail Knowledge & Risk Management at eOASIS@rajahtann.com.

at eOASIS@rajahtann.com.
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