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Determining an Employer's Liability for
Employee's Copyright Infringement -

Court Finds Employer Vicariously Liable for Use of
Unauthorised Software

Introduction

As businesses rely increasingly on technology, technology risk management has become a vital part of
operations. It is critical that IT security and governance is properly addressed in company policies and
procedures, including the use of copyrighted software and managing the use of and access to office IT
equipment.

These issues arose in the Singapore High Court case of Siemens Industry Software Inc v Inzign Pte Ltd
[2023] SGHC 50. An employee of the defendant employer had installed an unauthorised version of a
commercial software onto a laptop which he found at his workplace. The Court had to determine whether
the employer was liable for the employee's copyright infringement.

The Court ultimately found the employer to be vicariously liable for the employee's actions. In reaching
its decision, the Court considered a number of key issues, including the novel question of whether the
doctrine of vicarious liability in tort extends to cases involving copyright infringement. The Court's
decision also provides guidance on issues of employment law, including the adequacy of administrative
controls over office IT equipment, the supervision and management of employees, and internal policies
relating to technology, training and anti-software piracy.

This Update provides a summary of the Court's decision and highlights the key takeaways for employers
on the measures that should be implemented to prevent the use of unauthorised software.

Brief Facts

The software in question was the NX Software, which was distributed by the Plaintiff. The NX Software
allows for computer-aided design, manufacturing and engineering. Users would typically purchase
licences for the specific modules of the NX Software which were required for their businesses.

The Defendant was a Singapore company primarily engaged in the business of medical supplies, and

owned licences for three modules of the NX Software. One Mr Win was employed by the Defendant as
a machinist.
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Mr Win sought to download and install an unauthorised copy of the NX Software on one of the
Defendant's computers to familiarise himself with the software, but was unable to bypass the
administrative controls. Mr Win then obtained an unused laptop (the "Laptop") from the toolroom where
he worked and, discovering that there were no administrative controls on it, downloaded and installed
the infringing NX Software on it. He proceeded to use this software on multiple occasions.

The Plaintiff discovered the unauthorised use of the NX Software and initiated the present action against
the Defendant, seeking to hold the Defendant liable for Mr Win's acts of copyright infringement. The
Court thus had to determine whether the Defendant was liable for the infringement, whether primarily or
vicariously.

Holding of the High Court

The Court found that the Defendant was not primarily liable for Mr Win's infringement, but was
vicariously liable for the same. The Court awarded damages of S$30,574 to the Plaintiff.

Primary liability

On the issue of primary liability, section 31(1) of the Copyright Act 1987 (2006 Rev Ed) states that the
copyright in a work is infringed if a person, who neither owns nor licenses the copyright, does or
authorises the doing of any act comprised in the copyright. In this case, the Court found that the
Defendant neither did nor authorised the infringing acts.

The Defendant did not itself perform the infringing acts as Mr Win's actions were not sanctioned by the
Defendant or committed as an agent of the Defendant. Mr Win's acts also could not be said to fall within
the scope of any authority conferred upon him by the Defendant.

The Court further found that the Defendant did not authorise the infringing acts.

e The Court observed that the Defendant may have been negligent in the implementation of its
anti-software piracy policy and in the conduct of its operations. The Court noted the Defendant's
weak anti-software piracy policy, its poor communication of this policy to Mr Win, its
recklessness in managing the Laptop, and the free access to premises granted to Mr Win.

e However, the Court nevertheless held that the Defendant did not sanction, approve, or
countenance Mr Win's infringing acts because it did not know that the infringing acts had
occurred and had little practical control over Mr Win's actions on the Laptop.

e Moreover, the very existence of the anti-software piracy policy (which Mr Win had signed) and

the measures taken in furtherance of this policy supported the conclusion that the Defendant
had not granted Mr Win the right to commit the infringing acts.
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Vicarious liability

The doctrine of vicarious liability holds a defendant liable for the wrongful acts of another even if the
defendant has not been negligent. Here, the Court first considered whether the doctrine of vicarious
liability in tort extends to cases involving copyright infringement.

Despite the lack of local case law on this point, the Court held that the doctrine of vicarious liability does
extend to copyright infringement. The Court noted that copyright infringement constitutes a statutory tort
and should not be excluded from the applicability of the doctrine of vicarious liability. Further, this
position would be consistent with the position taken in other leading common law jurisdictions.

Applying the test for vicarious liability, the Court found that there was a special relationship between the
Defendant and Mr Win by virtue of their relationship of employment, and that there was a sufficient
connection between the employment relationship of the Defendant and Mr Win and the commission of
the copyright infringement.

e The circumstances in which Mr Win was allowed to operate in the course of his work afforded
him the opportunity to commit the infringing acts. In this regard, the Defendant's lax supervision
of Mr Win afforded him the latitude and opportunity to commit the infringing acts. Further, the
Defendant had mismanaged the Laptop by failing to ensure that it was repaired according to
procedure and that it was properly secured.

e The infringing acts were committed in the context of Mr Win's employment and for the
Defendant’s benefit, as the ultimate objective behind Mr Win's acts was to improve his
performance at work.

The Court found that this conclusion was supported by policy considerations as well. In particular, a
finding of vicarious liability would incentivise employers to take further steps in reducing the incidence
of copyright infringement by their employees. The Court noted that employers are generally placed in
the best position to manage the conduct of their employees, especially for cases such as the present,
which involve copyright infringement through the unauthorised downloading and installation of software.
In these cases, it may be difficult, if not impossible, for the copyright owners to detect instances of
infringement and to trace these instances to the wrongdoers.

Key Takeaways

This decision highlights the importance of having adequate policies and procedures to safeguard against
the unauthorised use of software, as well as the proper implementation of such policies and procedures.
As demonstrated, employers may be found liable for the infringing acts of their employees, even if such
acts were not authorised by or even known to the employer.
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Employers should thus take note of the following key points:

e Anti-software piracy policy — Employers should ensure that they have a comprehensive anti-
software piracy policy in place. It is important to note that the existence of such a policy may
not be sufficient; the policy must also be adequately implemented.

o

The policy should be adequately communicated to employees. As in this case, this can
be achieved by making reference to the policy as part of the employment contract.

Employers should regularly remind their employees of the policy, whether by training or
by notification. In this case, the Court noted that the employer had failed to bring the
policy to the employee's attention for over five years.

¢ Management of equipment — Employers should ensure that all computers, laptops and other
IT equipment are adequately managed. In this case, the Laptop had been repaired and placed
in an unlocked drawer by Mr Win's supervisor, who did not obtain approval for the repair, did
not bring the existence of the Laptop to the employer's attention, and did not properly secure
the Laptop.

o

Policies and procedures should be implemented to set out restrictions on access to
such IT equipment and the administrative controls to be installed.

Only computers and laptops issued by the employer should be allowed to be used in
the workplace. These computers and laptops should be subject to regular audits to
check if any unauthorised software has been downloaded and used.

All computers and laptops should have the requisite administrative controls installed to
prevent unauthorised downloading and installation of software.

All computers and laptops should be physically secured to prevent unauthorised access
and use.

e Management of employees — Employers should ensure that employees are subject to policies
and procedures regarding their access to IT equipment and the use of software.
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Employers should conduct regular training for their employees to educate and
emphasise the importance of respect for copyright, the installation and use of
unauthorised software, and the protection of confidential information. It is important that
the relevant policies should be adequately and regularly communicated. In this case,
the Court noted that the Defendant's anti-software piracy policy had been brought to
Mr Win's attention more than five years before the infringing acts took place, and that
there was no indication of subsequent reminders to Mr Win regarding the policy save
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for a lone inconspicuous A4-sized poster comprising three sentences, which was
placed in the toolroom alongside an assortment of numerous other notices.

o Access to computers and laptops, as well as to the general premises where such IT

equipment may be accessed, should be restricted according to the scope of work of the
employee.

o Employees should be adequately supervised to ensure understanding of and
compliance with policies and procedures. In this case, the Court pointed out that Mr
Win had not been adequately supervised in the course of his work, as his supervisor
only visited the toolroom once in several months.

The Court's observations in this decision highlight the importance of having adequate policies and
procedures over the relevant areas discussed above, as well as the proper implementation of such
policies and procedures. Employers may wish to consider assessing their current policies and
procedures to ensure that they are adequate for risk management purposes, and to evaluate whether
further training is necessary for the implementation of the policies.

Should you wish to submit queries or procure services regarding hygiene checks and risk assessments

of your existing policies and procedures, or on conducting training for your staff, please feel free to
contact our team below.
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Contacts

Intellectual Property

Lau Kok Keng
Head, Intellectual Property,
Sports and Gaming

Tng Sheng Rong
Partner, Commercial Litigation
Intellectual Property & Technology

T +65 6232 0765 T +65 6232 0199

kok.keng.lau@rajahtann.com sheng.rong.tng@rajahtann.com

Employment

Jonathan Yuen

Head, Commercial Litigation
Head, Employment & Benefits
(Disputes)

Desmond Wee
Head, Corporate Commercial
Head, Employment & Benefits

T +65 6232 0474
T +65 6232 0161
desmond.wee@rajahtann.com

jonathan.yuen@rajahtann.com

Luo Qinghui

Deputy Head, Employment &
Benefits (Disputes)

T +65 6232 0587

ging.hui.luo@rajahtann.com

Please feel free to also contact Knowledge Management at eOASIS @rajahtann.com
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Regional Contacts

R&T SOK&HENG | Cambodia
R&T Sok & Heng Law Office

T +85523963112/113

F +855 23963116
kh.rajahtannasia.com

RAJAH & TANN 375 Ei8

SHANGHAI REPRESENTATIVE OFFICE | China
Rajah & Tann Singapore LLP

Shanghai Representative Office

T +86 21 6120 8818

F +86 21 6120 8820

cn.rajahtannasia.com

ASSEGAF HAMZAH & PARTNERS | [ndonesia
Assegaf Hamzah & Partners

Jakarta Office
T +62 21 2555 7800
F +62 21 2555 7899

Surabaya Office

T +62 31 5116 4550
F +62 315116 4560
www.ahp.co.id

RAJAH & TANN | Lao PDR
Rajah & Tann (Laos) Co., Ltd.

T +856 21 454 239

F +856 21 285 261
la.rajahtannasia.com

CHRISTOPHER & LEE ONG | Malaysia
Christopher & Lee Ong

T +60 3 2273 1919

F +60 3 2273 8310

www.christopherleeong.com

Rajah & Tann Asia is a network of legal practices based in Asia.

RAJAH & TANN | Mvyanmar

Rajah & Tann Myanmar Company Limited
T +951 9345 343/ +95 1 9345 346

F +95 1 9345 348

mm.rajahtannasia.com

GATMAYTAN YAP PATACSIL

GUTIERREZ & PROTACIO (C&G LAW) | Philippines
Gatmaytan Yap Patacsil Gutierrez & Protacio (C&G Law)
T +632 8894 0377 to 79 / +632 8894 4931 to 32

F +632 8552 1977 to 78

www.cagatlaw.com

RAJAH & TANN | Singapore
Rajah & Tann Singapore LLP

T +65 6535 3600
sg.rajahtannasia.com

RAJAH & TANN | Thailand
R&T Asia (Thailand) Limited

T +66 2 656 1991

F +66 2 656 0833
th.rajahtannasia.com

RAJAH & TANN LCT LAWYERS | VVietnam
Rajah & Tann LCT Lawyers

Ho Chi Minh City Office
T +84 28 3821 2382/ +84 28 3821 2673
F +84 28 3520 8206

Hanoi Office

T +84 24 3267 6127
F +84 24 3267 6128
www.rajahtannict.com

Member firms are independently constituted and regulated in accordance with relevant local legal requirements. Services provided by a
member firm are governed by the terms of engagement between the member firm and the client.

This update is solely intended to provide general information and does not provide any advice or create any relationship, whether legally
binding or otherwise. Rajah & Tann Asia and its member firms do not accept, and fully disclaim, responsibility for any loss or damage

which may result from accessing or relying on this update.
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Rajah & Tann Singapore LLP
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Assegaf Hamzah & Partners
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Rajah & Tann Singapore LLP is one of the largest full-service law firms in Singapore, providing high quality advice to an impressive list of clients.
We place strong emphasis on promptness, accessibility and reliability in dealing with clients. At the same time, the firm strives towards a practical
yet creative approach in dealing with business and commercial problems. As the Singapore member firm of the Lex Mundi Network, we are able to
offer access to excellent legal expertise in more than 100 countries.

Rajah & Tann Singapore LLP is part of Rajah & Tann Asia, a network of local law firms in Cambodia, China, Indonesia, Lao PDR, Malaysia,

Myanmar, the Philippines, Singapore, Thailand and Vietnam. Our Asian network also includes regional desks focused on Brunei, Japan and South
Asia.

The contents of this Update are owned by Rajah & Tann Singapore LLP and subject to copyright protection under the laws of Singapore and, through
international treaties, other countries. No part of this Update may be reproduced, licensed, sold, published, transmitted, modified, adapted, publicly
displayed, broadcast (including storage in any medium by electronic means whether or not transiently for any purpose save as permitted herein)
without the prior written permission of Rajah & Tann Singapore LLP.

Please note also that whilst the information in this Update is correct to the best of our knowledge and belief at the time of writing, it is only intended
to provide a general guide to the subject matter and should not be treated as a substitute for specific professional advice for any particular course
of action as such information may not suit your specific business and operational requirements. It is to your advantage to seek legal advice for your

specific situation. In this regard, you may call the lawyer you normally deal with in Rajah & Tann Singapore LLP or email Knowledge Management
at eOASIS@rajahtann.com.
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