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MAS Sets Out Revised Expectations for 
Notification of Data Breaches by Licensed 
Insurers 

 

Introduction 
 

Data breaches are a key concern for organisations, particularly in light of the increasing incidents of 

data leaks. As part of Singapore's regulatory framework to protect personal data, there are various 

requirements in place regarding notification of data breaches to the relevant authorities. For licensed 

insurers, which collect and hold large quantities of personal data, it is important to be aware of the 

applicable notification requirements and timelines.    

 

On 22 February 2023, the Monetary Authority of Singapore ("MAS") issued Circular No. ID 03/23 – 

Notification of Data Breaches to the Monetary Authority of Singapore ("Circular 03/23"). Circular 03/23 

sets out the revised expectations for licensed insurers regarding notifying MAS of data breaches. It 

replaces Circular No. ID 10/14 – Notification to the Monetary Authority of Singapore on Events of 

Significant Impact, which has been cancelled from 22 February 2023, the date Circular 03/23 came into 

effect. 

 

Circular 03/23 sets out the data breaches that must be notified to MAS under the following categories: 

 

• Data breaches under the Personal Data Protection Act 2012 ("PDPA"); 

• Data breaches that meet the criteria under MAS Notice 127 – Notice on Technology Risk 

Management ("Notice 127") and the MAS Guidelines on Outsourcing ("Outsourcing 

Guidelines"); and 

• Other data breaches.  

 

This Update highlights the notification requirements, as well as the relevant timelines for notification, 

under Circular 03/23.  

 

Summary 
 

Circular 03/23 provides that data breaches are as defined in the PDPA: 

 

• the unauthorised access, collection, use, disclosure, copying, modification or disposal of 

personal data; or 
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• the loss of any storage medium or device on which personal data is stored in circumstances 

where the unauthorised access, collection, use, disclosure, copying, modification or disposal of  

the personal data is likely to occur. 

 

The data breach notification requirements under Circular 03/23 are summarised in the table below, with 

further details provided in the subsequent sections. 

 

Type of Data Breach Notifiable Data Breach Timeline for Notification 

Pursuant to PDPA Data breaches likely to result in 

significant harm to the relevant 

individuals, or is of a significant scale 

As soon as is practicable, but no 

later than three calendar days 

after the day the licensed 

insurer assesses that the data 

breach is notifiable 

Pursuant to Notice 127 System malfunctions or IT security 

incidents which have a severe and 

widespread impact on the insurer's 

operations or materially impacts the 

insurer's service to its customers 

As soon as possible, but not 

later than one hour, upon the 

discovery of the relevant 

incident 

Pursuant to 

Outsourcing 

Guidelines  

Any adverse development arising from 

outsourcing arrangements, including 

any breach of security and confidentiality 

of the institution's customer information 

As soon as possible 

Other Data Breaches Data breaches outside the above 

categories 

On a consolidated basis, within 

three weeks from the last day of 

each quarter 

 

Notification of PDPA Data Breaches 
 

Circular 03/23 provides that, if a licensed insurer encounters a data breach that must be notified to the 

Personal Data Protection Commission ("PDPC") pursuant to the PDPA, they must concurrently notify 

MAS of such data breach. 

 

Under the PDPA, a data breach must be notified to the PDPC if it:  

 

• is likely to result in significant harm to the individuals whose personal data is affected by the 

breach; or  

• is of a significant scale (not fewer than 500 individuals). 

 

Once an organisation has credible grounds to believe that a data breach has occurred, it must take 

reasonable and expeditious steps to assess whether a data breach meets the criteria for notification. 
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Where an organisation assesses that a data breach is notifiable, the organisation must notify the PDPC 

as soon as is practicable, but no later than three calendar days after the day the organisation makes 

that assessment. 

 

Notification of Data Breaches under Notice 127 and Outsourcing 

Guidelines 
 

Circular 03/23 provides that MAS should be notified of data breaches that meet the criteria under Notice 

127 and the Outsourcing Guidelines, based on the timelines indicated within these instruments. 

 

Notice 127 

 

Under Notice 127, an insurer shall notify MAS as soon as possible, but not later than one hour, upon 

the discovery of a relevant incident. A relevant incident refers to a system malfunction or IT security 

incident, which has a severe and widespread impact on the insurer's operations or materially impacts 

the insurer's service to its customers. 

 

Outsourcing Guidelines 

 

Under the Outsourcing Guidelines, an institution should notify MAS as soon as possible of any adverse 

development arising from its outsourcing arrangements that could impact the institution. Such adverse 

developments include any breach of security and confidentiality of the institution's customer information. 

An institution should also notify MAS of such adverse development encountered within the institution's 

group. 

 

Other Data Breaches 
 

For data breaches that fall outside of the above categories, Circular 03/23 provides that MAS should be 

notified of them on a consolidated basis, within three weeks from the last day of each quarter starting 

from Q1 2023.  

 

The notification should contain: 

 

• a description of the incident and how it was discovered; 

• an analysis of the root cause of the incident and the key control deficiencies; 

• an assessment of the impact of the incident (e.g. number of customers affected, financial and 

non-financial impact); 

• a description of the remedial measures taken to manage the incident, including the extent of 

service recovery performed or the insurer’s reasons for deciding not to perform service 

recovery; and 

• a description of the controls to be implemented to prevent occurrence of similar incidents.  
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Where there are updates to any of the above details, such updates should be provided together with 

the subsequent quarter's notification to MAS.  

 

Concluding Words 
 

Licensed insurers should take note of the various categories of data breaches that must be notified to 

MAS, as well as the relevant timelines for notification. Such institutions should assess their internal 

processes to ensure that they have protocols in place to comply with the notification requirements set 

out above. 

 

Click on the below links for more information (accessible at the MAS website at www.mas.gov.sg): 
 

• Circular No. ID 03/23 – Notification of Data Breaches to the Monetary Authority of Singapore 

• Notice 127 – Notice on Technology Risk Management 

• MAS Guidelines on Outsourcing 
 

For further queries, please feel free to contact our team below. 

  

https://www.mas.gov.sg/
https://www.mas.gov.sg/regulation/circulars/id03_23
https://www.mas.gov.sg/-/media/mas/notices/pdf/notice-mas-127.pdf
https://www.mas.gov.sg/-/media/mas/regulations-and-financial-stability/regulatory-and-supervisory-framework/risk-management/outsourcing-guidelines_jul-2016-revised-on-5-oct-2018.pdf
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Rajah & Tann Asia is a network of legal practices based in Asia. 

 

Member firms are independently constituted and regulated in accordance with relevant local legal requirements. Services provided by a 

member firm are governed by the terms of engagement between the member firm and the client. 

 

This update is solely intended to provide general information and does not provide any advice or create any relationship, whether 

legally binding or otherwise. Rajah & Tann Asia and its member firms do not accept, and fully disclaim, responsibility for any loss or 

damage which may result from accessing or relying on this update. 
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Our Regional Presence 

 

 
 
 
 

Rajah & Tann Singapore LLP is one of the largest full-service law firms in Singapore, providing high quality advice to an impressive list of clients.  
We place strong emphasis on promptness, accessibility and reliability in dealing with clients. At the same time, the firm strives towards a practical 
yet creative approach in dealing with business and commercial problems. As the Singapore member firm of the Lex Mundi Network, we are able to 
offer access to excellent legal expertise in more than 100 countries.  
 
Rajah & Tann Singapore LLP is part of Rajah & Tann Asia, a network of local law firms in Cambodia, China, Indonesia, Lao PDR, Malaysia, 
Myanmar, the Philippines, Singapore, Thailand and Vietnam. Our Asian network also includes regional desks focused on Brunei, Japan and South 
Asia.    
 
The contents of this Update are owned by Rajah & Tann Singapore LLP and subject to copyright protection under the laws of Singapore and, through 
international treaties, other countries. No part of this Update may be reproduced, licensed, sold, published, transmitted, modified, adapted, publicly 
displayed, broadcast (including storage in any medium by electronic means whether or not transiently for any purpose save as permitted herein) 
without the prior written permission of Rajah & Tann Singapore LLP. 
 
Please note also that whilst the information in this Update is correct to the best of our knowledge and belief at the time of writing, it is only intended 
to provide a general guide to the subject matter and should not be treated as a substitute for specific professional advice for any particular course 
of action as such information may not suit your specific business and operational requirements. It is to your advantage to seek legal advice for your 
specific situation. In this regard, you may call the lawyer you normally deal with in Rajah & Tann Singapore LLP or email Knowledge Management 
at eOASIS@rajahtann.com. 


