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New Initiatives Introduced to Combat
E-Commerce Scams

Summary

In May 2022, the Inter-Ministry Committee on Scams ("IMCS") launched the "E-commerce Marketplace
Transaction Safety Ratings” ("TSR") which apply to e-commerce marketplaces operating in Singapore.
Under the TSR, e-commerce marketplaces are given an overall safety rating based on the extent to
which they have implemented certain safety measures that are identified as critical in combating
e-commerce scams.

At the same time, the Technical Reference 76 on Guidelines for Electronic Commerce Transactions
("TR 76") was updated to include additional guidelines on measures which e-commerce marketplaces
and e-retailers may implement to secure different areas of e-commerce transactions (hamely, pre-
purchase, purchase and post-purchase activities) from scams, customer support and merchant
verification. The best practices recommended in TR 76 include anti-scam measures that would enable
e-commerce marketplaces to score better on the TSR.

This Update provides a summary of the TSR and additional anti-scam measures set out in TR 76 which
e-retailers and e-commerce marketplaces may implement to secure e-commerce transactions and
enhance customers' protection.

For more information, please click here for the Ministry of Home Affairs ("MHA") media release titled
"Introduction of E-Commerce Marketplace Transaction Safety Ratings and Revised Technical
Reference 76 on E-Commerce Transactions" dated 14 May 2022.

E-Commerce Marketplace Transaction Safety Ratings (TSR)

With the launch of the TSR, a consumer may assess whether he/she should engage in e-commerce
transactions on an e-commerce marketplace based on its TSR rating.

Major e-commerce marketplaces in Singapore, namely Amazon, Lazada, Qoo10, Shopee, Carousell
and Facebook Marketplace, have been evaluated and assigned an overall rating under the TSR based

on the extent of the following anti-scam measures implemented by them:

1. User authenticity: Measures to verify sellers' identities and continuously monitor fraudulent seller
behaviour.
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2. Transaction safety: Availability of secure payment solutions for transactions conducted on the
e-commerce marketplace, and the maintenance of transaction records and user data.

3. Loss remediation experience for consumers: Availability of dispute reporting and resolution
mechanisms.

4. Effectiveness of anti-scam efforts: Overall efficacy in safeguarding users from e-commerce
scams, which is assessed with reference to the number of scam reports made on the e-commerce
marketplace.

The overall rating will be refreshed annually.

In addition, the TSR consists of general consumer advisories that will be refreshed annually and
marketplace-specific consumer advisories that will be refreshed every six months. The consumer
advisories highlight how consumers may protect themselves when conducting e-commerce
transactions, and they are found on the TSR microsite set up by MHA which may be accessed here.

Anti-Scam Guidelines in TR 76

By way of background, the TR 76 is published by Enterprise Singapore, and the first edition was
approved in 2020 by the Services Standards Committee under the purview of the Singapore Standards
Council. It is intended to serve as a practical reference for e-retailers and e-commerce marketplaces to
develop e-commerce processes and policies, and convey clear and comprehensive information to
consumers. E-commerce marketplaces may adopt the best practices set out in TR 76 to facilitate
transactions for products and/or services between sellers and customers, and e-retailers may take
reference from TR 76 when selling products and/or services online.

The TR76 was also recently revised, amongst other changes, to include additional guidelines to help e-
commerce marketplaces and e-retailers put in place the following anti-scam measures:

1. Improving transaction security

a. Adequate and reasonable monitoring and screening policies and procedures to safeguard the
authenticity of customer reviews.

b. Commonly accepted modes of electronic payment or post-purchase payment protection
mechanisms that allow the customers to avoid losses if their orders are not fulfilled or there is
a dispute on the conditions of the orders.

c. Process to verify the authorised recipient of a purchase. If verification is not possible, parties
should reschedule/reconsider the transaction until verification is possible.
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2. Enabling merchant authenticity

a. Risk assessment of a merchant in order to determine the extent of information to be collected
from a merchant and steps to be taken to verify the identity of a merchant.

b. If merchant verification is outsourced to a third-party service provider, arrangement to facilitate
timely retrieval of records.

c. Reasonable efforts used to conduct due diligence on merchants to verify their identities, and
a process to reject registrations or listings of a merchant where there are reasons to believe
that there are security or fraud risks.

d. Consider introducing pre-emptive safeguards against a fraudulent merchant on e-commerce
marketplaces' platforms, such as activating early warning mechanisms when a device that
cannot be verified is used to access a merchant's account.

e. For a merchant that is deemed to be of fraud risk, consider blacklisting it, restricting its
activities on the platform or raising the customers' awareness of the risks involved.

3. Providing customer support
a. Where transactions are permitted to take place outside of the e-commerce marketplace's
platform, there should be guidance to customers on how they may seek recourse when there
is a dispute.

4. Aiding enforcement against e-commerce scams
a. Retention of merchant identifiers and transaction records where relevant and available for at
least two years from the transaction.
b. If an e-commerce marketplace has been officially informed of the authorities' investigation of
a suspected fraudulent account or merchant, it should consider retaining the profile of the
account holder or merchant, transaction and payment information and/or make available to
law enforcement the processes to request the preservation of such information.

Concluding Remarks

These anti-scam measures are introduced to combat e-commerce scams which are one of the top scam
types in Singapore. Efforts need to be made by all parties involved in e-commerce transactions,
including e-commerce marketplaces, e-retailers and consumers, to spot and avoid potential scam risks
with reference to the advisories and recommendations set out in the TRS and anti-scam guidelines in
TR 76.

E-commerce marketplaces and e-retailers who would like more information on implementing the anti-
scam initiatives and the changes under the revised TR 76 may contact our team below.
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Contacts

Competition & Antitrust and Trade

Kala Anandarajah

Partner

Head, Competition & Antitrust
and Trade

T +65 6232 0111

kala.anandarajah@rajahtann.com

Tanya Tang

Partner (Chief Economic and
Policy Advisor),

Competition & Antitrust and
Trade

T +65 6232 0298

tanya.tang@rajahtann.com

Alvin Tan

Partner

Competition & Antitrust and
Trade

T +65 6232 0904

alvin.tan@rajahtann.com

Technology, Media & Telecommunications

Rajesh Sreenivasan
Partner

Head, Technology, Media &
Telecommunications

T +65 6232 0751

rajesh@rajahtann.com

Steve Tan

Partner

Deputy Head, Technology, Media
& Telecommunications

T +65 6232 0786

steve.tan@rajahtann.com

Benjamin Cheong

Partner

Deputy Head, Technology, Media
& Telecommunications

T +65 6232 0738

benjamin.cheong@rajahtann.com

Please feel free to also contact Knowledge and Risk Management at eOASIS@rajahtann.com
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Our Regional Contacts

RAJAH & TANN | Sungapore
Rajah & Tann Singapore LLP

T +65 6535 3600
sg.rajahtannasia.com

R&T SOK&HENG | Cambodia
R&T Sok & Heng Law Office

T +85523963112/113

F +855 23963 116
kh.rajahtannasia.com
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SHANGHAI REPRESENTATIVE OFFICE | China
Rajah & Tann Singapore LLP

Shanghai Representative Office

T +86 21 6120 8818

F +86 21 6120 8820

cn.rajahtannasia.com

ASSEGAF HAMZAH & PARTNERS | [ndonesia
Assegaf Hamzah & Partners

Jakarta Office
T +62 21 2555 7800
F +62 21 2555 7899

Surabaya Office

T +62 31 5116 4550
F +62 315116 4560
www.ahp.co.id

RAJAH & TANN | Lao PDR
Rajah & Tann (Laos) Co., Ltd.

T +856 21 454 239

F +856 21 285 261
la.rajahtannasia.com

CHRISTOPHER &LEE ONG | Malaysia
Christopher & Lee Ong

T +60 3 2273 1919

F +60 3 2273 8310

www.christopherleeong.com

RAJAH & TANN | Mvanmar

Rajah & Tann Myanmar Company Limited
T +951 9345 343/ +95 1 9345 346

F +951 9345 348

mm.rajahtannasia.com

GATMAYTAN YAP PATACSIL

GUTIERREZ & PROTACIO (C&G LAW) | Philippines
Gatmaytan Yap Patacsil Gutierrez & Protacio (C&G Law)
T +632 8894 0377 to 79 / +632 8894 4931 to 32

F +632 8552 1977 to 78

www.cagatlaw.com

RAJAH & TANN | Thailand
R&T Asia (Thailand) Limited

T +66 2 656 1991

F +66 2 656 0833
th.rajahtannasia.com

RAJAH & TANN LCT LAWYERS | Vietnam
Rajah & Tann LCT Lawyers

Ho Chi Minh City Office
T +84 28 3821 2382 / +84 28 3821 2673
F +84 28 3520 8206

Hanoi Office

T +84 24 3267 6127
F +84 24 3267 6128
www.rajahtannict.com

Rajah & Tann Asia is a network of legal practices based in Asia.

Member firms are independently constituted and regulated in accordance with relevant local legal requirements. Services provided by a
member firm are governed by the terms of engagement between the member firm and the client.

This update is solely intended to provide general information and does not provide any advice or create any relationship, whether legally

binding or otherwise. Rajah & Tann Asia and its member firms do not accept, and fully disclaim, responsibility for any loss or damage which
may result from accessing or relying on this update.

RAJAH & TANN
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Singapore
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Indonesia

Rajah & Tann Singapore LLP is one of the largest full-service law firms in Singapore, providing high quality advice to an impressive list of clients.
We place strong emphasis on promptness, accessibility and reliability in dealing with clients. At the same time, the firm strives towards a practical
yet creative approach in dealing with business and commercial problems. As the Singapore member firm of the Lex Mundi Network, we are able to
offer access to excellent legal expertise in more than 100 countries.

Rajah & Tann Singapore LLP is part of Rajah & Tann Asia, a network of local law firms in Cambodia, China, Indonesia, Lao PDR, Malaysia,

Myanmar, the Philippines, Singapore, Thailand and Vietnam. Our Asian network also includes regional desks focused on Brunei, Japan and South
Asia.

The contents of this Update are owned by Rajah & Tann Singapore LLP and subject to copyright protection under the laws of Singapore and, through
international treaties, other countries. No part of this Update may be reproduced, licensed, sold, published, transmitted, modified, adapted, publicly
displayed, broadcast (including storage in any medium by electronic means whether or not transiently for any purpose save as permitted herein)
without the prior written permission of Rajah & Tann Singapore LLP.

Please note also that whilst the information in this Update is correct to the best of our knowledge and belief at the time of writing, it is only intended
to provide a general guide to the subject matter and should not be treated as a substitute for specific professional advice for any particular course
of action as such information may not suit your specific business and operational requirements. It is to your advantage to seek legal advice for your

specific situation. In this regard, you may call the lawyer you normally deal with in Rajah & Tann Singapore LLP or email Knowledge & Risk
Management at eOASIS@rajahtann.com.
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