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Clarification of Amendments to Personal
Data Protection Act — Follow-Up Changes
to Regulations and Advisory Guidelines

Introduction

The Personal Data Protection Act 2012 ("PDPA") has been undergoing a series of amendments
pursuant to the Personal Data Protection (Amendment) Act 2020, aimed at enhancing the PDPA and
strengthening organisation accountability and consumer protection. The changes have taken effect in
phases, with the first phase coming into operation on 1 February 2021.

As a follow-up to the earlier changes, a number of subsequent amendments have been made to the
Regulations under the PDPA — specifically, the Personal Data Protection Regulations 2021 ("PDP
Regulations") and the Personal Data Protection (Notification of Data Breaches) Regulations 2021
("Notification Regulations"). These amendments have taken effect from 1 October 2021, and serve
to clarify the concept of significant harm for mandatory data breach reporting, defences for egregious
mishandling of personal data and the provision of business contact information of Data Protection
Officers ("Follow-Up Amendments").

To help organisations with compliance, the Personal Data Protection Commission ("PDPC") has also
updated the following resources to provide clarity on the Follow-Up Amendments:

(a) Advisory Guidelines on Key Concepts in the Personal Data Protection Act
(b) Advisory Guidelines on the Personal Data Protection Act for Selected Topics

This Update provides a summary of the Follow-Up Amendments to both Regulations under the PDPA.

Data Breach Notification

The first phase of amendments saw the introduction of the mandatory data breach notification regime,
under which organisations which discover a data breach must notify the PDPC and the affected
individuals in the event of a data breach which is:

(a) likely to result in significant harm to the individuals whose personal data is affected by the

breach; or
(b) of a significant scale (not fewer than 500 individuals).

m © Rajah & Tann Singapore LLP | 1 RAJAH & TANN | Singapore


https://www.pdpc.gov.sg/Guidelines-and-Consultation/2020/03/Advisory-Guidelines-on-Key-Concepts-in-the-Personal-Data-Protection-Act
https://www.pdpc.gov.sg/Guidelines-and-Consultation/2020/02/Advisory-Guidelines-on-the-Personal-Data-Protection-Act-for-Selected-Topics
https://www.linkedin.com/company/rajah-&-tann

RAJAH &TANN ASlA RAJAH &TANN ASIA

Client Update: Singapore LAW%\%?S

2021 OCTOBER KNOW
ASITA

Technology, Media & Telecommunications

The Notification Regulations set out prescribed categories of personal data and circumstances which
are deemed to result in "significant harm". The Follow-Up Amendments to the Notification Regulations
clarify certain prescribed categories and introduce new prescribed categories, including.

(a) Information which might lead to the identification of a woman or girl in respect of whom a
specified offence is alleged to have been committed; and

(b) Information that identifies the individual as a resident of a place of safety (or the location of such
place of safety) under the Women's Charter.

Defence of Prior Consent

The first phase of amendments introduced new offences to hold individuals (including employees and
service providers) liable for knowing or reckless unauthorised handling of personal data. This includes
the offences under section 48D(1) (unauthorised disclosure of personal data) and section 48E(1)
(improper use of personal data) of the PDPA.

The Follow-Up Amendments to the PDP Regulations set out the defence of prior consent in relation to
the above offences. Specifically, it is a defence to the offences in section 48D(1) and section 48E(1) if
the personal data was used or disclosed with the prior consent of the individual to whom the personal
data relates.

Business Contact Information

The PDPA provides that an organisation must make available to the public the business contact
information of the individual(s) responsible for ensuring compliance with the PDPA — the Data Protection
Officer of the organisation.

The Follow-Up Amendments to the PDP Regulations set out how such business contact information
may be made available so as to satisfy the above obligation:

(a) For an organisation registered under one of the prescribed Acts, the information may be made
available in a record relating to the organisation on the Internet website of the Accounting and
Corporate Regulatory Authority.

(b) The information may be made available on a readily accessible part of the organisation's official
website.

Concluding Words

As the amendments to the PDPA and the relevant Regulations and Advisory Guidelines continue to
take effect in phases, organisations should keep abreast of the changes and ensure that their data
protection policies and practices are updated to be compliant with the applicable obligations.
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We will continue to monitor the amendments to the PDPA for the next phase of implementation as well

as any further follow-up amendments.

For further queries, please feel free to contact our team below.

Contacts
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Head, Technology, Media &
Telecommunications
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Please feel free to also contact Knowledge and Risk Management at eOASIS@rajahtann.com
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Our Regional Contacts

RAJAH & TANN | Singapore
Rajah & Tann Singapore LLP

T +65 6535 3600
sg.rajahtannasia.com

R&T SOK &HENG | Cambodia
R&T Sok & Heng Law Office

T +85523963112/113

F +855 23963 116
kh.rajahtannasia.com

RAJAH & TANN 375 Eig

SHANGHAI REPRESENTATIVE OFFICE | China
Rajah & Tann Singapore LLP

Shanghai Representative Office

T +86 21 6120 8818

F +86 21 6120 8820

cn.rajahtannasia.com

ASSEGAF HAMZAH &PARTNERS | [ndonesia
Assegaf Hamzah & Partners

Jakarta Office
T +62 21 2555 7800
F +62 21 2555 7899

Surabaya Office

T +62 31 5116 4550
F +62 315116 4560
www.ahp.co.id

RAJAH & TANN | Lao PDR
Rajah & Tann (Laos) Co., Ltd.

T +856 21 454 239

F +856 21 285 261
la.rajahtannasia.com

CHRISTOPHER &LEE ONG | Malaysia
Christopher & Lee Ong

T +60 3 2273 1919

F +60 3 2273 8310

www.christopherleeong.com

RAJAH & TANN | Mvyanmar

Rajah & Tann Myanmar Company Limited
T +95 1 9345 343/ +95 1 9345 346

F +951 9345 348

mm.rajahtannasia.com

GATMAYTAN YAP PATACSIL

GUTIERREZ & PROTACIO (C&G LAW) | Philippines
Gatmaytan Yap Patacsil Gutierrez & Protacio (C&G Law)

T +632 8894 0377 to 79 / +632 8894 4931 to 32
F +632 8552 1977 to 78
www.cagatlaw.com

RAJAH & TANN | Thailand
R&T Asia (Thailand) Limited

T +66 2 656 1991

F +66 2 656 0833
th.rajahtannasia.com

RAJAH & TANN LCT LAWYERS | [Vernam
Rajah & Tann LCT Lawyers

Ho Chi Minh City Office
T +84 28 3821 2382 / +84 28 3821 2673
F +84 28 3520 8206

Hanoi Office

T +84 24 3267 6127
F +84 24 3267 6128
www.rajahtannict.com

Rajah & Tann Asia is a network of legal practices based in Asia.

Member firms are independently constituted and regulated in accordance with relevant local legal requirements. Services provided by a
member firm are governed by the terms of engagement between the member firm and the client.

This update is solely intended to provide general information and does not provide any advice or create any relationship, whether legally
binding or otherwise. Rajah & Tann Asia and its member firms do not accept, and fully disclaim, responsibility for any loss or damage
which may result from accessing or relying on this update.
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Rajah & Tann Singapore LLP is one of the largest full-service law firms in Singapore, providing high quality advice to an impressive list of clients.
We place strong emphasis on promptness, accessibility and reliability in dealing with clients. At the same time, the firm strives towards a practical
yet creative approach in dealing with business and commercial problems. As the Singapore member firm of the Lex Mundi Network, we are able to
offer access to excellent legal expertise in more than 100 countries.

Rajah & Tann Singapore LLP is part of Rajah & Tann Asia, a network of local law firms in Cambodia, China, Indonesia, Lao PDR, Malaysia,

Myanmar, the Philippines, Singapore, Thailand and Vietnam. Our Asian network also includes regional desks focused on Brunei, Japan and South
Asia.

The contents of this Update are owned by Rajah & Tann Singapore LLP and subject to copyright protection under the laws of Singapore and, through
international treaties, other countries. No part of this Update may be reproduced, licensed, sold, published, transmitted, modified, adapted, publicly
displayed, broadcast (including storage in any medium by electronic means whether or not transiently for any purpose save as permitted herein)
without the prior written permission of Rajah & Tann Singapore LLP.

Please note also that whilst the information in this Update is correct to the best of our knowledge and belief at the time of writing, it is only intended
to provide a general guide to the subject matter and should not be treated as a substitute for specific professional advice for any particular course
of action as such information may not suit your specific business and operational requirements. It is to your advantage to seek legal advice for your
specific situation. In this regard, you may call the lawyer you normally deal with in Rajah & Tann Singapore LLP or email Knowledge & Risk
Management at eOASIS@rajahtann.com.
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