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The Internet of Things Cyber Security 
Guide – What You Should be Doing to 
Protect Against Cyber Threats 

Introduction 
 

The Internet of Things ("IoT") has a strong presence in modern business and in daily life. It connects 

the physical environment with a wide range of devices to allow for interaction through information and 

communication systems. Such devices include connected wearables, smart buildings, video 

surveillance and analytics. 

 

However, greater connection between devices brings greater risk of cyber security threats, especially 

with the increasing adoption of IoT solutions among consumers, businesses and governments. Personal 

or commercially sensitive information can potentially be accessed through vulnerabilities in IoT devices, 

and compromised devices can be subject to unauthorised control. Protection from such threats is 

therefore a national priority. 

 

To address this vital issue, on 13 March 2020, the Infocomm Media Development Authority ("IMDA") 

launched a new IoT Cyber Security Guide ("Guide"). The Guide was developed by IMDA after taking 

in comments from IMDA's public consultation in January 2019, and in consultation with the Cyber 

Security Agency of Singapore ("CSA").  

 

The Guide aims to offer enterprise users better guidance on procuring, deploying and operating IoT 

technology, while enabling solution providers to verify the security posture of their solutions. It 

provides baseline security recommendations for the implementation phase and the operational phase 

as well as checklists for the threat modelling process and for self-disclosure by enterprise solution 

vendors.  

 

This Update highlights the key features of the Guide. 

 

Scope of the Guide 
 

The Guide is directed at assisting enterprise users and their vendors that intend to deploy IoT solutions, 

and is applicable to: 

 

(a) IoT developers who want to design, develop and deploy secure IoT products and systems; 

(b) IoT providers who need to roll-out, configure, operate, maintain and de-commission IoT 

systems securely; and  
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(c) IoT users who want to procure and interact with IoT systems. 

 

Baseline Recommendations for the Implementation Phase 
 

The implementation phase of IoT systems covers the design, develop, deploy, integrate and test stages, 

and usually involves the IoT developers and users.  

 

The Guide provides practical baseline security recommendations for the implementation phase based 

on four fundamental IoT security design principles: 

 

(a) Principle 1: Secure by defaults 

 

a. Employ strong cryptography: Industry accepted cryptographic techniques and best 

practices (such as the use of approved algorithms, sufficient key length and use of 

updatable cryptography) should be applied appropriately and adequately to the IoT 

system to ensure the security of data transactions. 

 

b. Protect impactful data: Impactful data such as keys, credentials, codes/firmware, 

personal data, inputs/commands and sensing data should be checked for authenticity 

and protected from disclosure and modifications by unauthorised parties. 

 

(b) Principle 2: Rigour in defence  

 

a. Conduct threat modelling: Threat modelling should be conducted at the start of the 

implementation phase, and should account for the intended usage of IoT devices within 

the defined operating environments. Threat modelling helps to identify the system 

assets, the security needs of the system assets and the possible threats to them. To 

facilitate this, a threat modelling checklist is provided in the Guide. 

 

b. Establish Root-of-Trust: Root-of-Trust provides a tamper protected module that 

stores and protects the keys of the devices, and should be utilised by key system 

components that may host sensitive data and execute impactful operations, such as 

IoT gateways and IoT platforms. 

 
c. Employ secure transport protocols: Proven transport protocols, which are used to 

transfer data within and between systems, should be employed with security controls 

properly activated, wherever possible. 
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(c) Principle 3: Accountability  

 

a. Enforce proper access controls: Access to system resources should be controlled 

and managed throughout its lifecycles, minimising opportunities for malicious actors. 

Default passwords and weak passwords are the most commonly exploited 

vulnerabilities. Proper access controls, both cyber and physical, for devices, networks 

and data should be enforced. 

 

b. Provide audit trails: All attempts to access sensitive data and alter system resources 

should be properly monitored and logged so as to keep track of intentional misuse, 

bypassing of restrictions and misconfigurations. 

 

(d) Principle 4: Resiliency 

 

a. Guard against resource exhaustion: IoT systems are vulnerable to resource 

exhaustion attacks. Mechanisms should be employed to protect against malicious 

attacks such as Distributed Denial-of-Service. 

 

Baseline Recommendations for the Operational Phase 
 

The operational phase of IoT systems covers the operate, support, maintain, upgrade and retire stages, 

and usually involves IoT providers and IoT users. 

 

The Guide also provides baseline security recommendations for the operational phase based on the 

same four security design principles: 

 

(a) Principle 1: Secure by defaults 

 

a. Use strong credentials: Strong passwords should be used throughout the system, and 

password complexity should adhere to the published international best practices. 

Minimally, passwords should consist of eight or more characters comprising a 

combination of letters and numbers. Multi-factor authentication should be enabled, 

whenever possible, for access to impactful data and operations. 

 

(b) Principle 2: Rigour in defence 

 

a. Segment IoT and enterprise networks: IoT devices belonging to different networks 

should be properly segmented from one another and also from other corporate 

enterprise systems and networks. Firewalls and malware mitigation solutions should be 

implemented. 
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(c) Principle 3: Accountability 

 

a. Establish proper device management: Proper management of devices, such as 

firmware/software updates and patches, should be established. This includes having 

an inventory of connected devices, software and firmware versions, as well as applying 

up-to-date patches and strictly-enforced access controls. IoT users and IoT providers 

should also subscribe to IMDA's ISG-CERT and CSA' SINGCERT to stay informed of 

newly discovered vulnerabilities and threats to IoT and ICT systems. 

 

(d) Principle 4: Resiliency 

 

a. Recover from attacks: There should be adequate preparation to fail safely and recover 

from attacks, especially when the compromise of the system can affect the safety of 

humans or facilities. Regular backups of system data and regular disaster recovery 

exercises for systems should be conducted. 

 

b. Conduct periodic assessments: Penetration testing and/or vulnerability assessments 

of the IoT system should be conducted periodically. Threat modelling should be 

conducted as part of vulnerability assessments. 

 

Checklists 
 

The Guide provides two sets of checklists for users and vendors. 

 

The first is a threat modelling checklist, which has been mentioned above. This checklist can be used 

to guide the threat modelling process and ensure that it is conducted properly and systematically. It uses 

the STRIDE model (Spoofing, Tampering, Repudiation, Information disclosure, Denial of service, 

Elevation of privilege) to help analyse and find threats to the system.  

 

The second is a vendor disclosure checklist which provides a non-exhaustive list of security questions 

that enterprise solution vendors can use for self-disclosure. It identifies the possible important security 

capabilities/services that vendors should focus on and also allows users to better evaluate and compare 

the security aspects of the IoT solutions/systems proposed by different vendors.   

 

Concluding Words 
 

While businesses are increasingly utilising IoT systems and devices to improve business efficiency 

and productivity, this also exposes them to more cyber security threats. Enterprises adopting IoT 

solutions should thus take cyber security into consideration at an early stage of their deployment 
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(including vendor selection and network design) so as to to better protect their businesses from threats 

and vulnerabilities. As highlighted in the Guide, an IoT system is only as secure as its weakest link. 

 

The Guide provides a helpful and structured overview of the cyber security threats that may be 

encountered at different stages and the security measures that businesses should consider 

implementing in order to fend off such threats, enabling organisations to navigate the design and use 

of IoT in a more secured way.  

 

For further queries, please feel free to contact our team below. 
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Our Regional Contacts 

  
Rajah & Tann Singapore LLP 

T  +65 6535 3600   

sg.rajahtannasia.com 

  
Christopher & Lee Ong 

T  +60 3 2273 1919    

F  +60 3 2273 8310 

www.christopherleeong.com  

   

 

R&T Sok & Heng Law Office 

T  +855 23 963 112 / 113    

F  +855 23 963 116 

kh.rajahtannasia.com 

  
Rajah & Tann Myanmar Company Limited 

T  +95 1 9345 343 / +95 1 9345 346 

F  +95 1 9345 348 

mm.rajahtannasia.com 

   

 
Rajah & Tann Singapore LLP 

Shanghai Representative Office 

T  +86 21 6120 8818    

F  +86 21 6120 8820 

cn.rajahtannasia.com 

 

  
Gatmaytan Yap Patacsil Gutierrez & Protacio (C&G Law)  

T  +632 8894 0377 to 79 / +632 8894 4931 to 32   

F  +632 8552 1977 to 78 

www.cagatlaw.com 

   

 
Assegaf Hamzah & Partners 

 

Jakarta Office 

T  +62 21 2555 7800    

F  +62 21 2555 7899 

 

Surabaya Office 

T  +62 31 5116 4550    

F  +62 31 5116 4560 

www.ahp.co.id 

  

R&T Asia (Thailand) Limited 

T  +66 2 656 1991    

F  +66 2 656 0833 

th.rajahtannasia.com 

 
Rajah & Tann LCT Lawyers 

 

Ho Chi Minh City Office 

T  +84 28 3821 2382 / +84 28 3821 2673    

F  +84 28 3520 8206 

 

Hanoi Office 

T  +84 24 3267 6127    

F  +84 24 3267 6128 

www.rajahtannlct.com 

  

 

Rajah & Tann (Laos) Co., Ltd. 

T  +856 21 454 239    

F  +856 21 285 261 

la.rajahtannasia.com 

 

 

Rajah & Tann Asia is a network of legal practices based in South-East Asia. Member firms are independently constituted and regulated 

in accordance with relevant local legal requirements. Services provided by a member firm are governed by the terms of engagement 

between the member firm and the client. 

 

This Update is solely intended to provide general information and does not provide any advice or create any relationship, whether legally 
binding or otherwise. Rajah & Tann Asia and its member firms do not accept, and fully disclaim, responsibility for any loss or damage 
which may result from accessing or relying on this Update. 
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Our Regional Presence 

 

 
 
 
 

Rajah & Tann Singapore LLP is one of the largest full-service law firms in Singapore, providing high quality advice to an impressive list of clients.  
We place strong emphasis on promptness, accessibility and reliability in dealing with clients. At the same time, the firm strives towards a practical 
yet creative approach in dealing with business and commercial problems. As the Singapore member firm of the Lex Mundi Network, we are able to 
offer access to excellent legal expertise in more than 100 countries.  
 
Rajah & Tann Singapore LLP is part of Rajah & Tann Asia, a network of local law firms in Singapore, Cambodia, China, Indonesia, Lao PDR, 
Malaysia, Myanmar, the Philippines, Thailand and Vietnam. Our Asian network also includes regional desks focused on Brunei, Japan and South 
Asia.    
 
The contents of this Update are owned by Rajah & Tann Singapore LLP and subject to copyright protection under the laws of Singapore and, through 
international treaties, other countries. No part of this Update may be reproduced, licensed, sold, published, transmitted, modified, adapted, publicly 
displayed, broadcast (including storage in any medium by electronic means whether or not transiently for any purpose save as permitted herein) 
without the prior written permission of Rajah & Tann Singapore LLP. 
 
Please note also that whilst the information in this Update is correct to the best of our knowledge and belief at the time of writing, it is only intended 
to provide a general guide to the subject matter and should not be treated as a substitute for specific professional advice for any particular course 
of action as such information may not suit your specific business and operational requirements. It is to your advantage to seek legal advice for your 
specific situation. In this regard, you may call the lawyer you normally deal with in Rajah & Tann Singapore LLP or email Knowledge & Risk 
Management at eOASIS@rajahtann.com. 

 

 


