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Are You Breaking the Law by Flying a 

Drone?  

Introduction 
 

On 8 July 2019, a construction company was fined S$9,000 for operating a drone without the required 

permit. The drone had been used to capture aerial footage of the area for a work plan. Notably, this is 

the first prosecution and conviction for such an offence in Singapore.  

 

The use of drones and unmanned aircrafts (“UAs”) is increasingly common, be it for recreational or 

commercial purposes. It is thus important to understand the rules and regulations regarding the 

operation of drones, particularly the situations in which permits are required, and the consequences of 

breach.  

 

In this Update, we take a look at the regulations on UA operations, highlighting the key requirements 

that operators should take note of. 

 

First Prosecution 
 

In this recent case, the Singapore branch of civil engineering company LT Sambo had been engaged 

to carry out foundation works for an MRT development project along Marina Parade Road. The company 

had obtained a UA operator permit, but not an activity permit. 

 

The company’s quantity surveyor then applied for an activity permit to operate the drone along the road 

so as to capture aerial footage of the area for its construction work plan. However, the Civil Aviation 

Authority of Singapore (“CAAS”) informed the company that the proposed flight plan involved flying over 

a public road with a high concentration of human and vehicular traffic, and asked for details of proposed 

comprehensive risk mitigation measures. The company did not provide this, and was not issued an 

activity permit. 

 

Despite this, the company’s civil engineer made two flights over the road, each lasting about 20 minutes. 

Police officers then arrived on reports that a drone was being operated in the area. 

 

In the prosecution for operating a UA without the necessary activity permit, the Deputy Public Prosecutor 

highlighted that Marine Parade Road is a major traffic artery, and that the drone would have had a 

ground impact speed of at least 53.34 km/h. The court then imposed a fine of S$9,000 out of a maximum 

S$20,000 for the offence. 
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UA Regulations 
 

The operation of UAs is regulated by the Air Navigation Order (the “Order”), which falls under the Air 

Navigation Act (the “Act”). These provisions set out the permits required for conducting specific 

categories of activities using different types of UAs. 

 

General prohibitions 

 

The Act sets out certain general prohibitions regarding the operation of UAs. These include: 

 

(i) Taking photographs of a protected area using a UA – maximum fine of S$20,000 or 

imprisonment up to 12 months or both; 

(ii) Flying over a protected area – maximum fine of S$20,000 or imprisonment up to 12 months 

or both; 

(iii) Discharging any substance from a UA – maximum fine of S$20,000; and 

(iv) Carrying a prohibited item (weapons, biological agents, radioactive substances and other 

hazardous material) – maximum fine of S$100,000 or imprisonment up to 5 years or both. 

 

The first three offences listed above carry a maximum fine of S$20,000, while the first two also carry a 

potential jail sentence of up to 12 months. The fourth offence (carrying a prohibited item) carries a fine 

not exceeding S$100,000 or imprisonment up to 5 years or both.  

 

Permits 

 

The Order sets out the different types of permits that may be required: 

 

(i) Operator permit – This is granted to an applicant that is able to ensure safe operation of a UA.  

(ii) Class 1 Activity Permit – This is required for activities which are not recreational or research 

in nature, or if the UA is over 7kg. It is not valid without an Operator Permit. 

(iii) Class 2 Activity Permit – This is required for activities which are recreational or research in 

nature. 

 

No permit is required if: 

 

(i) The total mass of the UA is 7kg or below; 

(ii) The UA is flown at 200ft above mean sea level or below; and 

(iii) The UA is flown outside of restricted, danger, protected and prohibited areas and not within 

5km of an aerodrome or airbase. 
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CAAS has also highlighted on its website that Operator Permits and Class 1 Activity Permits are required 

for situations such as: 

 

(i) Business providing aerial surveying or photography services; 

(ii) Company using a UA to take event photographs for its own internal newsletter; 

(iii) Competitive UA races by a private organiser; and 

(iv) Training courses with a practical element, that is, a UA is deployed as part of the course 

syllabus. 

 

Operating a UA without the required permit may lead to a fine not exceeding S$20,000 for the first 

offence. For any subsequent conviction, the offender would be subject to a fine not exceeding S$40,000 

or imprisonment not exceeding 15 months or both.  

 

Personal Data 
 

Operators of UAs should also be aware of potential breaches of the Personal Data Protection Act 

(“PDPA”). UAs which take photos or videos may, whether intentionally or inadvertently, capture an 

image and/or audio recording of an individual, which may comprise personal data if an individual can 

be identified from such image and/or audio recording.   

 

The PDPA requires consent from the individual for the purposes of the collection, use or disclosure of 

his personal data. Therefore, if your UA has taken photographs or recordings of an individual, you may 

need to obtain the individual’s consent before collecting or otherwise using the images and data.  

 

In addition, organisations are required to inform individuals of the purposes for which their personal data 

will be collected, used and disclosed in order to obtain their consent. An organisation must thus provide 

notification of the purposes for the collection, use or disclosure of personal data captured by its drones, 

in order to fulfil the consent obligation. The notifications should specify if photography, video and/or 

audio recording is taking place and should generally be placed so as to enable individuals to have 

sufficient awareness that drones are in operation in the general locale. For example, it may be 

appropriate to place a notice at points of entry to the area of operation  of the drones, where individuals 

are able to read the notice prior to entry. 

 

There are, however, certain exceptions under the PDPA’s consent requirements. These include: 

 

(i) Photos or videos taken in a personal or domestic capacity; and 

(ii) Personal data that is publicly available, which may cover photos or videos taken at a public 

place or public event. 

 

Lastly, organisations are encouraged to put in place policies restricting or prohibiting the use of any 

personal data that is unintentionally collected, for example where drones accidentally veer off the pre-

determined flight path and collect personal data without consent. 
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Regulatory Enhancements 
 

It should also be noted that the Government has proposed tightening the approach to regulating drone 

users. On 8 July 2019, the Senior Minister of State for Transport stated in Parliament that the following 

measures may be impending: 

 

(i) A mandatory registration regime for all drones operating in Singapore; 

(ii) A licensing framework for pilots of larger or more capable drones; and  

(iii) Stricter enforcement and increased penalties for errant drone users. 

 

The CAAS has established a UA Systems Advisory Committee earlier this year to help review and 

recommend enhancements to the regulatory framework, and the proposed reforms may take effect 

within the year. We will continue to monitor the developments in this area and will keep you updated of 

any impending changes.  

 

Concluding Words 
 

As demonstrated in this case, failure to observe the regulations governing the operations of UAs can 

lead to potentially serious consequences. Offences under the Act and the Order may even carry jail 

sentences. Following this incident, CAAS has released a statement that it will not hesitate to take 

enforcement action against UA operators who contravene regulations. 

 

UAs can be utilised for a variety of purposes, and it may sometimes be unclear whether these activities 

fall within recreational, research or other purposes. Parties should thus ensure that they seek advice 

and clarification on the necessary permits before undertaking any such activity. 

 

For further queries, please feel free to contact our team below. 
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T  +84 28 3821 2382 / +84 28 3821 2673    

F  +84 28 3520 8206 

 

Hanoi Office 

T  +84 24 3267 6127    

F  +84 24 3267 6128 

www.rajahtannlct.com 

 

 

Rajah & Tann (Laos) Co., Ltd. 

T  +856 21 454 239    

F  +856 21 285 261 

la.rajahtannasia.com 

Member firms are constituted and regulated in accordance with local legal requirements and where regulations require, are 

independently owned and managed. Services are provided independently by each Member firm pursuant to the applicable terms 

of engagement between the Member firm and the client. 
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Rajah & Tann Singapore LLP is one of the largest full-service law firms in Singapore, providing high quality advice to an impressive list of clients.  
We place strong emphasis on promptness, accessibility and reliability in dealing with clients. At the same time, the firm strives towards a practical 
yet creative approach in dealing with business and commercial problems. As the Singapore member firm of the Lex Mundi Network, we are able to 
offer access to excellent legal expertise in more than 100 countries.  
 
Rajah & Tann Singapore LLP is part of Rajah & Tann Asia, a network of local law firms in Singapore, Cambodia, China, Indonesia, Lao PDR, 
Malaysia, Myanmar, the Philippines, Thailand and Vietnam. Our Asian network also includes regional desks focused on Japan and South Asia.    
 
The contents of this Update are owned by Rajah & Tann Singapore LLP and subject to copyright protection under the laws of Singapore and, through 
international treaties, other countries. No part of this Update may be reproduced, licensed, sold, published, transmitted, modified, adapted, publicly 
displayed, broadcast (including storage in any medium by electronic means whether or not transiently for any purpose save as permitted herein) 
without the prior written permission of Rajah & Tann Singapore LLP. 
 
Please note also that whilst the information in this Update is correct to the best of our knowledge and belief at the time of writing, it is only intended 
to provide a general guide to the subject matter and should not be treated as a substitute for specific professional advice for any particular course 
of action as such information may not suit your specific business and operational requirements. It is to your advantage to seek legal advice for your 
specific situation. In this regard, you may call the lawyer you normally deal with in Rajah & Tann Singapore LLP or e-mail Knowledge & Risk 
Management at eOASIS@rajahtann.com. 


