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PDPC-CCCS Discussion Paper on Data 
Portability 

Introduction 
On 25 February 2019, the Personal Data Protection Commission (“PDPC”) in collaboration with the 

Competition and Consumer Commission of Singapore (“CCCS”), issued a discussion paper on the 

introduction of a data portability requirement in Singapore (“Discussion Paper”) as part of an ongoing 

review of the Personal Data Protection Act 2012 (“PDPA”).  

 

The Discussion Paper sets out the views of the consultant, London Economics, on the benefits and 

impact on consumers, businesses and competition, should a data portability requirement be introduced 

in Singapore. A copy of the Discussion Paper can be accessed here. 

 

This Update provides a summary of the Discussion Paper and focuses on the implications of a data 

portability requirement from a data protection and competition law perspective.  

 

Overview of the Discussion Paper 
A joint study on data portability was commissioned by the PDPC and the CCCS in 2018 against the 

backdrop of a changing international landscape, as an increasing number of jurisdictions have 

implemented, or are considering implementing, the right to data portability. Such jurisdictions include 

the European Union, Australia, Japan, India, Philippines, New Zealand and U.S. (State of California). 

Under the existing PDPA in Singapore, an organisation that possesses personal data of a user is not 

obliged to share it with another organisation, even if the user requests for it to be shared.  

 

In contrast, if data portability is introduced, the individual will be able to request for a copy of their data 

held by an organisation in a structured, commonly used, and machine-readable format, and require this 

organisation to transmit the data to another organisation upon the individual’s request.  

 

Data portability therefore involves an overlap between, and has implications for, both competition law 

and data protection law, which we discuss in further detail below.  

 

Data Portability and Data Protection 
 

From a data protection perspective, data portability gives individuals greater control over their personal 

data by enabling them to move their data more easily and allowing them to authorise the provision of 

their data by one organisation to another at his choice.  

 

https://www.pdpc.gov.sg/-/media/Files/PDPC/PDF-Files/Resource-for-Organisation/Data-Portability/PDPC-CCCS-Data-Portability-Discussion-Paper---250219.pdf
https://www.linkedin.com/company/rajah-&-tann
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The PDPA currently provides for a “right of access” whereby individuals have a right to request for 

access to their personal data in the possession or under the control of the organisation, and 

organisations have the obligation to provide the requested personal data to the individual. 

 

The Discussion Paper identifies that data portability therefore extends the “right of access” to its logical 

conclusion by further requiring organisations to provide the individual’s data in a certain format and 

transmitting that data to another organisation at the option of the individual. 

 

Data Portability and Competition Law 
 

Discussions on the impact of data portability on competition have gained momentum within the 

competition and regulatory communities, especially the interaction between data use and competition. 

The Discussion Paper highlights several potential effects of data portability on the market, with the 

following being what we view as more significant from a competition point of view. 

 

Reduced Switching Costs for Consumers 

 

Data can act as a barrier for consumer switching, especially where data is crucial in the provision of the 

relevant products and services. Switching costs can take the form of the time and effort required for 

consumers to provide their data and information to the new service provider, such that there is an inertia 

for consumers to switch to competing service providers, thereby preventing other service providers from 

competing effectively. As dominant players generally have established customer bases and access to 

data, they are better able to leverage on this and lock in customers. This results in consumers continuing 

to purchase from the dominant players, even if there are alternative service providers who offer products 

and services of higher quality. 

 

In this respect, the data portability requirement operates to lower switching costs. Where organisations 

are obliged to transfer the consumer data to another service provider upon the consumer’s request, the 

ease of switching of service providers increases as consumers do not have to incur significant time and 

effort to provide the relevant data to the new service provider. Data portability therefore allows 

consumers to more easily react to price and quality signals, and switch to the supplier offering the best 

deal, thereby increasing the competitiveness of markets.  

 

Lowered Barriers to Entry and Expansion for Competitors 

 

In markets where data is an important input for competitors to provide comparable products, a data 

portability requirement levels the playing field and allows other market players to have access to the 

consumer data in order to compete effectively in the market.  

 

Combined with the increased ability of consumers to switch, this lowers market barriers to entry and 

expansion and therefore increases the number of viable service providers in the market. 
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Increased Efficiency and Output 

 

The Discussion Paper notes that data portability can create efficiencies through “economies of scope of 

inputs” whereby having access to more (and varied) sources of data can provide organisations with 

better insight of consumer behaviour that put them in a position to develop and improve product offering 

that are tailored to their customer base. This reduces the cost of product development. The cost savings 

can also be passed to other complementary services, for instance, through advertising that can be made 

more targeted. 

 

Access to more data can also allow organisations to improve productivity and output. The Discussion 

Paper notes, for example, that data can be used synergistically to determine and automate 

manufacturing output and reduce material wastage at the same time. Research suggests that 

organisations with more data-driven decision-making processes have 5-6% higher output and 

productivity rates than what would be expected based on their investments and use of information 

technology.    

 

Better Quality of Service Offering 

 

Knowing more about a potential consumer increases the ability of organisations to tailor both the product 

characteristics and the price of goods and services. On one hand, this may facilitate price discrimination, 

which may constitute an anti-competitive conduct when it is engaged in by a dominant market player. 

On the other hand, it may expand the range and quality of service offerings that are available to 

consumers, which leads to a more competitive outcome for the market. 

 

Increased Innovation 

 

Data portability can facilitate innovation, particularly in concentrated markets where market players are 

likely to have a higher incentive to innovate. Data portability is also likely to increase innovation when 

organisations provide complementary goods or services. Here, the reduction in switching costs could 

encourage new users to enter the market and the organisation providing the complementary goods or 

services similarly experiences an increase in demand and data flow, which may encourage innovation. 

The reduction in resources required to collect data also implies that the resources could be re-directed 

to further innovation. 

 

The Discussion Paper also raises the concept of recombinant innovation which relates to the creation 

of new products and services that is brought about by the combination of data enabled through data 

portability, where the data would otherwise be held in silos. The increased sharing of data via data 

portability increases the potential to combine different types of data in new ways to produce benefits 

and generate new insights. 
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Implementation Considerations 
 

Beyond the impact of data portability, the Discussion Paper has identified various important factors to 

consider when implementing data portability. This section considers these factors in more detail.  

 

Limits of Data Portability 

 

The limits of data portability must be clearly defined to provide certainty to businesses. It is important to 

state with clarity the types of data that are subject to the portability requirement: whether electronic data, 

non-electronic data, user provided data, observed data and/or derived data would be covered by the 

portability requirement. From the perspective of the consumer, the data portability requirement would 

be most beneficial if it extends beyond the classical definition of personal data (i.e. information about an 

individual, including data generated from his activities) to user provided data such as emails, 

photographs and documents. This is because limiting the scope of data that are subject to the portability 

requirement may render portability of little use. 

 

The Discussion Paper recognises that data portability is more costly for some organisations than for 

others and that proportionality will need to be introduced for organisations that do not possess much 

data in the first place. It was stated in the Discussion Paper that a de minimis threshold for data volume 

and cap on the frequency of portability requests may be introduced. 

 

Data Portability Format and Technical Standards 

 

As there are no clear internationally defined format specifications and technical standards to achieve 

interoperability which can be readily adopted at present, the data portability format and technical 

standards should be considered not just by the PDPC but also the relevant sector regulators and 

industry players such as the porting organisations and data recipients. Standards and format for 

transmission of data between organisations (whether bilateral or multilateral), as well as standards for 

the protection of data during the transmission must be considered. Measures to verify the identity of the 

data recipient prior to transmission of data to guard against fraud need to be considered as well. 

 

Implementation and Compliance Costs  

 

Implementation and compliance costs encompass technology costs and business implementation costs, 

and largely depend on the type and size of affected organisations. It is hence ideal that specific 

requirements be imposed in proportion to the size and ability of an organisation or classes / categories 

of organisations. 

 

Issues such as whether organisations may impose a fee for porting data, and if so, who should 

determine the reasonableness of the fee were also raised in the Discussion Paper. 
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Data Protection and Security  

 

An area of concern relating to data portability is data security and managing ported data. Creating an 

accreditation system for trusted data recipients may be a way to allay individuals’ concerns over security 

and protection of ported data.  

 

With respect to the limits of liability, the Discussion Paper notes that the porting organisation cannot be 

expected to vet all data recipients and therefore should not be liable for any misuse of data by data 

recipients. The same goes for data breaches suffered by individuals if the data is under their own care. 

The porting organisation should also be exempted against any claims relating to the accuracy and 

quality of the ported data unless it was demonstrated that the data was corrupted while under the care 

of the porting organisation. 

 

The circumstances under which an organisation may refuse to port data, as well as the timeframe within 

which the data should be ported over must also be considered.  

 

Consumer Safeguards 

 

Consumer protection is another area of concern. It is important to highlight that imposing hidden charges 

and misleading consumers in relation to the consumer’s right to data portability may attract liability under 

the Consumer Protection (Fair Trading) Act. 

 

Our Comments 
 

The motivation behind data portability is the recognition that data is a valuable resource and is 

increasingly a source of market power. In the digital economy, data is now a key factor of production 

that leads to “data network effects”, thereby creating higher barriers to entry and expansion. Essentially, 

the first entrant that successfully collects customer data on a large scale will be able to control and utilise 

it, thus rapidly consolidating and cementing its market power (i.e. the “first mover” advantage). An 

implication of this is the need for authorities to take early action to prevent the creation of such dominant 

positions, while at the same time ensuring that incentive to innovate is not eroded and that it does not 

impose disproportionate burden on data originators. 

 

As seen from the above, it is clear that introducing a data portability requirement will bring about a slew 

of benefits including new products and services based on historical transactional data and pro-

competitive effects. However, there are certain unaddressed issues that merit further consideration. 

 

While it can be said that a data portability requirement levels the playing field by reducing high switching 

costs, the purported benefit may be limited in practice if consumers fail to exercise their right to data 

portability. Consumers might be unwilling to invoke this right as most digital markets are characterised 

by strong network effects. Network effects generally refer to the situation where the value of a product 

or service increases with the number of users, thus cementing the market position of dominant players. 
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For instance, in the context of social media platforms, the attractiveness of a particular platform is 

interlinked with the number of its users. In this regard, there is a social switching cost in play, that is the 

dependence on the particular platform that everyone uses. This therefore results in little incentive for 

consumers to exercise their right to data portability and switch to a new platform with lesser users. As 

such, although competition may be increased by the right to data portability, the increase is nevertheless 

limited in certain areas as data portability may not mitigate the impact of network effects. 

 

It is also important to consider in greater detail the situations where the cost of implementing data 

portability are likely to outweigh its benefits. For one, the data portability requirement should not be 

imposed as a blanket requirement that applies to all organisations, including small and medium-sized 

enterprises (“SMEs”). As SMEs have neither the market power nor the ability to lock consumers in based 

on the data they possess, the imposition of the same data portability requirements on SMEs may be 

less justified, especially if they face higher compliance costs as smaller companies are less likely to 

have the requisite knowledge or resources to develop systems to allow data portability. As with company 

size, the relative costs and benefits of data portability may also vary by industry – in non-digital sectors 

where data plays a less important role, introducing data portability may not yield significant competitive 

benefits. Similar to SMEs, mandating data portability obligations in non-digital and traditional sectors 

may therefore be less justified and impose a disproportionate regulatory burden on market players. 

 

In addition to considering the relative costs and benefits, it is important to balance the consumer’s right 

to data portability against the rights of businesses, including rights to protect intellectual property and 

trade secrets. Example of issues that need to be examined further include the standard of security and 

interoperability between porting organisations and data recipients, assurances of data recipients’ data 

protection practices and security measures, and a clear scope of what data will be subject to the 

portability requirement. Other practical complexities, such as how to deal with a data portability request 

that involves multiple individuals’ data where only one individual is requesting for data portability, will 

also need to be dealt with.  

 

Last but not least, we highlight that data portability may increase cybersecurity risks as it results in 

greater data sharing between companies of different sizes and with varying security and risk 

management measures in place. Furthermore, with the proliferation of concentrated data held by 

companies, there may be a corresponding increase in the frequency and likelihood of cyberattacks. 

These risks will need to be carefully considered and managed in the context of Singapore’s 

cybersecurity framework and the imposition of data portability requirements on public and private 

owners of Critical Information Infrastructure (such as healthcare, banking and finance, media etc) that 

are used to provide essential services.  

 

Concluding Words 
 

This Discussion Paper is intended to provide a framework for stakeholders to understand and further 

discuss the impact and issues in implementing a data portability requirement. Such discussions will 
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provide useful feedback for future consultations to determine an optimal approach to implementing a 

data portability requirement that carefully balances the benefits and costs.  

 

It is critical that key stakeholders (such as companies that collect and generate large amounts of 

consumer data, or key players in the digital economy) study the Discussion Paper carefully and pro-

actively engage the relevant Government agencies at this relatively early stage of the policy formulation.  

 

Should you have any comments or questions on the above, please feel free to contact our team below. 
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We place strong emphasis on promptness, accessibility and reliability in dealing with clients. At the same time, the firm strives towards a practical 
yet creative approach in dealing with business and commercial problems. As the Singapore member firm of the Lex Mundi Network, we are able to 
offer access to excellent legal expertise in more than 100 countries.  
 
Rajah & Tann Singapore LLP is part of Rajah & Tann Asia, a network of local law firms in Singapore, Cambodia, China, Indonesia, Lao PDR, 
Malaysia, Myanmar, the Philippines, Thailand and Vietnam. Our Asian network also includes regional desks focused on Japan and South Asia.    
 
The contents of this Update are owned by Rajah & Tann Singapore LLP and subject to copyright protection under the laws of Singapore and, through 
international treaties, other countries. No part of this Update may be reproduced, licensed, sold, published, transmitted, modified, adapted, publicly 
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of action as such information may not suit your specific business and operational requirements. It is to your advantage to seek legal advice for your 
specific situation. In this regard, you may call the lawyer you normally deal with in Rajah & Tann Singapore LLP or e-mail Knowledge & Risk 
Management at eOASIS@rajahtann.com. 

 


