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PDPC Issues PDPA-Related Advisory 
Guidelines: Revised Chapter on “Access 
and Correction Obligations” and New 
Chapter on “Cloud Services”  

Introduction 
 

On 9 October 2019, the Personal Data Protection Commission ("PDPC") published on its website the 

revised chapter 15 on "Access and Correction Obligations" of the Advisory Guidelines on Key Concepts 

in the PDPA ("revised Chapter 15"). It also introduced a new chapter on "Cloud Services" in the 

Advisory Guidelines on the PDPA for Selected Topics. 

 

Revised Chapter 15 on "Access and Correction Obligations" 
 

The Access and Corrections Obligations under sections 21 and 22 of the Personal Data Protection Act 

("PDPA") set out the rights of individuals to request for access to their personal data and for correction 

of their personal data that is in possession or under the control of an organisation, and the corresponding 

obligations of such an organisation to provide access to, and correction of, the individual's personal 

data. 

 

Organisations to assess an access request 

 

The revised Chapter 15 clarifies that the PDPA does not expressly state that an access request be 

accompanied by a reason for making a request. However, it requires an organisation to ask from the 

applicant to specify the type of personal data he requires, as well as the time and date the personal data 

was collected. The information is needed to facilitate the processing of the access request and to 

determine whether the request falls within one of the prohibitions under section 21(3) of the PDPA or 

an exception in the Fifth Schedule of the PDPA.  

 

In this regard, the revised chapter 15 highlights that the organisation should consider the purpose of the 

applicant's access request to be able to determine the appropriate manner and form in which the 

personal data should be provided. 
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Response time frame for access request 

 

The revised Chapter also clarifies that the stipulated 30 days within which an organisation should 

respond to access requests must, where applicable, include the extension of this period in accordance 

with the computation of time under the law. For example, if the last day of the period falls on a Sunday 

or a public holiday, the period will end on the next day not being a Sunday or a public holiday.  

 

If an organisation is unable to respond to the access request within the 30-day time frame, it must inform 

the applicant within that time frame when it will be able to respond to the request. It must respond to the 

request as soon as reasonably possible. 

 

Grounds for refusal to accede to access requests 

 

The revised Chapter 15 provides for instances where an organisation is not required to accede to an 

access request, or inform an individual or organisation that personal data has been disclosed to law 

enforcement agencies.  

 

An organisation may not accede to access requests in the following instances: 

 

(a) The request falls under one of the exceptions from access requirement enumerated in the 

Fifth Schedule of the PDPA (e.g. the request is in respect of opinion data kept solely for an 

evaluative purpose, any examination conducted by an education institution, and personal data 

of the beneficiaries of a private trust kept solely for the purpose of administering the trust).  

 

(b) Where any of the grounds in section 21(3) are applicable (e.g. the provision of personal data 

could reasonably be expected to threaten the safety or physical or mental health of an 

individual other than the requesting individual, or cause immediate or grave harm to the safety 

or physical or mental health of the requesting individual). 

 

(c) Where an organisation has provided the applicant a written estimate of the fee to process the 

applicant's access request and the applicant refuses to pay the fee.  

 

In addition, where an organisation has disclosed personal data to a prescribed law enforcement agency 

as a necessary exercise for an investigation or proceedings, and such investigation or proceedings and 

related appeals have not been completed, the organisation is not obliged to inform the concerned 

individual or organisation of such disclosure of personal data. 

 

Fees chargeable to comply with the access obligation 

 

In so far as the fee chargeable to a requesting individual to process an access request is concerned, it 

is provided that an organisation may charge a reasonable fee to recover incremental costs of responding 

to the request. The revised Chapter 15 clarifies that these costs may include the time and costs incurred 

to search the personal data requested.  
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For the avoidance of doubt, the chargeable fee to process an access request must be paid whether or 

not access to the personal data requested is eventually provided by the organisation. 

 

As it would be difficult to prescribe a standard fee to apply to all industries or types of access requests, 

organisations are advised to exercise proper judgment – as opposed to discretion – in deriving a 

reasonable fee.  

 

Click here to read the revised chapter on "Access and Correction Obligations" of the Advisory Guidelines 

on Key Concepts in the PDPA. 

 

New Chapter on "Cloud Services" 
 

A new chapter on "Cloud Services" has been added to provide clarity on the responsibilities of 

organisations using cloud services to process personal data in the cloud, as well as the responsibilities 

of cloud service providers ("CSPs") when processing personal data for and on behalf of organisations. 

 

Obligations when processing personal data in cloud 

 

Organisations using cloud services must comply with all obligations under the PDPA in respect of 

personal data processed by CSPs on its behalf and for its purposes. Processing is defined in the PDPA 

as the carrying out of any operation or set of operations in relation to the personal data, and includes 

recording, holding, organising, adapting or altering, and retrieval of personal data. 

 

A CSP engaged by an organisation to process data on its behalf and for its purposes is considered a 

data intermediary which is subject to the Protection and Retention Limitation Obligations of the PDPA. 

The Protection and Retention Limitation Obligations of a CSP acting as a data intermediary extend to 

personal data that it processes or hosts for the organisation in data centres outside Singapore. 

 

Compliance with the Transfer Limitation Obligation for overseas transfer of personal data using 

cloud services 

 

An organisation that engages a CSP as a data intermediary to provide cloud services is responsible for 

complying with the Transfer Limitation Obligation of the PDPA in respect of any overseas transfer of 

personal data in using the CSP's cloud services. The organisation has this responsibility whether the 

CSP is located in Singapore or overseas. 

 

The Transfer Limitation Obligation stipulated in section 26 provides that an organisation must not 

transfer any personal data to a country or territory outside Singapore except in accordance with 

requirements prescribed under the PDPA to ensure that organisations provide a standard of protection 

to personal data so transferred that is comparable to the protection under the PDPA.   

 

https://www.pdpc.gov.sg/-/media/Files/PDPC/PDF-Files/Advisory-Guidelines/AG-on-Key-Concepts/Chapter-15-9-Oct-2019.pdf
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To this end, an organisation that engages a CSP could ensure that the CSP it uses only transfers 

personal data to overseas locations with comparable data protection regimes to the PDPA or that the 

recipients (e.g. data centres or sub-processors) in these locations are legally bound by similar 

contractual standards to provide to the personal data so transferred a standard of protection that is 

comparable to that under the PDPA. The written contract between the organisation and its CSP should 

cover both the standard of protection and the overseas locations. 

 

Industry standards as assurance of compliance 

 

Singapore-based CSPs must meet the standards of protection under the Protection Obligation of the 

PDPA when they process personal data as data intermediaries. Industry standards such as ISO27001 

and Tier 3 of the Multi-Tiered Cloud Security (MTCS) Certification Scheme could provide assurance to 

organisations that engage CSPs with such certifications that the CSPs have the ability to comply with 

the Protection Obligation of the PDPA. 

 

Where the contract between an organisation and its CSP does not specify the locations to which a CSP 

may transfer the personal data processed and leaves it to the discretion of the CSP, the organisation 

may be considered to have taken appropriate steps to comply with the Transfer Limitation Obligation if: 

(a) the Singapore-based CSP is certified or accredited as meeting relevant industry standards; and (b) 

the CSP provides assurances that all the data centres or sub-processors in overseas locations that the 

personal data is transferred to comply with these standards.  

 

Click here to read the new chapter on "Cloud Services" of the Advisory Guidelines on the PDPA for 

Selected Topics.  

 

Commentary 
 

Revised chapter 15 on "Access and Correction Obligations" 

 

The revised Chapter 15 provides greater clarity on an organisation's Access Obligation by addressing, 

among other things, the information needed by an organisation to process an access request, situations 

where an organisation need not accede to an access request and the fees chargeable to process an 

access request. 

 

All organisations should already have in place existing policies and processes to deal with access 

requests and should review their policies and processes to ensure that they comply with the revised 

Chapter 15. 

 

  

https://www.pdpc.gov.sg/-/media/Files/PDPC/PDF-Files/Advisory-Guidelines/AG-on-Selected-Topics/Chapter-8-9-Oct-2019.pdf
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New chapter on "Cloud Services" 

 

Organisations that use cloud services to process personal data in the cloud, and CSPs that process 

personal data on behalf and for the purposes of organisations should study the new chapter on "Cloud 

Services" carefully and ensure that their personal data processing activities in the cloud comply with 

their data protection obligations under the PDPA. 

 

Where personal data stored on cloud is to be stored in different servers in multiple countries, the 

organisation that engages a CSP to provide cloud services is responsible for complying with the Transfer 

Limitation Obligation in respect of any overseas transfer of personal data by the CSP.  

 

To this end, one of the measures that an organisation can adopt to comply with the Transfer Limitation 

Obligation is to specify in the contract with the CSP that the CSP will only store personal data in data 

centres in specified countries and that the data centres and any sub-processors in these specified 

countries are legally bound to provide a standard of protection to personal data that is comparable to 

that under the PDPA.  

 

Organisations should also engage CSPs that have been certified or accredited as meeting relevant 

industry standards such as ISO27001 as they provide assurance of the CSP’s ability to comply with the 

standards of protection under the Protection Obligation of the PDPA. 

 

Should you have any comments or questions on the above, please feel free to contact our team below. 
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Rajesh Sreenivasan 
Head, Technology, Media & 
Telecommunications 
 
D (65) 6232 0751 
rajesh@rajahtann.com 
 

 

 

Steve Tan 
Deputy Head, Technology, 
Media & Telecommunications 
 
D (65) 6232 0786 
steve.tan@rajahtann.com 
 

   

   

 

Lionel Tan 
Partner, Technology, Media 
& Telecommunications 
 
D (65) 6232 0752 
lionel.tan@rajahtann.com 
 
 

 

 

Benjamin Cheong 
Partner, Technology, Media & 
Telecommunications  
 
D (65) 6232 0738 

benjamin.cheong@rajahtann.com 

   

     

 
 

Tanya Tang 
Partner 
(Chief Economic and Policy 
Advisor) 
Competition & Antitrust and 
Trade 
Technology, Media & 
Telecommunications 
 
D +65 6232 0298 
tanya.tang@rajahtann.com 
 

    

     

     
 

 

  Please feel free to also contact Knowledge and Risk Management at eOASIS@rajahtann.com 
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Our Regional Contacts 

  

Rajah & Tann Singapore LLP 

T  +65 6535 3600   

sg.rajahtannasia.com 

 

Christopher & Lee Ong 

T  +60 3 2273 1919    

F  +60 3 2273 8310 

www.christopherleeong.com  

  

 

R&T Sok & Heng Law Office 

T  +855 23 963 112 / 113    

F  +855 23 963 116 

kh.rajahtannasia.com 

 

Rajah & Tann NK Legal Myanmar Company Limited 

T  +95 9 7304 0763 / +95 1 9345 343 / +95 1 9345 346 

F  +95 1 9345 348 

mm.rajahtannasia.com 

  

 

Rajah & Tann Singapore LLP 

Shanghai Representative Office 

T  +86 21 6120 8818    

F  +86 21 6120 8820 

cn.rajahtannasia.com 

Gatmaytan Yap Patacsil Gutierrez & Protacio (C&G Law)  

T  +632 8894 0377 to 79 / +632 8894 4931 to 32  

F  +632 8552 1977 to 78 

www.cagatlaw.com 

  

 
Assegaf Hamzah & Partners 

 

Jakarta Office 

T  +62 21 2555 7800    

F  +62 21 2555 7899 

 

Surabaya Office 

T  +62 31 5116 4550    

F  +62 31 5116 4560 

www.ahp.co.id 

 

R&T Asia (Thailand) Limited 

T  +66 2 656 1991    

F  +66 2 656 0833 

th.rajahtannasia.com 

 

Rajah & Tann LCT Lawyers 

 

Ho Chi Minh City Office 

T  +84 28 3821 2382 / +84 28 3821 2673    

F  +84 28 3520 8206 

 

Hanoi Office 

T  +84 24 3267 6127    

F  +84 24 3267 6128 

www.rajahtannlct.com 

 

 

Rajah & Tann (Laos) Co., Ltd. 

T  +856 21 454 239    

F  +856 21 285 261 

la.rajahtannasia.com 

Member firms are constituted and regulated in accordance with local legal requirements and where regulations require, are 

independently owned and managed. Services are provided independently by each Member firm pursuant to the applicable terms 

of engagement between the Member firm and the client. 
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Our Regional Presence 
 

 
 
 
 

Rajah & Tann Singapore LLP is one of the largest full-service law firms in Singapore, providing high quality advice to an impressive list of clients.  
We place strong emphasis on promptness, accessibility and reliability in dealing with clients. At the same time, the firm strives towards a practical 
yet creative approach in dealing with business and commercial problems. As the Singapore member firm of the Lex Mundi Network, we are able to 
offer access to excellent legal expertise in more than 100 countries.  
 
Rajah & Tann Singapore LLP is part of Rajah & Tann Asia, a network of local law firms in Singapore, Cambodia, China, Indonesia, Lao PDR, 
Malaysia, Myanmar, the Philippines, Thailand and Vietnam. Our Asian network also includes regional desks focused on Japan and South Asia.    
 
The contents of this Update are owned by Rajah & Tann Singapore LLP and subject to copyright protection under the laws of Singapore and, through 
international treaties, other countries. No part of this Update may be reproduced, licensed, sold, published, transmitted, modified, adapted, publicly 
displayed, broadcast (including storage in any medium by electronic means whether or not transiently for any purpose save as permitted herein) 
without the prior written permission of Rajah & Tann Singapore LLP. 
 
Please note also that whilst the information in this Update is correct to the best of our knowledge and belief at the time of writing, it is only intended 
to provide a general guide to the subject matter and should not be treated as a substitute for specific professional advice for any particular course 
of action as such information may not suit your specific business and operational requirements. It is to your advantage to seek legal advice for your 
specific situation. In this regard, you may call the lawyer you normally deal with in Rajah & Tann Singapore LLP or e-mail Knowledge & Risk 
Management at eOASIS@rajahtann.com. 
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