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Data Protection : New Guides on Managing 
Data Breaches and Active Enforcement  

 Introduction 
 

On 22 May 2019, the Personal Data Protection Commission (“PDPC”) published the following guides : 

(1) Guide to Managing Data Breaches 2.0 (“DB Guide”); and 

 

(2) Guide on Active Enforcement (“AE Guide”). 

 

(collectively the “Guides”) 

 

In this Update, we provide a high level overview of the Guides. 

Guide to Managing Data Breaches 2.0 
 

With the previous Guide to Managing Data Breaches having been published some four years ago, this 

new DB Guide is timely, especially in light of the multiple data breach incidents that had occurred in the 

last several years including several high profile incidents recently.  

 

It is important for organisations to be accountable towards individuals whose personal data they 

possess, in preventing and managing data breaches, and in this regard, the DB Guide is intended to 

assist organisations in effectively managing data breaches.  

 

The DB Guide has described a data breach as :  

 

“an incident exposing personal data in an organisation’s possession or under its control to the 

risks of unauthorised access, collection, use, disclosure, copying, modification, disposal or similar 

risks.” 

 

The DB Guide is segmented into two key portions, one dealing with preparation for data breaches, and 

the other on responding to data breaches.  

 

Preparing for Data Breaches 

 

Organisations would need to put in place measures to monitor and take pre-emptive actions before 

data breaches occur. The following are some measures and/or tools suggested by the DB Guide that 

organisations may deploy to provide early detection and warning to organisations are : 
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• Monitoring of inbound and outbound traffic for websites and databases for abnormal network 

activities;  

• Usage of real-time intrusion detection software designed to detect unauthorised user activities, 

attacks and network compromises; and 

• Usage of security cameras for monitoring of internal and external perimeters of secure areas 

such as data centres and server rooms.  

 

In addition to the above, organisations would need to implement a data breach management plan, to 

assist organisations in managing and responding to data breaches. It could be said that having a data 

breach management plan is a key element for complying with the Protection Obligation. The DB Guide 

sets out some information that a data breach management plan should include (such as the process to 

report a data breach internally and the responsibilities of the data breach management team).  

 

Responding to Data Breaches 

 

When dealing with a data breach incident, the DB Guide highlights four key elements/steps (using the 

acronym of C.A.R.E) that should be undertaken by organisations :  

 

(1) Containing the data breach to prevent further compromise of personal data. 

 

(2) Assessing the data breach by gathering the facts and evaluating the risks, including the harm 

to affected individuals.  

 

(3) Reporting the data breach to PDPC and/or affected individuals, if necessary. 

 

(4) Evaluating the organisation’s response to the data breach incident and considering the actions 

which can be taken to prevent future data breaches.  

 

With regard to the element/step of reporting the data breach, the following are key points that 

organisations should take note of :  

 

• When is an organisation required to notify? 

 

An organisation is required to notify when the data breach is –  

 

(1) likely to result in significant harm or impact to the individuals to whom the information 

relates (“Significant Harm Breach”); or 

 

(2) of a significant scale, i.e. data breach involves personal data of 500 or more individuals 

(“Significant Scale Breach”).  
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The Significant Harm Breach does not look at the number of data subjects who are affected by 

the data breach but the extent of harm that could be caused. Hence, if there is even a leak of 

one individual’s NRIC details, it may be argued that the Significant Harm Breach has occurred.  

 

Significant Scale Breach does not consider the harm that could be caused to the individual but 

instead focuses on the number of data subjects whose personal data have been compromised.  

 

• To whom should an organisation notify? 

 

By default, when either a Significant Harm Breach or a Significant Scale Breach has occurred, 

the organisation must notify the PDPC.  

 

Where a Significant Harm Breach has occurred, the organisation must also notify the affected 

individuals in question. There is no need to notify the affected individuals in the case of a 

Significant Scale Breach. 

 

• What are the applicable timelines for notification? 

 

Notification to the PDPC must be no later than 72 hours after establishing that the breach 

meets the criteria of being a Significant Harm Breach or a Significant Scale Breach.  

 

In the case where notification to the affected individuals is required because it is a Significant 

Harm Breach, the timeline for doing so is as soon as practicable. Depending on circumstances, 

‘as soon as practicable’ may mean even shorter than the 72 hours timeline mentioned above.  

 

The DB Guide clarifies that the above notification obligations do not fall on data intermediaries. In a 

data breach situation, a data intermediary should inform its client of the potential or confirmed data 

breach without undue delay (which is clarified in the DB Guide to be a period no longer than 24 

hours).  

 

Guide on Active Enforcement 
 

The AE Guide provides practical insights into the PDPC’s enforcement policy, the PDPC’s new 

approach in deploying its enforcement powers when dealing with data breaches as well as the factors 

that the PDPC considers when determining the quantum of financial penalty. 

 

Investigation Process 

 

The AE Guide provides an overview of how the PDPC handles data protection complaints and 

investigations into incidents of data breach. The AE Guide also sets out the PDPC’s approach to 

resolving complaints via facilitation and mediation.  
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Types of Enforcement Action by the PDPC 

 

Suspension or Discontinuation of Investigations  

 

Section 50 of the PDPA provides a non-exhaustive list of situations in which the PDPC may suspend, 

discontinue or refuse to conduct investigations into potential breaches of the PDPA.  

 

The AE Guide states that in general, the PDPC may consider discontinuing investigations if the impact 

of the breach is assessed to be low. In such cases, the PDPC will issue an advisory notice to the 

organisations involved. The AE Guide clarifies that an advisory notice is not a finding of breach but 

provides guidance on the areas which an organisation can improve on, in order to ensure its compliance 

with the PDPA. 

 

Undertaking  

 

The PDPC and/or the organisation may initiate an undertaking process which involves an organisation 

entering into a written agreement between itself and the PDPC in which the organisation voluntarily 

undertakes to remedy the breaches and takes measures to prevent a re-occurrence of the breaches.  

 

It is at the PDPC’s discretion whether to accept an organisation’s undertaking. To this end, the AE Guide 

provides that the PDPC may accept an organisation’s undertaking when : 

 

(a)  the organisation is able to demonstrate that it has in place accountable practices (for example, by 

being a Data Protection Trustmark certified organisation) and is ready to implement its 

remediation plan; or 

(b) the PDPC is of the view that an undertaking achieves a similar or better enforcement outcome 

than a full investigation. 

Importantly, an organisation’s request to invoke the undertaking process must be made expeditious ly 

after it has become aware of the incident.  

Expedited Breach Decision 

 

The aim of expedited decisions is to reduce the time and resources required to complete an investigation 

while achieving the same enforcement outcome as a full investigation. The PDPC may consider an 

expedited decision at its discretion in certain situations and if an organisation has admitted upfront its 

breach of the PDPA. The AE Guide states that in general, the PDPC will consider having an expedited 

decision in the following situations : 

 

(a)  when the only breach of the PDPA by the organisation is that it does not have a Data Protection 

Officer or equivalent and/or no privacy policy; or 

(b) when the nature of the data breach is similar to precedent cases with similar fact patterns. 
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The PDPC will still issue a full decision even if it is expedited. 

Full Investigation 

 

Full investigations are reserved for incidents where the impact of the breach is assessed to be high. 

These are usually incidents where large numbers of individuals were affected and the personal data 

disclosed pose a risk of significant harm. 

 

Upon completion of a full investigation, the following enforcement actions may be imposed on the 

organisation in breach : 

 

(a)  warning; 

 

(b) directions only; 

 

(c) financial penalties only; or 

 

(d) directions and financial penalties. 

 

Financial Penalties 

 

The AE Guide clarifies that generally, financial penalties are reserved for breaches which are particularly 

serious in nature such that the imposition of directions alone do not sufficiently reflect the seriousness 

of the breach. The AE Guide sets out the general principles which the PDPC adopts when determining 

the quantum of financial penalty to be imposed on errant organisations that breach the PDPA. 

 

Closing Comments 
 

The issuing of the Guides is timely and sets the stage for the introduction in Singapore of a mandatory 

data breach notification regime, and reflects the reality of data breaches afflicting organisations as they 

leverage on digital data in the new digital economy.  

 

For further enquiries or discussion on the above matters, please do not hesitate to contact our team 

below. 
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Our Regional Contacts 

  

Rajah & Tann Singapore LLP 

T  +65 6535 3600   

F  +65 6225 9630 

sg.rajahtannasia.com 

 

Christopher & Lee Ong 

T  +60 3 2273 1919    

F  +60 3 2273 8310 

www.christopherleeong.com  

  

 

R&T Sok & Heng Law Office 

T  +855 23 963 112 / 113    

F  +855 23 963 116 

kh.rajahtannasia.com 

 

Rajah & Tann NK Legal Myanmar Company Limited 

T  +95 9 7304 0763 / +95 1 9345 343 / +95 1 9345 346 

F  +95 1 9345 348 

mm.rajahtannasia.com 

  

 

Rajah & Tann Singapore LLP 

Shanghai Representative Office 

T  +86 21 6120 8818    

F  +86 21 6120 8820 

cn.rajahtannasia.com 

Gatmaytan Yap Patacsil Gutierrez & Protacio (C&G Law)  

T  +632 894 0377 to 79 / +632 894 4931 to 32 / +632 552 1977 

F  +632 552 1978 

www.cagatlaw.com 

  

 
Assegaf Hamzah & Partners 

 

Jakarta Office 

T  +62 21 2555 7800    

F  +62 21 2555 7899 

 

Surabaya Office 

T  +62 31 5116 4550    

F  +62 31 5116 4560 

www.ahp.co.id 

 

R&T Asia (Thailand) Limited 

T  +66 2 656 1991    

F  +66 2 656 0833 

th.rajahtannasia.com 

 

Rajah & Tann LCT Lawyers 

 

Ho Chi Minh City Office 

T  +84 28 3821 2382 / +84 28 3821 2673    

F  +84 28 3520 8206 

 

Hanoi Office 

T  +84 24 3267 6127    

F  +84 24 3267 6128 

www.rajahtannlct.com 

 

 

Rajah & Tann (Laos) Sole Co., Ltd. 

T  +856 21 454 239    

F  +856 21 285 261 

la.rajahtannasia.com 

Member firms are constituted and regulated in accordance with local legal requirements and where regulations require, are 

independently owned and managed. Services are provided independently by each Member firm pursuant to the applicable terms 

of engagement between the Member firm and the client. 
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Our Regional Presence 

 

 
 
 
 

Rajah & Tann Singapore LLP is one of the largest full-service law firms in Singapore, providing high quality advice to an impressive list of clients.  
We place strong emphasis on promptness, accessibility and reliability in dealing with clients. At the same time, the firm strives towards a practical 
yet creative approach in dealing with business and commercial problems. As the Singapore member firm of the Lex Mundi Network, we are able to 
offer access to excellent legal expertise in more than 100 countries.  
 
Rajah & Tann Singapore LLP is part of Rajah & Tann Asia, a network of local law firms in Singapore, Cambodia, China, Indonesia, Lao PDR, 
Malaysia, Myanmar, the Philippines, Thailand and Vietnam. Our Asian network also includes regional desks focused on Japan and South Asia.    
 
The contents of this Update are owned by Rajah & Tann Singapore LLP and subject to copyright protection under the laws of Singapore and, through 
international treaties, other countries. No part of this Update may be reproduced, licensed, sold, published, transmitted, modified, adapted, publicly 
displayed, broadcast (including storage in any medium by electronic means whether or not transiently for any purpose save as permitted herein) 
without the prior written permission of Rajah & Tann Singapore LLP. 
 
Please note also that whilst the information in this Update is correct to the best of our knowledge and belief at the time of writing, it is only intended 
to provide a general guide to the subject matter and should not be treated as a substitute for specific professional advice for any particular course 
of action as such information may not suit your specific business and operational requirements. It is to your advantage to seek legal advice for your 
specific situation. In this regard, you may call the lawyer you normally deal with in Rajah & Tann Singapore LLP or e-mail Knowledge & Risk 
Management at eOASIS@rajahtann.com. 


