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SingHealth and IHiS case: PDPC Decision 
Notes Breaches of the Protection 
Obligation in the Healthcare Sector 

Introduction 
 

On 14 January 2019, the Personal Data Protection Commission (“PDPC”) issued its decision in the case 

concerning the largest breach of personal data in Singapore. In Re Singapore Health Services Pte Ltd 

& Ors [2019] SGPDPC 3, the Commissioner for Personal Data Protection (“Commissioner”) ruled that 

Singapore Health Services Pte Ltd (“SingHealth”) and Integrated Health Information Systems Pte Ltd 

(“IHiS”) failed to protect the personal data of individuals, in violation of section 24 of the Personal Data 

Protection Act (“PDPA”). Section 24 of the PDPA mandates an organisation to protect the personal data 

in its possession or under its control by making reasonable security arrangements to prevent 

unauthorised access, collection, use, disclosure, copying, modification, disposal or similar risks 

(“Protection Obligation”).    

 

Given the severity of the lapses, the Commissioner imposed a financial penalty of $250,000 and 

$750,000 on SingHealth and IHiS, respectively, the two highest fines to date imposed on errant 

organisations for failure to comply with the PDPA. The maximum financial penalty under the PDPA is 

$1 million. 

 

Background  
 

SingHealth is one of three healthcare clusters in Singapore and provides healthcare services through 

various hospitals and polyclinics. IHiS is the Ministry of Health’s (“MOH”) designated information 

technology (“IT”) arm of Singapore’s public healthcare sector. Each cluster has a Group Chief 

Information Officer (“GCIO”) and a Cluster Information Security Officer (“CISO”). The GCIO leads the 

cluster’s IT security system and is assisted by the CISO.  

 

Due to the merger of MOH Holdings Pte Ltd’s (“MOHH”) Information System Division into IHiS in 2016, 

IHiS has been responsible for hiring IT personnel for the healthcare clusters. In this instant case, the 

SingHealth GCIO and SingHealth CISO are employed by IHiS but deployed to SingHealth to serve the 

IT needs of SingHealth. IHiS has a centralised Delivery Group which manages the day-to-day 

operations, technical support, maintenance and monitoring of the entire SingHealth IT system, including 

the Sunrise Clinical Manager system (“SCM”) database. The SCM database contains medical records 

and personal data of SingHealth’s patients. As of July 2018, the database contained patient data of over 

5.01 million unique individuals. 
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The IHiS Delivery Group also covers the portfolio of IT security of SingHealth. Within the IHiS Delivery 

Group, there is an IHiS Security Incident Response Team (“SIRT”) which is activated upon alerts of 

security breaches. The Security Incident Response Manager (“SIRM”) leads the SIRT and reports to 

the SingHealth CISO.  

 

Data Breach 

 

Between 27 June and 4 July 2018, the personal data of 1,495,364 unique individuals were illegally 

accessed and copied from the SCM database. The data that were accessed pertained to the names, 

NRIC numbers, addresses, gender, race, and dates of birth of the patients (“Patient Particulars”) of 

1,495,364 SingHealth patients; and the outpatient dispensed medication records (“Dispensed 

Medication Records”) of 159,000 patients (a subset of the full set of illegally accessed personal data).  

 

Sequence of Events 

 

The sequence of events which led to the data breach can be summarised as follows: 

 

• In August 2017, the attacker gained initial access to the SCM network by infecting a user’s 

workstation, likely through an email phishing attack. 

• Between December 2017 and May 2018, the attacker gained access and control of other 

workstations. From these workstations, the attacker gained access and control of two user 

accounts secured by weak passwords. Through these compromised accounts, the attacker 

established a direct route to the SCM database.  

• On 11 June 2018, an IHiS database administrator from the IHiS Delivery Group discovered the 

attacker’s multiple failed attempts to log in to the SCM database using invalid credentials. 

Similar attempts were made in the 2 subsequent days. 

• On 13 June 2018, in response to the attacker’s attempts to gain unauthorised access to the 

database, a chat group was created which included the SIRM and the SingHealth CISO. 

However, the SIRT was not formally activated at any point.  

• It was only on 4 July 2018 that various teams within the IT system cooperated to stop the further 

exfiltration of data from the SCM database.  

 

Issues to be resolved 

 

The issues that the Commissioner had to resolve were:  

 

(i) whether IHiS was acting as a data intermediary for SingHealth in relation to SingHealth 

patients’ personal data; and  

(ii) whether each of the organisations complied with their Protection Obligation under the PDPA. 
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Findings of the Commissioner 

 

It must be stated at the outset that the Patient Particulars and Dispensed Medical Records are personal 

data as defined under section 2(1) of the PDPA as they contain data about individuals who could be 

identified through those data. It is also established from the facts of the case that the Patient Particulars 

and Dispensed Medical Records were disclosed without authorisation. 

 

IHiS was acting as data intermediary for SingHealth in relation to SingHealth patients’ personal 

data 

 

Section 2(1) of the PDPA defines a data intermediary as “an organisation which processes personal 

data on behalf of another organisation but does not include an employee of that other organisation.” 

SingHealth engaged IHiS, as required by MOH, to manage its IT system and provide day-to-day 

operations and technical support to the entire SingHealth IT system, including the SCM database.  

 

Various policy documents set out IHiS’ duties and responsibilities. Specifically, the IHiS Data Protection 

Policy (“DPP”) (read in conjunction with the MOHH Information Policy) expressly states that IHiS is a 

data intermediary for SingHealth and all other healthcare institutions within their Cluster. The scope of 

work of IHiS includes “processing”  personal data on behalf of SingHealth. To be sure, the DPP makes 

it clear that IHiS will only “collect, use, disclose and/or process SingHealth’s data to the extent necessary 

to fulfil its duties and obligations to SingHealth. This includes, among other things, collecting, using, 

disclosing and/or processing SingHealth’s data for the purposes of investigating and resolution of issues 

and errors reported in IT programs and systems and IT support”. 

 

From the foregoing and based on the duties and responsibilities of IHiS in relation to SingHealth, it is 

clear that the former was acting as the data intermediary for SingHealth in relation to SingHealth’s 

personal data.  

 

Did SingHealth and IHiS comply with their Protection Obligation under the PDPA? 

 

Section 4(2) of the PDPA states that a data intermediary that processes personal data on behalf of 

another organisation pursuant to a contract which is evidenced or made in writing has a duty to comply 

with, amongst others, the Protection Obligation set out in the PDPA. A concomitant obligation on the 

part of the organisation that engages a data intermediary is found in section 4(3) of the PDPA. This 

provision stipulates that such organisation has the same obligation in respect of such personal data as 

if it had processed the personal data itself. Accordingly, SingHealth and IHiS each have an obligation to 

make reasonable security arrangements to protect the personal data of SingHealth’s patients that are 

in their possession or under their control. 

 

Pursuant to section 11(1) of the PDPA, the reasonableness of security arrangements made must be 

objectively determined, having regard to what a reasonable person would consider appropriate in the 

circumstances. The Advisory Guidelines on Key Concepts in the PDPA set out these factors that must 

be taken into consideration when assessing the reasonableness of security arrangements:  
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(i) the nature of the personal data;  

(ii) the form in which the personal data has been collected (e.g. physical or electronic); and  

(iii) the possible impact to the individual concerned if an unauthorised person obtained, modified 

or disposed of the personal data.  

 

In the case at hand, the Commissioner took into account the fact that medical data is highly sensitive 

which should be accorded a higher standard of protection. As such, patients have the right to expect 

that the data will be protected from unauthorised access and use, amongst others. The Commissioner 

also highlighted that the public health care sector is heavily reliant on IT in its day-to-day operations.  

 

SingHealth did not comply with its Protection Obligation 

 

At this juncture, the Commissioner pointed out that SingHealth, as an organisation that is subject to the 

data protection provisions of the PDPA, has the primary responsibility of ensuring that there are 

reasonable security arrangements in place to protect the personal data in its possession or under its 

control. Citing Re WTS Automotive Services [2018] SGPDPC 26, he reiterated that while organisations 

may outsource work to vendors (e.g. data intermediaries), the responsibility for complying with statutory 

obligations under the PDPA remains with the organisations. In other words, the organisations cannot 

delegate the responsibility to comply with the PDPA. It was also observed that while SingHealth may 

outsource the activities necessary to protect the personal data to IHiS, SingHealth has a duty to ensure 

that IHiS complies with the PDPA.  Being the one that engaged the services of IHiS as its data 

intermediary, SingHealth has the supervisory function over IHiS’ processing of the SCM database. 

 

On the facts, the Commissioner found that SingHealth had some security arrangements in place to meet 

its supervisory role for the protection of the personal data, such as overseeing IT operations and security 

through various oversight and auditing mechanisms. For example, the senior management and Board 

members of SingHealth are apprised of IT matters by the SingHealth GCIO Office. Other than the 

SingHealth Board of Directors, there are also Board committees that have oversight of IT security 

matters.  Additionally, SingHealth followed through with operational procedures and checks to ensure 

IHiS carried out its functions to protect its personal data.  

 

Failure to comply with incident reporting policies  

 

Notwithstanding the above, the Commissioner noted that the SingHealth CISO failed to comply with 

SingHealth’s various incident reporting policies and standard operating procedures (“SOPs”), casting 

doubt on whether SingHealth had taken reasonable measures to protect the personal data of patients 

from unauthorised access and copying. It was observed that although the SingHealth CISO was 

informed of the suspicious activities on the cyberattack since 13 June 2018, the SingHealth CISO did 

not escalate these security events to the SingHealth GCIO as required under the policies and SOPs. 

The SingHealth CISO was of the view that these suspicious activities were only potential breaches. He 

deferred to the SIRM’s assessment on whether an incident is reportable, when he should have exercised 

independent judgment to escalate the incidents to the SingHealth GCIO in a timely manner.  
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Systemic problem within the SingHealth GICO Office 

 

The Commissioner found that the SingHealth CISO’s failure to discharge his duties revealed a systemic 

problem within the SingHealth GCIO Office, specifically on the way the SingHealth CISO function is 

staffed. Despite the size and scale of SingHealth’s IT systems and the large databases of sensitive 

medical personal data that SingHealth is responsible for, the SingHealth CISO was the only staff with a 

portfolio that is specific to security, worked alone and had no staff to support him and provide adequate 

cover when he was away. This was particularly crucial when he was on medical leave when the 

investigation into the data breach was ongoing. On this aspect, SingHealth had failed to put in place 

reasonable security arrangements to protect the personal data in its possession or under its control. 

 

IHiS failed to meet its Protection Obligation 

 

Staff lacked cyber-security awareness, training and resources  

 

It was observed that IHiS’ staff were not sufficiently informed of and familiar with its policy on reporting 

security incidents. The Commissioner pointed out that the IHiS SIRM operated erroneously under the 

misapprehension that a cyber security incident should only be escalated when it is “confirmed”, and 

failed to comply with the SOP by not activating the SIRT the moment he became aware of the attack on 

13 June 2018. 

 

The Commissioner emphasised that communicating policies through regular emails, circulars, 

wallpapers and intranet banners is not effective in the IHiS set-up, where IHiS regularly handles large 

volumes of sensitive and confidential personal data on behalf of public healthcare institutions. On this 

note, the Commissioner said that it is ideal that the policy be reduced in writing and centrally stored (e.g. 

on the intranet) so the staff can refer to the policy anytime. There must also be regular training sessions 

and staff exercises to ensure that all IHiS staff are familiar with the IT security incident reporting and 

their role in recognising suspected IT security incidents. The objective is for them to fully comprehend 

and internalise the existing framework and SOPs in the organisation.   

 

Vulnerabilities and gaps in SingHealth’s network and in IHiS’ systems 

 

By IHiS’ own admission, there were a number of vulnerabilities and gaps in SingHealth’s network and 

in IHiS’ systems and processes which were exploited by the attacker. For example, firewall rules were 

not properly implemented to block remote desktop protocol traffic from end-user workstations even 

though IHiS management gave directions to do so. To compound matters, IHiS informed the SingHealth 

CISO that the firewall rules had been implemented without having verified this. 

 

Moreover, it was found that insufficient steps were taken to ensure that technical measures to protect 

personal data were carried out in accordance with IHiS’ own policies and practices. At the time of the 

attack, the password of the account that the attacker relied on comprised eight characters that could be 

easily deduced (“P@ssw0rd”). The password had also been used since 2012 despite the requirement 

for it to be changed every three to six months. 
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The Commissioner also found that there were inadequate measures to detect bulk querying behaviour 

in the SCM database or queries being run from illegitimate client applications even though the SCM 

database contained sensitive personal data of millions of patients. Other lapses include not disabling 

the dormant user accounts relied on by the attacker, not cleaning up passwords in cleartext and having 

an unpatched Microsoft Outlook email client maintained in the IT environment. 

 

The above weaknesses, lapses and failures on the part of some IHiS personnel to comply with IHiS’ 

security framework demonstrated that the security measures that IHiS had in place at the time of the 

data breach were inadequate. 

 

Comments 
 

Responsibility to Protect Personal Data Lies with Organisations and not Data Intermediaries  

 

The Commissioner has emphasised that an organisation has the primary role and responsibility of 

ensuring the overall protection of the personal data in its possession or under its control, even if it has 

engaged a data intermediary to protect its personal data. To this end, organisations must dedicate 

enough resources to security arrangements to ensure that they are reasonable and appropriate in the 

circumstances. As pointed out by the Commissioner, organisations that hold large amounts of personal 

data should consider implementing database access monitoring to detect unauthorised access or 

disclosure early.  

 

Organisations’ Duty to Ensure Third Party Intermediaries Comply with PDPA Obligations 

 

In addition, the Commissioner has taken an affirmative view that organisations that engage third party 

data intermediaries to process data on their behalf have a duty to ensure that the intermediaries comply 

with the PDPA. In particular, organisations should put in place a contract that sets out the obligations 

and responsibilities of the intermediary to protect the organisation’s data and the respective roles and 

obligations of each party to protect the personal data. Organisations should also maintain oversight over 

the intermediaries’ processing of their data. 

 

Importance of Having Written Policies that are Centrally Stored 

 

This case also underlies the critical importance of organisations having written policies on IT security 

incident reporting for non-security staff and storing them centrally so that staff can access the policies 

anytime. It is insufficient for organisations to merely inform non-security staff to alert the relevant 

personnel through emails, circulars, wallpapers and intranet banners.  

 

Enforcement of Policies 

 

Organisations should be aware that even if they have multiple policies on data protection, these policies 

will not absolve them from liability for breaching the PDPA if these polices are not enforced and adhered 
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to by employees on the ground. Organisations must take sufficient steps to enforce and verify that 

technical measures such as patching, encryption, changing passwords periodically, enforcing the use 

of strong passwords, disabling dormant accounts and implementing firewalls are applied to protect 

personal data as intended and according to policies. 

 

Familiarising Staff with Policies  

 

Data protection policies are only effective when staff understand and are familiar with the policies and 

put their security procedures in practice. Organisations will do well to conduct regular staff training 

sessions on their data protection polices and carry out data breach readiness and preparedness 

assessments to rectify any non-compliance with proper security procedures. 

 

If you would like to discuss the impact of this case on your business, or wish to know what steps you 

can take to ensure that your organisation is compliant with the obligations under the PDPA, please feel 

free to contact our team members below who will be happy to assist. 
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Rajah & Tann Singapore LLP 

T  +65 6535 3600   

F  +65 6225 9630 

sg.rajahtannasia.com 

 

Christopher & Lee Ong 

T  +60 3 2273 1919    

F  +60 3 2273 8310 

www.christopherleeong.com  

  

 

R&T Sok & Heng Law Office 

T  +855 23 963 112 / 113    

F  +855 23 963 116 

kh.rajahtannasia.com 

 

Rajah & Tann NK Legal Myanmar Company Limited 

T  +95 9 7304 0763 / +95 1 9345 343 / +95 1 9345 346 

F  +95 1 9345 348 

mm.rajahtannasia.com 

  

 

Rajah & Tann Singapore LLP 

Shanghai Representative Office 

T  +86 21 6120 8818    

F  +86 21 6120 8820 

cn.rajahtannasia.com 

Gatmaytan Yap Patacsil Gutierrez & Protacio (C&G Law)  

T  +632 894 0377 to 79 / +632 894 4931 to 32 / +632 552 1977 

F  +632 552 1978 

www.cagatlaw.com 

  

 
Assegaf Hamzah & Partners 

 

Jakarta Office 

T  +62 21 2555 7800    

F  +62 21 2555 7899 

 

Surabaya Office 

T  +62 31 5116 4550    

F  +62 31 5116 4560 

www.ahp.co.id 

 

R&T Asia (Thailand) Limited 

T  +66 2 656 1991    

F  +66 2 656 0833 

th.rajahtannasia.com 

 

Rajah & Tann LCT Lawyers 

 

Ho Chi Minh City Office 

T  +84 28 3821 2382 / +84 28 3821 2673    

F  +84 28 3520 8206 

 

Hanoi Office 

T  +84 24 3267 6127    

F  +84 24 3267 6128 

www.rajahtannlct.com 

 

 

Rajah & Tann (Laos) Sole Co., Ltd. 

T  +856 21 454 239    

F  +856 21 285 261 

la.rajahtannasia.com 

Member firms are constituted and regulated in accordance with local legal requirements and where regulations require, are 

independently owned and managed. Services are provided independently by each Member firm pursuant to the applicable terms 

of engagement between the Member firm and the client. 
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Our Regional Presence 
 

 
 
 
 

Rajah & Tann Singapore LLP is one of the largest full-service law firms in Singapore, providing high quality advice to an impressive list of clients.  
We place strong emphasis on promptness, accessibility and reliability in dealing with clients. At the same time, the firm strives towards a practical 
yet creative approach in dealing with business and commercial problems. As the Singapore member firm of the Lex Mundi Network, we are able to 
offer access to excellent legal expertise in more than 100 countries.  
 
Rajah & Tann Singapore LLP is part of Rajah & Tann Asia, a network of local law firms in Singapore, Cambodia, China, Indonesia, Lao PDR, 
Malaysia, Myanmar, the Philippines, Thailand and Vietnam. Our Asian network also includes regional desks focused on Japan and South Asia.    
 
The contents of this Update are owned by Rajah & Tann Singapore LLP and subject to copyright protection under the laws of Singapore and, through 
international treaties, other countries. No part of this Update may be reproduced, licensed, sold, published, transmitted, modified, adapted, publicly 
displayed, broadcast (including storage in any medium by electronic means whether or not transiently for any purpose save as permitted herein) 
without the prior written permission of Rajah & Tann Singapore LLP. 
 
Please note also that whilst the information in this Update is correct to the best of our knowledge and belief at the time of writing, it is only intended 
to provide a general guide to the subject matter and should not be treated as a substitute for specific professional advice for any particular course 
of action as such information may not suit your specific business and operational requirements. It is to your advantage to seek legal advice for your 
specific situation. In this regard, you may call the lawyer you normally deal with in Rajah & Tann Singapore LLP or e-mail Knowledge & Risk 
Management at eOASIS@rajahtann.com. 
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