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Are Customer Lists Protected by 

Confidentiality?  

Introduction 
 

One of the most valuable assets of a business is often its customer or client database. However, 

customer information is often disclosed, whether by necessity or otherwise, in the course of contractual 

relationships, including relationships of employment, agency, or other commercial ventures. The extent 

to which customer lists are protected from subsequent unauthorised use is thus of especial importance. 

  

In Adinop Co Ltd v Rovithai Ltd and another [2018] SGHC 129, the Singapore High Court had the 

opportunity to consider whether customer information disclosed in the course of a distributorship 

arrangement constituted confidential information. Despite the Defendant’s argument that most of the 

information was available from other sources, the Court held that the customer list was in fact 

confidential. 

  

The Plaintiff’s claim however was dismissed by the Court who found that the Defendant manufacturer 

had not made unauthorised use of the confidential information by issuing a notice to the key customers 

about a change in distributorship.  

  

This decision provides an insight as to how the courts may assess the confidentiality of customer and 

client lists, and some of the possible steps which businesses may take to protect such vital information.  

 

Brief Facts 
 

The Plaintiff distributor had entered into a distributorship arrangement with the Defendant manufacturer 

in 2005, under which the Plaintiff obtained the right to sell a range of the Defendant’s products in 

Thailand. In the course of the lengthy relationship, both parties were involved in developing the market 

for the Defendant’s products. The Defendant was also able to obtain a good deal of knowledge on the 

Thai market, including the identities of the main customers.  

 

In 2013, the parties entered into a Confidentiality Agreement. Subsequently, the Plaintiff prepared a Key 

Customer List of the key Thai customers for the Defendant’s products, which included the types, 

quantities and applications of products ordered. Notably, the Key Customer List bore a confidentiality 

mark when it was sent to the Defendant.  

 

The Defendant later terminated the distributorship arrangement, and issued a notice to a number of 

customers on the Key Customer List to inform them of the change in distributorship, setting out its own 

contact details and those of a new distributor in place of that of the Plaintiff.  
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The Plaintiff commenced a claim against the Defendant, alleging that the Defendant’s actions 

constituted a misuse of confidential information. In turn, the Defendant contended that the customer 

information was not confidential, and that its conduct did not amount to unauthorised use of such 

information. 

 

Holding of the High Court  
 

The High Court held that, in the circumstances, the Key Customer List constituted confidential 

information. However, the Defendant had not made unauthorized use of the confidential information in 

its act of issuing the notice to customers.    

 

Confidentiality of customer lists 

 

The obligation of confidentiality often arises as a term of contract, either express or implied. Even outside 

of a contractual relationship, it can arise through equity, such as where confidential information has 

been imparted in the course of a commercial arrangement.  

 

Therefore, even though there was no express term of confidentiality in the initial distributorship 

agreement, it did not mean that there was no obligation of confidentiality. The Court examined the facts 

of the case to determine if any information provided was confidential and caught by an implied or 

equitable duty of confidentiality. 

 

In particular, the Court focused on the confidentiality of the Key Customer List. Here, the Defendant 

sought to avoid the obligation of confidentiality by arguing that it would have been able to derive its own 

version of the Key Customer List through independent market researchers, internet resources and its 

own internal records and contacts built up over the history of their relationship with the Plaintiff. 

 

Despite the fact that the Defendant could have constructed a similar list from independent sources, the 

Court held that the Key Customer List nonetheless did constitute confidential information at the time it 

was produced and disclosed to the Defendant for the following reasons: 

 

(i) While component items of the list could have been compiled by the Defendant, the 

information as a whole was not readily available to the public. At the very least, it would 

have taken time and effort to construct a similar list. 

(ii) The list contained not only customer names, but also information on the types of products 

ordered, the applications made of such products and the estimated quantities thereof.  

(iii) It was also unlikely that the Defendant could have produced as comprehensive a list simply 

from its internal records. 

(iv) The Key Customer List was thus a product of work, time and effort sufficient to make the 

list confidential as a whole. 
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Further, the Key Customer List bore a confidentiality mark. While this was not in and of itself conclusive, 

it was an indication of the parties’ intention to treat the information as confidential. Based on this and 

the above factors, the Court held that the Key Customer List constituted confidential information covered 

by the Confidentiality Agreement and the relevant principles of equity.  

 

Unauthorised use of information 

 

In assessing whether confidential information has been used in an unauthorised manner, the Court 

highlighted that not any use would automatically be regarded as unauthorised. The Court would bear in 

mind the nature, scope and reason why the information is confidential.  

 

Where information is confidential only because of collocation or compilation as a whole, misuse would 

only occur if the defendant were shown to have used that collocation or compilation as a whole. Even if 

the defendant only used part of the confidential information, it must be shown that the use of that part 

of the information was unauthorised. 

 

Here, the only information the Defendant used from the Key Customer List in sending out the notice was 

the names of the customers. Under the Confidentiality Agreement, confidential information was only to 

be used for purposes of the distribution arrangement. The Court found that the use of the customer 

names for the purpose of notifying them of the change in distributorship fell within the purposes of the 

said arrangement. 

 

Therefore, the Defendant’s use of the Key Customer List to send its notice was not deemed to be an 

unauthorised use of confidential information. 

 

Concluding Words 
 

From an employment aspect, it is not uncommon for errant or malignant employees or ex-employees to 

obtain and misuse confidential information such as client lists, and then to cynically dispute the 

confidentiality of the very same lists they have wrongfully used. A common defence thrown up by these 

wrongdoers is that the information they stole was “not confidential” on the basis that the information 

could have been “easily” obtained from other external resources or their own purported established 

contacts.  

 

This decision clarifies that such an assertion may not be so easily accepted anymore. Nonetheless, 

while each case will need to be assessed on its own facts, the Court highlighted the following principles 

of confidentiality:  

 

(i) While the quality of confidence is primarily a question of public accessibility, absolute 

novelty or secrecy is not the required standard.  
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(ii) While information does not have to be inventive to possess the quality of confidence, it will 

usually be necessary to show that the information was the product of some labour and 

effort. 

(iii) Information can be confidential even if the component parts are in the public domain. The 

claimant must show that the information is sufficiently well developed or has been combined 

to produce something new in itself. 

 

The decision also demonstrates the importance of confidentiality agreements and confidential marks. 

While merely marking a document as confidential will not in itself automatically confer it such a status, 

it will go to show the intention of the parties to treat such information as confidential.  

 

Therefore, employers ought to consider the inclusion of confidentiality clauses in their employment 

contracts, and whether such clauses adequately cover information on their list of clients and customers. 

Employers should also develop internal practices and processes to ensure that the relevant documents 

and folders containing such information are properly labelled, marked as confidential and informed to 

the receiving party as such.  

 

For queries on how we can work to protect your confidential information, please contact our team below. 
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Contacts 

   

     

 

Jonathan Yuen 
Partner 
Commercial Litigation  
Head, Employment & Benefits 
(Disputes) 
 
D (65) 6232 0161 
F (65) 6428 2152 
jonathan.yuen@rajahtann.com 
 

 

 

Desmond Wee 
Partner 
Head, Corporate Commercial 
Employment & Benefits 
 
D (65) 6232 0474 
F (65) 6428 2198 
desmond.wee@rajahtann.com 
 

   

   

 

Kala Anandarajah 
Partner 
Head (Singapore), Competition &  
Antitrust and Trade Practice 
Employment & Benefits 
 
D (65) 6232 0111 
F (65) 6428 2192 
kala.anandarajah@rajahtann.com 
 

  

   

   
 

 

 

Please feel free to also contact Knowledge and Risk Management at eOASIS@rajahtann.com 
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Our Regional Contacts 

  

Rajah & Tann Singapore LLP 

T  +65 6535 3600   

F  +65 6225 9630 

sg.rajahtannasia.com 

 

Christopher & Lee Ong 

T  +60 3 2273 1919    

F  +60 3 2273 8310 

www.christopherleeong.com  

  

 

R&T Sok & Heng Law Office 

T  +855 23 963 112 / 113    

F  +855 23 963 116 

kh.rajahtannasia.com 

 

Rajah & Tann NK Legal Myanmar Company Limited 

T  +95 9 7304 0763 / +95 1 9345 343 / +95 1 9345 346 

F  +95 1 9345 348 

mm.rajahtannasia.com 

  

 

Rajah & Tann Singapore LLP 

Shanghai Representative Office 

T  +86 21 6120 8818    

F  +86 21 6120 8820 

cn.rajahtannasia.com 

Gatmaytan Yap Patacsil Gutierrez & Protacio (C&G Law)  

T  +632 894 0377 to 79 / +632 894 4931 to 32 / +632 552 1977 

F  +632 552 1978 

www.cagatlaw.com 

  

 
Assegaf Hamzah & Partners 

 

Jakarta Office 

T  +62 21 2555 7800    

F  +62 21 2555 7899 

 

Surabaya Office 

T  +62 31 5116 4550    

F  +62 31 5116 4560 

www.ahp.co.id 

 

R&T Asia (Thailand) Limited 

T  +66 2 656 1991    

F  +66 2 656 0833 

th.rajahtannasia.com 

 

Rajah & Tann LCT Lawyers 

 

Ho Chi Minh City Office 

T  +84 28 3821 2382 / +84 28 3821 2673    

F  +84 28 3520 8206 

 

Hanoi Office 

T  +84 24 3267 6127    

F  +84 24 3267 6128 

www.rajahtannlct.com 

 

 

Rajah & Tann (Laos) Sole Co., Ltd. 

T  +856 21 454 239    

F  +856 21 285 261 

la.rajahtannasia.com 

Member firms are constituted and regulated in accordance with local legal requirements and where regulations require, are 

independently owned and managed. Services are provided independently by each Member firm pursuant to the applicable terms 

of engagement between the Member firm and the client. 
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Our Regional Presence 

 

 
 
 
 

Rajah & Tann Singapore LLP is one of the largest full-service law firms in Singapore, providing high quality advice to an impressive list of clients.  
We place strong emphasis on promptness, accessibility and reliability in dealing with clients. At the same time, the firm strives towards a practical 
yet creative approach in dealing with business and commercial problems. As the Singapore member firm of the Lex Mundi Network, we are able to 
offer access to excellent legal expertise in more than 100 countries.  
 
Rajah & Tann Singapore LLP is part of Rajah & Tann Asia, a network of local law firms in Singapore, Cambodia, China, Indonesia, Lao PDR, 
Malaysia, Myanmar, the Philippines, Thailand and Vietnam. Our Asian network also includes regional desks focused on Japan and South Asia.    
 
The contents of this Update are owned by Rajah & Tann Singapore LLP and subject to copyright protection under the laws of Singapore and, through 
international treaties, other countries. No part of this Update may be reproduced, licensed, sold, published, transmitted, modified, adapted, publicly 
displayed, broadcast (including storage in any medium by electronic means whether or not transiently for any purpose save as permitted herein) 
without the prior written permission of Rajah & Tann Singapore LLP. 
 
Please note also that whilst the information in this Update is correct to the best of our knowledge and belief at the time of writing, it is only intended 
to provide a general guide to the subject matter and should not be treated as a substitute for specific professional advice for any particular course 
of action as such information may not suit your specific business and operational requirements. It is to your advantage to seek legal advice for your 
specific situation. In this regard, you may call the lawyer you normally deal with in Rajah & Tann Singapore LLP or e-mail Knowledge & Risk 
Management at eOASIS@rajahtann.com. 


