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MAS Releases E-payments User 
Protection Guidelines 

From 13 February to 16 March 2018, the Monetary Authority of Singapore (“MAS”) launched a public 

consultation on the proposed guidelines to protect users of electronic payments (“e-payments”). The 

proposed guidelines aim to encourage wider adoption of e-payments by setting standards on the 

responsibilities of financial institutions and e-payment users.  

 

On 28 September 2018, MAS issued its response to feedback received on the consultation, as well as 

the finalised E-payment User Protection Guidelines (“Guidelines”). The finalised Guidelines 

incorporate, where appropriate, the feedback received from the consultation exercise. The aim of these 

Guidelines is to establish a common baseline protection offered by responsible financial institutions 

(“responsible FIs”) on a business as usual basis to individuals or sole proprietors from losses arising 

from isolated unauthorised transactions or erroneous transactions from the protected accounts of 

account holders. 

 

The Guidelines will take effect on 31 January 2019. 

 

Application of the Guidelines 
 

The Guidelines sets out the expectations of the MAS of any responsible FI that issues or operates a 

“protected account”, being payment accounts that are held in the name of one or more persons (either 

individuals or sole proprietors) which are capable of having a balance of more than S$500 (or equivalent 

amount expressed in any other currency) at any one time, or which is a credit facility, and can be used 

for electronic payment transactions. A responsible FI in relation to any protected account includes any 

bank, non-bank credit card issuer, finance company or approved holder that issues protected accounts. 

Further, the Guidelines also set out the duties of users of a protected account.  

 

Duties of account holders and account users 
 

The Guidelines set out certain measures that account holders and account users must observe to 

protect e-payment transactions. These include the following:  

 

(i) Provide their contact details and monitor notifications  
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An account holder should provide the FI with contact details, including minimally, a Singapore 

mobile number where the account holder has opted to receive transaction notifications by SMS 

or email address where the account holder has opted to receive notification by email, to enable 

the FI to send the account holder transaction notifications in respect of the transactions made 

to or from the account holder’s protected account (“notifiable transactions”). It is the account 

holder’s responsibility to enable transaction notification alerts on any device used to receive 

transaction notifications, and monitor such transaction notifications. If the account holder has 

opted to receive notifications by email, he is expected to check his email as well. 

 

(ii) Protect access codes and access to protected account 

 

An account user should also protect the access codes with respect to his protected account 

by not voluntarily disclosing these access codes to any third party unless otherwise instructed 

by the responsible FI for a legitimate purpose. If he keeps a record of any access code, he 

must keep it in a secure electronic or physical location that is known only to him and which will 

not allow any third party to easily misuse the access code.  

 

Where a device is used to access the protected account, the device must be also protected. 

For example, the device’s browser must be updated to the latest version available and patch 

its operating systems with security updates. It is also recommended that the user install and 

maintain the latest anti-virus software on the device and use strong passwords, such as a 

mixture of letters, numbers and symbols. 

 

(iii) Report unauthorised transactions 

 

An account holder should report any unauthorised transactions to the responsible FI as soon 

as practicable after receipt of any transaction notification alert for unauthorised transaction. 

He must provide vital information such as the protected account affected, the type of 

authentication device, access code and device used to perform the payment transaction, the 

identity of the account user, and the date and time of loss or misuse.  

 

If the responsible FI requests a police report to be made to facilitate its claims investigation, 

then the account holder should cooperate by lodging a police report.  

 

Duties of Financial Institutions 
 

Responsible FIs should convey to every account holder of a protected account the user protection duties 

set out above.  Additionally, it is their responsibility to do the following: 

 

(i) Send transaction notifications 
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Notifications with respect to notifiable transactions should be sent, by SMS or email, on a real 

time basis for each transaction or on a batched basis at least 24 hours to consolidate every 

notifiable transaction made in the last 24 hours. The transaction notification should provide 

information that allows the account holder to identify the protected account and the recipient, 

as well as the transaction amount, time and date, and trading name of merchant (and 

reference number for the transaction). The responsible FI may omit any confidential 

information provided that the information provided to the account holder still allows for the 

identification of the transaction as either an authorised or unauthorised transaction. 

 

(ii) Provide onscreen opportunity to check transaction details before executing payment 

transactions 

 

If transactions are made through internet banking, mobile phone application, device or any 

other means including a payment kiosk, it is important that FIs provide an onscreen opportunity 

for the account users of a protected account to confirm the payment transaction and recipient 

credentials (e.g. phone number, identification number, account number), before the 

responsible FI executes any authorised payment transaction. Aside from the transaction 

amount and the recipient credentials, the onscreen opportunity should prompt the account 

users to check the transaction information, including the transaction amount, before 

proceeding to execute the payment transaction. 

 

(iii) Make available reporting channels 

 

FIs should provide account holders with a reporting channel to report unauthorised or 

erroneous transactions. This can be in the form of a manned phone line / number, online portal 

or monitored email address. There must also be a mechanism by which a written 

acknowledgment of the report is sent to the sender. Such reporting channel should be 

available at any time all year round, except in the case of a manned phone line which should 

be available during business hours of a business day, and the responsible FI must not charge 

a fee for reports submitted through this reporting channel. 

 

(iv) Assess and investigate claims  

 

A responsible FI should assess and investigate any claim of unauthorised transaction made 

by any account holder within the timeframe prescribed by the Guidelines. The responsible FI 

should complete the investigation of straightforward claims within 21 business days. Complex 

cases should be completed within 45 business days. Examples of complex cases would be 

those that involve parties who reside overseas or where the information in the hands of the 

responsible FI is insufficient at the time of investigation.  

 

The FI must ensure that the claim resolution process and assessment are communicated to 

the account holder in a timely and transparent manner. 
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Once the investigation is completed and the responsible FI has assessed that the account 

holder is not liable for any loss arising from the unauthorised transaction, the responsible FI 

must accordingly credit the account holder’s protected account with the total loss involved in 

the unauthorised transaction. 

 

In the event the parties do not agree on the liability assessment, they may resort to other 

dispute resolution arrangements, including mediation at the Financial Industry Disputes 

Resolution Centre (“FIDReC”) if the responsible FI is a FIDReC member.  

 

Liability for losses arising from unauthorised transactions 
 

The Guidelines provide parameters on how to determine which party should assume liability for losses 

arising from unauthorised transactions. This liability apportionment, however, does not apply to any 

transaction on a Singapore-issued credit card, charge card or debit card as the holders of such cards 

currently benefit from liability apportionment in the ABS Code of Practice for Banks – Credit Cards and 

existing fraud prevention measures enforced by the regulators. 

 

Loss due to the account user’s recklessness  

 

The Guidelines clarify that an account holder will be liable for the actual loss arising from an 

unauthorised transaction if the account user’s recklessness was the primary cause of the loss. On what 

constitutes recklessness, the Guidelines give as an example deliberate non-compliance with the duties 

of account holders and users as set out above.  

 

The actual loss for which the account holder is liable is capped at any applicable transaction or daily 

payment limit agreed to by both the account holder and the responsible FI. 

 

Loss due to the act or omission of the responsible FI  

 

The account holder will not be liable for any loss if the loss is attributable to the act or omission of the 

responsible FI. This act or omission may include fraud or negligence on the part of the responsible FI, 

its employee, its agent or any outsourcing service provider. 

 

Loss caused by an independent third party  

 

Where the unauthorised transaction is caused by an independent third party, the account holder is not 

liable if the transaction amount involved does not exceed S$1,000, provided that the account user took 

due care of the protected account as set out in the Guidelines.  

 

The responsible FI may offer to reduce the account holder’s liability on a case-by-case basis. 
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Duties in relation to erroneous transactions 
 

If a certain sum of money has been placed with or transferred to a wrong recipient (“erroneous 

transaction”), the account holder of the protected account is obliged to provide his responsible FI with 

the necessary information pertaining to the erroneous transaction. 

The FIs of both the account holder and of the wrong recipient should, in turn, make reasonable efforts 

to recover the sum sent in error.  

 

Account holder FI  

 

On the part of the FI of the account holder, it should inform the recipient FI of the erroneous transaction 

within 2 business days upon receipt of the necessary information from the account holder. Within 7 

business days of informing the recipient FI, the account holder’s FI should ask the former of the 

recipient’s response and update the account holder. 

 

Recipient FI 

 

In so far as the FI of the wrong recipient is concerned, within 2 business days of receiving the necessary 

information from the account holder’s FI, the recipient FI should inform the recipient of the erroneous 

transaction and ask for instructions on whether to send the subject sum back to the account holder. It 

must also warn the recipient that retention or use of sums transferred in error is an offence under the 

Penal Code. 

 

Within 5 business days of receiving the necessary information, the recipient FI should inform the account 

holder’s FI about the recipient’s response, including nil responses. 

 

The prescribed timelines to recover sums sent in error may be extended in complex cases.  

 

The Guidelines clarify that the FIs are not expected to resolve each erroneous transaction claims 

brought to their attention, but to facilitate effective communication between the relevant parties to 

improve the chances of recovering the amount erroneously sent. 

 

The full Guidelines can be accessed here.  

 

 

 

 

 

 

 

 

 

http://www.mas.gov.sg/~/media/resource/publications/consult_papers/2018/Epayments%20User%20Protection%20Guidelines.pdf
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Concluding Words 
 

The Guidelines are generally broadly in line with the e-payments user protection frameworks in 

jurisdictions such as Australia and the UK. The baseline protection set out in the Guidelines will provide 

assurance to the public that that e-payments are safe. This will encourage greater use and take up of 

e-payments amongst consumers in respect of their day to day transactions. Nevertheless, given the 

rules on the liability for the loss arising from unauthorised transactions involving protected accounts, e-

payment users should remain mindful that they are required to observe the duties of account holders 

and users as set out in the Guidelines. 

 

The rules on apportionment of liabilities in unauthorised transactions highlight that each stakeholder in 

the e-payments ecosystem (i.e. responsible FIs, account holder and users, as well as relevant 

independent third parties) has an integral role to play in safeguarding the financial stability of the e-

payments ecosystem. As can be gleaned for the wording of the finalised Guidelines, MAS seeks to 

impose on the stakeholders liabilities that are commensurate with the level of their responsibilities at the 

relevant time and circumstance.  

 

Please feel free to contact our team below if you have any questions on the Guidelines. 
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Contacts 
   

     

 

Regina Liew 
Head, Financial Institutions 
Group 
 
D +65 6232 0456 
F  +65 6428 2203 
regina.liew@rajahtann.com 
 

 
 

Larry Lim 
Deputy Head, Financial 
Institutions Group 
 
D +65 6232 0482 
F  +65 6428 2213 
larry.lim@rajahtann.com 
 

   

   

 

Rajesh Sreenivasan 
Head, Technology, Media 
& Telecommunications  
 
D +65 6232 0751 
F  +65 6428 2204 
rajesh@rajahtann.com 

   

   

     
 

Please feel free to also contact Knowledge and Risk Management at eOASIS@rajahtann.com 
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Our Regional Contacts 

  

Rajah & Tann Singapore LLP 

T  +65 6535 3600   

F  +65 6225 9630 

sg.rajahtannasia.com 

 

Christopher & Lee Ong 

T  +60 3 2273 1919    

F  +60 3 2273 8310 

www.christopherleeong.com  

  

 

R&T Sok & Heng Law Office 

T  +855 23 963 112 / 113    

F  +855 23 963 116 

kh.rajahtannasia.com 

 

Rajah & Tann NK Legal Myanmar Company Limited 

T  +95 9 7304 0763 / +95 1 9345 343 / +95 1 9345 346 

F  +95 1 9345 348 

mm.rajahtannasia.com 

  

 

Rajah & Tann Singapore LLP 

Shanghai Representative Office 

T  +86 21 6120 8818    

F  +86 21 6120 8820 

cn.rajahtannasia.com 

Gatmaytan Yap Patacsil Gutierrez & Protacio (C&G Law)  

T  +632 894 0377 to 79 / +632 894 4931 to 32 / +632 552 1977 

F  +632 552 1978 

www.cagatlaw.com 

  

 
Assegaf Hamzah & Partners 

 

Jakarta Office 

T  +62 21 2555 7800    

F  +62 21 2555 7899 

 

Surabaya Office 

T  +62 31 5116 4550    

F  +62 31 5116 4560 

www.ahp.co.id 

 

R&T Asia (Thailand) Limited 

T  +66 2 656 1991    

F  +66 2 656 0833 

th.rajahtannasia.com 

 

Rajah & Tann LCT Lawyers 

 

Ho Chi Minh City Office 

T  +84 28 3821 2382 / +84 28 3821 2673    

F  +84 28 3520 8206 

 

Hanoi Office 

T  +84 24 3267 6127    

F  +84 24 3267 6128 

www.rajahtannlct.com 

 

 

Rajah & Tann (Laos) Sole Co., Ltd. 

T  +856 21 454 239    

F  +856 21 285 261 

la.rajahtannasia.com 

Member firms are constituted and regulated in accordance with local legal requirements and where regulations require, are 

independently owned and managed. Services are provided independently by each Member firm pursuant to the applicable terms 

of engagement between the Member firm and the client. 
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Our Regional Presence 
 

 
 
 
 

Rajah & Tann Singapore LLP is one of the largest full-service law firms in Singapore, providing high quality advice to an impressive list of clients.  
We place strong emphasis on promptness, accessibility and reliability in dealing with clients. At the same time, the firm strives towards a practical 
yet creative approach in dealing with business and commercial problems. As the Singapore member firm of the Lex Mundi Network, we are able to 
offer access to excellent legal expertise in more than 100 countries.  
 
Rajah & Tann Singapore LLP is part of Rajah & Tann Asia, a network of local law firms in Singapore, Cambodia, China, Indonesia, Lao PDR, 
Malaysia, Myanmar, the Philippines, Thailand and Vietnam. Our Asian network also includes regional desks focused on Japan and South Asia.    
 
The contents of this Update are owned by Rajah & Tann Singapore LLP and subject to copyright protection under the laws of Singapore and, through 
international treaties, other countries. No part of this Update may be reproduced, licensed, sold, published, transmitted, modified, adapted, publicly 
displayed, broadcast (including storage in any medium by electronic means whether or not transiently for any purpose save as permitted herein) 
without the prior written permission of Rajah & Tann Singapore LLP. 
 
Please note also that whilst the information in this Update is correct to the best of our knowledge and belief at the time of writing, it is only intended 
to provide a general guide to the subject matter and should not be treated as a substitute for specific professional advice for any particular course 
of action as such information may not suit your specific business and operational requirements. It is to your advantage to seek legal advice for your 
specific situation. In this regard, you may call the lawyer you normally deal with in Rajah & Tann Singapore LLP or e-mail Knowledge & Risk 
Management at eOASIS@rajahtann.com. 


	MAS Releases E-payments User Protection Guidelines

