
 
 

Client Update: Singapore 
2018 SEPTEMBER 

 
 
Technology, Media & Telecommunications 

 
 

© Rajah & Tann Singapore LLP | 1   

Guidelines on the Use, Collection and 
Disclosure of NRIC Numbers in Singapore 

Introduction 
 

On 7 November 2017, the Personal Data Protection Commission (“PDPC”) launched a public 

consultation on the Proposed Advisory Guidelines on the Personal Data Protection Act (“PDPA”) for 

National Registration Identification Card (“NRIC”) Numbers, where feedback was sought on the 

proposed Advisory Guidelines on the Application of the Personal Data Protection Act (“PDPA”) to the 

collection, use and disclosure of NRIC numbers (or copies of NRIC) and retention of physical NRICs by 

organisations. The consultation ended on 18 December 2017.   

 

On 31 August 2018, the PDPC issued the finalised Advisory Guidelines on the Personal Data Protection 

Act for NRIC and other National Identification Numbers (“Advisory Guidelines”), and the Technical 

Guide to Advisory Guidelines on the Personal Data Protection Act for NRIC and other National 

Identification Numbers (“Technical Guide”).  The finalised Guidelines take into account feedback 

received during the public consultation. 

 

The Guidelines will come into effect on 1 September 2019. This update aims to help businesses 

understand when they can collect NRIC numbers, and what measures they can take to ensure that their 

businesses comply with the Guidelines. 

 

When are Organisations Allowed to Collect NRIC Numbers? 
 

Under the Advisory Guidelines, organisations are generally not allowed to collect, use or disclose NRIC 

numbers (or copies of NRIC), unless: 

 

(i) the collection, use or disclosure of NRIC numbers (or copies of NRIC) is required under 

the law (or an exception under the PDPA applies); and 

 

(ii) the collection, use or disclosure of NRIC numbers (or copies of NRIC) is necessary to 

accurately establish or verify the identities of the individuals to a high degree of 

fidelity. 

 

Organisations should note that the same treatment extends to Birth Certificate numbers, Foreign Identity 

Numbers (“FIN”), driver’s licences and Work Permit numbers.  Passport numbers, which are periodically 

replaced, are also important identification numbers, and the PDPC recommends that organisations 

accord passports similar treatment as that for NRICs. 

 

https://www.pdpc.gov.sg/-/media/Files/PDPC/PDF-Files/Advisory-Guidelines/Advisory-Guidelines-for-NRIC-Numbers---310818.pdf
https://www.pdpc.gov.sg/-/media/Files/PDPC/PDF-Files/Advisory-Guidelines/Advisory-Guidelines-for-NRIC-Numbers---310818.pdf
https://www.pdpc.gov.sg/-/media/Files/PDPC/PDF-Files/Other-Guides/Technical-Guide-to-Advisory-Guidelines-on-NRIC-Numbers---310818.pdf
https://www.pdpc.gov.sg/-/media/Files/PDPC/PDF-Files/Other-Guides/Technical-Guide-to-Advisory-Guidelines-on-NRIC-Numbers---310818.pdf
https://www.pdpc.gov.sg/-/media/Files/PDPC/PDF-Files/Other-Guides/Technical-Guide-to-Advisory-Guidelines-on-NRIC-Numbers---310818.pdf
https://www.linkedin.com/company/rajah-&-tann
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The Guidelines do not apply to the collection, use and disclosure of NRIC numbers (or copies of NRIC), 

and the retention of physical NRICs by a public agency or an organisation that is acting on behalf of a 

public agency. 

 

Where collection, use or disclosure of NRIC Numbers (or copies of NRIC) is required under the 

law 

 

As a matter of good practice, where the collection, use or disclosure of NRIC numbers (or copies of 

NRIC) is required under the law, organisations should notify individuals of the purpose for collection, 

use or disclosure, as the case may be. 

 

Examples of situations where the collection, use or disclosure or NRIC numbers (or copies of NRIC) are 

required by law include: 

 

• individuals seeking medical treatment; 

• checking into a hotel; 

• subscribing to a mobile telephone line; 

• enrolling in a private education institution; 

• new employee joining an organisation; and 

• emergency situations, eg. where an individual becomes unconscious after sustaining a fall 

and needs to be admitted to hospital. 

 

Where it is necessary for organisations to accurately establish or verify the identity of the 

individual to a high degree of fidelity 

 

Organisations are also generally allowed to collect, use or disclose NRIC numbers (or copies of NRIC) 

in situations where it is necessary to accurately establish or verify the identities of the individuals 

to a high degree of fidelity. 

 

Such situations include the following: 

 

• Where the failure to accurately identify the individual to a high degree of fidelity may pose 

a significant safety or security risk, e.g. visitor entry to preschools where ensuring the safety 

and security of young children is an overriding concern; or  

 

• Where the inability to accurately identify an individual to a high degree of fidelity may pose 

a risk of significant impact or harm to an individual and/or the organisation (eg. fraudulent 

claims). Such transactions typically relate to healthcare, financial or real estate matters, 

such as property transactions, insurance applications and claims, applications and 

disbursements of substantial financial aid, background credit checks with credit bureau, and 

medical check-ups and reports. 
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In the above situations, before collecting the individual’s NRIC number (or copy of NRIC), organisations 

should assess whether their specific situation meets the above considerations before collecting the 

individual’s NRIC number (or copy of NRIC).  

 

Organisations should be able to provide justification on request of either the individual or the PDPC as 

to why the collection, use or disclosure of the NRIC number (or copy of NRIC) is necessary to accurately 

establish or verify the identity of the individual to a high degree of fidelity. 

 

Retention of NRIC 

 

Organisations should generally not retain an individual’s physical NRIC unless such retention is required 

by law. 

 

What Alternative Identifiers Can Organisations Use? 
 

The Technical Guide describes various alternative identifiers that organisations can adopt, and also 

includes suggestions to consider when implementing identifiers in new systems and replacing the NRIC 

number with new identifiers in existing systems. 

 

Instead of NRIC numbers, organisations may adopt other types of identifiers.  Some suggestions in the 

Technical Guide include: 

 

• Partial NRIC numbers (up to the last 3 numerical digits and checksum); 

• User selected identifiers / user name; 

• Organisation selected identifiers;  

• Telephone numbers or email addresses; or 

• A combination of identifiers. 

 

The Technical Guide contains tips for the replacement of national identification numbers as a way of 

identifying individuals in the website and other public facing computer systems. 

 

The Technical Guide also sets out steps to consider when: 

 

• Replacing NRIC Numbers in existing systems; 

• Replacing NRIC Numbers in existing databases;  

• Replacing the primary key (i.e., the unique identifier for each record in each database which 

is used to link records together), where the NRIC number is used as the primary key. 
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Scanning of NRIC Numbers 

 

The PDPC recognises that using barcode scanners to scan NRIC numbers is more efficient than manual 

input.  However, when doing so, organisations should take steps to ensure that complete NRIC numbers 

are not stored permanently. 

 

The Guide contains some points for organisations to consider when building systems that can scan 

NRIC/FIN barcodes from physical documents containing such barcodes, eg. visitor access or building 

management systems. 

 

Concluding Words 
 

The Guidelines come into effect on 1 September 2019.  Pursuant to provisions in the PDPA, 

organisations which collect NRIC numbers (or copies of NRIC) must have in place by then policies and 

practices, and be able to provide justification to the individuals and/or PDPC on the basis of their 

collection, use or disclosure of NRIC numbers (or copies of NRIC). 

 

In the meantime, the PDPC has provided a template notice that organisations may wish to use to notify 

their customers of their existing efforts to comply with the Advisory Guidelines, so as to manage 

customer expectations. 

 

The template notice can be found here. 

 

If you have any queries, or wish to know what steps you can take to ensure that your organisation is 

adequately prepared for the new Guidelines when they come into force on 1 September 2019, please 

feel free to contact our team members below who will be happy to assist. 

 

 

https://www.pdpc.gov.sg/-/media/Files/PDPC/PDF-Files/Resource-for-Organisation/Template-Notice-for-Collection-of-NRIC-Numbers-(310818).pdf
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Contacts 

   

     

 
 

Rajesh Sreenivasan 
Head, Technology, Media 
& Telecommunications 
 
D (65) 6232 0751 
F (65) 6428 2204 
rajesh@rajahtann.com 
 

 
 

Steve Tan 
Deputy Head, Technology, Media 
& Telecommunications 
 
D (65) 6232 0786 
F (65) 6428 2216  
steve.tan@rajahtann.com 
 

   

   

 
 

Lionel Tan 
Partner 
 
D (65) 6232 0752 
F (65) 6428 2119 
lionel.tan@rajahtann.com 
 

 
 

Benjamin Cheong 
Partner 
 
D (65) 6232 0738 
F (65) 6428 2233 
benjamin.cheong@rajahtann.com 
 

   

     
 

Please feel free to also contact Knowledge and Risk Management at eOASIS@rajahtann.com 

 
 

mailto:rajesh@rajahtann.com
mailto:steve.tan@rajahtann.com
mailto:lionel.tan@rajahtann.com
mailto:benjamin.cheong@rajahtann.com
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Our Regional Contacts 

  

Rajah & Tann Singapore LLP 

T  +65 6535 3600   

F  +65 6225 9630 

sg.rajahtannasia.com 

 

Christopher & Lee Ong 

T  +60 3 2273 1919    

F  +60 3 2273 8310 

www.christopherleeong.com  

  

 

R&T Sok & Heng Law Office 

T  +855 23 963 112 / 113    

F  +855 23 963 116 

kh.rajahtannasia.com 

 

Rajah & Tann NK Legal Myanmar Company Limited 

T  +95 9 7304 0763 / +95 1 9345 343 / +95 1 9345 346 

F  +95 1 9345 348 

mm.rajahtannasia.com 

  

 

Rajah & Tann Singapore LLP 

Shanghai Representative Office 

T  +86 21 6120 8818    

F  +86 21 6120 8820 

cn.rajahtannasia.com 

Gatmaytan Yap Patacsil Gutierrez & Protacio (C&G Law)  

T  +632 894 0377 to 79 / +632 894 4931 to 32 / +632 552 1977 

F  +632 552 1978 

www.cagatlaw.com 

  

 
Assegaf Hamzah & Partners 

 

Jakarta Office 

T  +62 21 2555 7800    

F  +62 21 2555 7899 

 

Surabaya Office 

T  +62 31 5116 4550    

F  +62 31 5116 4560 

www.ahp.co.id 

 

R&T Asia (Thailand) Limited 

T  +66 2 656 1991    

F  +66 2 656 0833 

th.rajahtannasia.com 

 

Rajah & Tann LCT Lawyers 

 

Ho Chi Minh City Office 

T  +84 28 3821 2382 / +84 28 3821 2673    

F  +84 28 3520 8206 

 

Hanoi Office 

T  +84 24 3267 6127    

F  +84 24 3267 6128 

www.rajahtannlct.com 

 

 

Rajah & Tann (Laos) Sole Co., Ltd. 

T  +856 21 454 239    

F  +856 21 285 261 

la.rajahtannasia.com 

Member firms are constituted and regulated in accordance with local legal requirements and where regulations require, are 

independently owned and managed. Services are provided independently by each Member firm pursuant to the applicable terms 

of engagement between the Member firm and the client. 
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Our Regional Presence 

 

 
 
 

Rajah & Tann Singapore LLP is one of the largest full-service law firms in Singapore, providing high quality advice to an impressive list of clients.  
We place strong emphasis on promptness, accessibility and reliability in dealing with clients. At the same time, the firm strives towards a practical 
yet creative approach in dealing with business and commercial problems. As the Singapore member firm of the Lex Mundi Network, we are able to 
offer access to excellent legal expertise in more than 100 countries.  
 
Rajah & Tann Singapore LLP is part of Rajah & Tann Asia, a network of local law firms in Singapore, Cambodia, China, Indonesia, Lao PDR, 
Malaysia, Myanmar, the Philippines, Thailand and Vietnam. Our Asian network also includes regional desks focused on Japan and South Asia.    
 
The contents of this Update are owned by Rajah & Tann Singapore LLP and subject to copyright protection under the laws of Singapore and, through 
international treaties, other countries. No part of this Update may be reproduced, licensed, sold, published, transmitted, modified, adapted, publicly 
displayed, broadcast (including storage in any medium by electronic means whether or not transiently for any purpose save as permitted herein) 
without the prior written permission of Rajah & Tann Singapore LLP. 
 
Please note also that whilst the information in this Update is correct to the best of our knowledge and belief at the time of writing, it is only intended 
to provide a general guide to the subject matter and should not be treated as a substitute for specific professional advice for any particular course 
of action as such information may not suit your specific business and operational requirements. It is to your advantage to seek legal advice for your 
specific situation. In this regard, you may call the lawyer you normally deal with in Rajah & Tann Singapore LLP or e-mail Knowledge & Risk 
Management at eOASIS@rajahtann.com. 


