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Public Consultation on the Review of the 

Personal Data Protection Act  
 

PDPC Seeks Public Consultation on their Proposed Amendments to the PDPA to introduce (1) 

an Enhanced Framework for Collecting, Use and Disclosure of Personal Data; and (2) a 

Mandatory Data Breach Notification Framework. 

 

 

Introduction 
 

Singapore’s overarching data protection law, the Personal Data Protection Act (the “PDPA”), was enacted in 2012, 

and came into full effect on 2 July 2014. Since then, organisations in Singapore have had to comply with a set of 

baseline data protection obligations which govern their business activities and operations which involved the 

collection, use and disclosure of personal data. 

 

On 27 July 2017, the Personal Data Protection Commission (the “PDPC”) announced that they were holding a 

public consultation on the review of the PDPA, with a view of seeking public feedback on their proposals to, inter 

alia: 

 

(1) implement an enhanced framework for collection, use and disclosure of personal data; and 

 

(2) introduce a mandatory data breach notification framework. 
 

As highlighted by the PDPC in their press release announcing the public consultation (available here), the need for 

a review and reform of the PDPA is precipitated by the global shift towards an increasingly digitised economy, the 

exponential increase in the need and usage of personal data in today’s business transactions and operations and 

the growing threat of data breaches, all of which have combined to raise the complexity of the data protection 

landscape.  

 

We are pleased to set out a summarised overview of the PDPC’s proposals to reform the PDPA.  

 

For ease of access, you can obtain a copy of the consultation document here. 

 

Proposed Amendments to the PDPA 
 

Enhanced Framework for Collection, Use and Disclosure of Personal Data  

 

The first amendment to the PDPA proposed by the PDPC is to introduce an enhanced framework for the collection, 

use and disclosure of personal data (the “Enhanced Framework”).  

 

In this regard, the PDPC has recognised that the traditional consent-based approach to data protection has its 

limitations in addressing the challenges brought by the advent of technological advances such as the Internet of 

Things (“IoT”), machine to machine (“M2M”) data sharing, artificial intelligence and machine learning, and other 

https://www.pdpc.gov.sg/news/latest-updates/first-public-consultation-on-review-of-the-pdpa
https://www.pdpc.gov.sg/docs/default-source/public-consultation-5---act-review-1/public-consultation---approaches-to-managing-personal-data-in-the-digital-economy-(270717)f95e65c8844062038829ff0000d98b0f.pdf?sfvrsn=2
https://www.linkedin.com/company/rajah-&-tann
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forms of technological advances. With these new technologies, personal data may be collected, transmitted and 

processed seamlessly and automatically without clear points of data collection or user interaction and in many 

cases, it is no longer clear when and how individuals can be notified of why their personal data is being collected, 

used and disclosed, and to provide their consent to the same.  

 

To this end, the PDPC has re-assessed the practicality and relevance of the existing consent-based regime and 

has proposed to introduce the Enhanced Framework which, while retaining consent as a “key basis for collecting, 

using and disclosing personal data under the PDPA to provide individuals the right to exercise choice and control 

over their personal data”, will also introduce two new mechanisms by which organisations are permitted to collect, 

use and disclose an individual’s personal data without the consent of the individual. 

 

Notification of Purpose Mechanism 

 

First, the PDPC is proposing to allow organisations to collect, use and disclose an individual’s personal data without 

consent by simply notifying the individuals of the purpose(s) for such collection, use and disclosure (the 

“Notification of Purpose Mechanism”). This Notification of Purpose Mechanism would be applicable only if: 

 

(1) it is impractical to obtain consent from the individual (and deemed consent would not be applicable); and  

 

(2) where the collection, use and disclosure of the personal data for such purposes is not expected to have 

any adverse impact on the individuals. 

 

Legal or Business Purpose Mechanism 

 

Next, the PDPC is proposing to allow organisations to collect, use and disclose an individual’s personal data without 

the need to obtain consent of the individual where such collection, use and disclosure is necessary for a legal or 

business purpose (such as to prevent fraud), provided that:  

 

(1) it is not desirable or appropriate to obtain the consent from the individual; and  

 

(2) the benefits to the public (or any part thereof) clearly outweigh any adverse impact or risks to the individual. 

 
(the “Legal or Business Purpose Mechanism”)  

 

Where the Legal or Business Purpose Mechanism is applicable, organisation will also not be required to notify the 

individual of the relevant legal or business purpose. 

 

However, to ensure that the Notification of Purpose Mechanism or the Legal or Business Purpose Mechanism 

(collectively, the “Proposed Mechanisms”) are utilised responsibly by organisations and to protect the interests of 

the individuals, the PDPC has stated that it intends to impose obligations on the organisations seeking to avail 

themselves of the Proposed Mechanisms to conduct a risk and impact assessment of the risks such collection, use 

and disclosure of the personal data will pose to the individual, such as a data protection impact assessment, and 

to put in place measures to mitigate or minimise the risks identified in the aforementioned risk and impact 

assessment, before the organisations can rely on the Proposed Mechanisms (the “Risk and Impact Assessment 

Obligation”).  
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Mandatory Data Breach Notification Framework 

 

Presently, the PDPA does not have a mandatory data breach notification regime and such notifications are usually 

made on a voluntary basis, subject to other sectoral laws (such as those that apply to financial institutions regulated 

by the Monetary Authority of Singapore). As indicated by the PDPC, this has led to uneven notification practices 

across organisations, and may also lead to organisations choosing not to notify individuals whose personal data 

have been compromised by a data breach, thereby depriving these individuals of an opportunity to take steps to 

protect themselves from the potential risk of harm that may follow from the abuse or misuse of their personal data. 

 

In light of the above, the second amendment proposed by the PDPC is to introduce a mandatory data breach 

notification regime which will impose threshold-based data breach reporting obligations on organisations. In this 

regard, the proposed mandatory data breach notification regime will require organisations to report data breaches: 

 

(1) to both the PDPC and the affected individuals if the data breach poses any risk of impact or harm to 

the affected individuals; and/or 

 
(2) to the PDPC where the scale of the data breach is significant, even if the breach does not pose any risk 

of impact or harm to the affected individuals. In this regard, the PDPC is proposing that a data breach 

involving 500 or more individuals should be deemed as significant. 

 

With respect to the timeline for making the data breach notifications, the PDPC has proposed that organisations 

must notify the PDPC and/or the affected individuals as soon as practicable, and in the case of notifications to the 

PDPC, no later than 72 hours after discovery of the breach. 

 

Where data intermediaries are concerned, the PDPC has proposed that where an organisation’s data intermediary 

experiences a data breach, the data intermediary must immediately inform the organisation for which it processes 

the personal data on behalf of, regardless of the risk of harm or scale of impact of the data breach. The latter 

organisation (i.e. the organisation that engaged the data intermediary) will then be responsible for complying with 

the requirements of the mandatory data breach notification regime. 

 

It should be noted that the PDPC has proposed that this mandatory data breach notification regime will apply 

concurrently with other laws and sectoral regulations which currently impose breach notification obligations. In this 

regard: 

 

(1) where an organisation is required to notify a sectoral regulator or a law enforcement agency of a data 

breach under any other written law, and the data breach meets the criteria for notifying the PDPC (as set 

out above), the organisation would be expected to provide the data breach notification to both the PDPC 

and the relevant sectorial regulator or law enforcement agency in accordance with the notification 

requirements of the other written law; 

 

(2) where an organisation is required to notify affected individuals under any other written law, and the data 

breach meets the criteria for notifying affected individuals under the proposed mandatory data breach 

notification regime set out above, the organisation would be deemed to have fulfilled its breach notification 

obligations under the PDPA if it notifies the affected individuals according to the requirements under the 

other written law. The organisation in such a situation must also notify the PDPC of that data breach. 
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However, where an organisation is not required to notify a sectoral regulator or law enforcement agency and/or the 

affected individuals under any other written law, but the data breach meets the criteria of the PDPC’s mandatory 

data breach notification regime set out above, the PDPC expects the relevant organisation to continue to notify the 

PDPC and/or the affected individuals in accordance with the proposed mandatory data breach notification regime 

under the PDPA.   

 

How Does This Impact You? 
 

The proposals put forth by the PDPC will have operational impact on organisations’ businesses and hence, given 

the opportunity to make submissions on these proposals, organisations should not let this chance to clarify their 

concerns with the PDPC go by. These proposals would also mean that organisations would need to review the 

adequacy of their existing internal compliance policies/manuals and processes including specifically putting in place 

a data breach management plan if that is not already so.  

 

With respect to submissions that organisations could consider making, general issues could be the operational 

impact on their businesses that these proposed amendments would have, how the PDPC can facilitate the 

implementation of these proposed amendments without imposing unduly onerous or burdensome obligations on 

the organisations or causing disruption to the organisations’ business, and whether further clarity is needed on any 

of the changes or concepts proposed by the PDPC. For instance, what would constitute an adverse impact on the 

individuals. 

 

With respect to the Enhanced Framework, while it is heartening to see the PDPC taking efforts to accommodate  

new, non-consent based approaches for the collection, use and disclosure of personal data, organisations, in 

particular those in the industries highlighted by the PDPC (IoT, M2M, artificial intelligence and machine learning), 

should consider filing specific submissions to inform the PDPC and assist them in taking into account the different 

practical difficulties in obtaining consent and creating a defined purposes or permissions list, which is often in a 

state of flux and constantly changing. 

 

Separately, organisations may wish to seek clarification as to what is expected by the PDPC for compliance with 

the Risk and Impact Assessment Obligation. For example, would this obligation be satisfied through a self-

assessment based risk and impact assessment, or must the risk and impact assessment be conducted by an 

independent third party service provider. 

 

With respect to the mandatory data breach notification regime, organisations may wish to seek further clarity as to 

the scope and extent of the obligation to report data breaches, given that this will likely have a greater operational 

and financial impact where the extent of the data breach is very large and if organisations are required to notify 

each affected individual personally. Hence, organisations may wish to seek clarity on what constitutes a risk of 

harm or impact to individual, whether the threshold of 500 individuals for a data breach to be deemed significant is 

reasonable and whether there will be any specific requirements as to the data breach notification, such as the level 

of detail, minimum content requirements for the notification, mode of delivery (personalised to each individual or 

will a public announcement based approach be acceptable) and whether the data breach notification must be 

verified by the PDPC and/or the affected individual. 

 

Further, given the concurrent application of the proposed mandatory data breach notification regime with other 

breach notification requirements in any other written law, organisations under multiple data breach notification 

requirements will need to set up separate operational workflows to deal with each of these requirements. Hence, 

organisations should consider whether there are any inconsistencies or misalignment between the different sets of 
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obligations (such as with respect to reporting criteria or timeline for reporting) and provide feedback to the PDPC if 

such inconsistencies exist. 

 

As organisations have a chance to give feedback on the PDPC’s proposal, organisations should do so to assist the 

PDPC in developing a practical and reasonable data breach notification regime where the extent of the effort or 

obligation on the organisation is commensurate with the potential impact of the data breach. 

 

Conclusion 
 

The review of the PDPA is timely, given the recent amendments to the Computer Misuse and Cybersecurity Act 

and the introduction of the draft Cybersecurity Bill on 10 July 2017 (which we had discussed here and here). Both 

these legislations also deal with issues relevant to data protection, and the introduction of the mandatory data 

breach notification regime is a practical and logical effort to align the PDPA with the draft Cybersecurity Bill, which 

also contains a mandatory cybersecurity incident reporting obligation. 

 

As the potential changes proposed by the PDPC will have a significant impact on the way organisations are 

expected to operate and interact viz-a-viz their consumers, and will add additional obligations on organisations to 

comply with, organisations are encouraged to consider these proposed amendments as well as the questions raised 

by the PDPC carefully, and to provide feedback in respect of any concerns that these proposed amendments may 

raise.  

 

The public consultation ends on 21 September 2017. Hence, all submissions should reach the PDPC by that 

deadline.  

 

Separately, organisations should continue to monitor the developments in this area and once the amendments to 

the PDPA have been finalised and enacted, organisations should review their existing data protection policies and 

compliance processes to ensure that these remain consistent with the revised PDPA.  

 

Parties who are interested in finding out more or in discussing the matters above may contact us for further 

assistance. 

 

Other Updates – Singapore Submits Notice of Intent to Join APEC 

CBPR  
 

Singapore joins CBPR 

 

It was also announced on 27 July 2017 that Singapore had submitted its Notice of Intent to participate in the APEC 

Cross-Border Privacy Rules System (the “CBPR”) and Privacy Recognition for Processors System (the “PRP”).  

 

By way of background, the CBPR is a framework established by APEC to facilitate cross-border data transfers 

among participating countries within the APEC region. This is achieved by allowing companies within the 

participating countries to certify themselves as being compliant with the CBPR program requirements and therefore 

representing that their privacy and data protection practices and policies meet or exceed the standards set out in 

the APEC Privacy Framework (thereby harmonising the minimum data protection standards of these organisations 

in the participating countries).  

 

http://eoasis.rajahtann.com/eoasis/lu/pdf/2017-03-New_Cybersecurity_Laws.pdf
http://eoasis.rajahtann.com/eoasis/lu/pdf/2017-07_Cybersecurity_Bill.pdf
https://www.mci.gov.sg/pressroom/news-and-stories/pressroom/2017/7/personal-data-protection-seminar-2017
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This is expected to allow organisations to benefit from greater clarity and lower costs of ensuring compliance with 

multiple standards of data protection across different economies, and to promote trust and confidence in consumers 

that their personal data will be managed responsibly within the participating countries. 

 

Singapore’s Notice of Intent and application will now be reviewed by the CBPR Joint Oversight Panel and the 

APEC’s Electronic Commerce Steering Group, which will decide on the confirmation of Singapore’s participation in 

the CBPR. 

 

We will continue to monitor developments in this area and will provide an update once we have news of the same. 
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Our Regional Presence 

 
 

Rajah & Tann Singapore LLP is one of the largest full service law firms in Singapore, providing high quality advice to an impressive list of clients.  
We place strong emphasis on promptness, accessibility and reliability in dealing with clients. At the same time, the firm strives towards a practical 
yet creative approach in dealing with business and commercial problems. As the Singapore member firm of the Lex Mundi Network, we are able to 
offer access to excellent legal expertise in more than 100 countries.  
 
Rajah & Tann Singapore LLP is part of Rajah & Tann Asia, a network of local law firms in Singapore, Cambodia, China, Indonesia, Lao PDR, 
Malaysia, Myanmar, Philippines, Thailand and Vietnam. Our Asian network also includes regional desks focused on Japan and South Asia.    
 
The contents of this Update are owned by Rajah & Tann Singapore LLP and subject to copyright protection under the laws of Singapore and, through 
international treaties, other countries. No part of this Update may be reproduced, licensed, sold, published, transmitted, modified, adapted, publicly 
displayed, broadcast (including storage in any medium by electronic means whether or not transiently for any purpose save as permitted herein) 
without the prior written permission of Rajah & Tann Singapore LLP. 
 
Please note also that whilst the information in this Update is correct to the best of our knowledge and belief at the time of writing, it is only intended 
to provide a general guide to the subject matter and should not be treated as a substitute for specific professional advice for any particular course 
of action as such information may not suit your specific business and operational requirements. It is to your advantage to seek legal advice for your 
specific situation. In this regard, you may call the lawyer you normally deal with in Rajah & Tann Singapore LLP or e-mail Knowledge & Risk 
Management at eOASIS@rajahtann.com. 

 


