
 
 

Client Update: Singapore 
2017 MAY 

 
 
Employment / Data Protection 

 
 

© Rajah & Tann Singapore LLP | 1   

Employer Found Liable for Breach of 
PDPA Through WhatsApp Chat 
 

Introduction  
 

The Personal Data Protection Act (“PDPA”) introduced a regime which governs the collection, use and disclosure 

of personal data. Companies have since had to be vigilant as to how personal data is handled in the course of their 

operations to ensure compliance with the PDPA. In the recent decision of Re Executive Coach International Pte Ltd 

[2017] SGPDPC 3, the Personal Data Protection Commission (“PDPC”) had to consider the PDPA requirements in 

the employer-employee context. 

 

In this case, a director of an organisation had disclosed highly sensitive personal information regarding an employee 

on a WhatsApp group chat with other employees. The PDPC thus had to assess whether the organisation was 

responsible for the director’s disclosure, and whether there had been a breach of the PDPA.  

 

The PDPC ultimately held that, while the organisation had breached the PDPA, it declined to impose a fine and 

instead issued a Warning to the organisation.  

 

Brief Facts 
 

The organisation in question (the “Organisation”) provided life and executive coaching services. The Complainant 

was a former employee of the Organisation who had left the Organisation in less than amicable circumstances.  

 

The Complainant had worked as an assistant to one of the Organisation’s directors (“Mr. L”). The Complainant and 

Mr. L were both participants in the same WhatsApp group chat, which included other employees and volunteers 

from the Organisation. It was through this WhatsApp chat that Mr. L disclosed highly sensitive personal information 

regarding the Complainant’s personal history, including the Complainant’s issues with drugs and infidelity. This was 

done following allegations that the Complainant was undermining the Organisation’s authority by encouraging 

others to leave the Organisation. 

 

It was not disputed that this personal information constituted personal data under the PDPA. The Complainant 

alleged that she had disclosed this personal data to Mr. L in the context of him being her employer, teacher and 

coach.  

 

The PDPC thus had to determine whether the Organisation was liable for Mr. L’s disclosure of the personal data, 

and whether the disclosure constituted a breach of the PDPA. 

 

Holding of the PDPC 
 

The PDPC found that the Organisation was responsible for Mr. L’s disclosure, and had breached the PDPA. 
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Responsibility for disclosure 
 

Section 53(1) of the PDPA provides that any conduct engaged in by an employee in the course of his employment 

shall be treated as an act of the employer as well, whether or not it was done with the employer’s knowledge or 

approval. 

 

Here, Mr. L’s disclosure of the personal data was found to be in the course of his employment as director of the 

Organisation. The disclosure was not made in the personal sense, but as part of an ongoing dispute between 

employer and ex-employee, with an intent to discredit the ex-employee. Therefore, the Organisation would be 

responsible for Mr. L’s conduct. 

 

The PDPC found that it was irrelevant whether or not the Organisation knew of or approved of Mr. L’s disclosure, 

noting the Mr. L was – at all material times – a senior member of the Organisation.  

 

Breach of PDPA 
 

The PDPC held that the Organisation was in breach section 13 and section 20 of the PDPA.  

 

(i) Section 13 prohibits the use or disclosure of personal data about an individual without the consent of 

the individual.  

(ii) Section 20 requires that the individual be informed of the purpose of collection or disclosure before 

the personal data is disclosed. 

 

Here, there was no dispute that neither Mr. L nor the Organisation obtained the Complainant’s consent or informed 

her of the purpose of disclosure before disclosing her personal data.  

 

Actions taken 
 

The PDPC declined to impose a financial penalty on the Organisation (which could potentially reach S$1 million). 

This was because the disclosure was made in the context of a dispute between employer and ex-employee, and 

was made in a chat group for work rather than to the public at large.  

 

However, the disclosure was deliberate, and the personal data was highly sensitive. Therefore, the PDPC issued a 

Warning to the Organisation for the breach of its obligations under the PDPA. 

 

Concluding Words 
 

This decision highlights the responsibilities of an employer over the personal information of its employees. The 

collection, use and disclosure of such personal data must be carefully governed. In circumstances of disciplinary 

proceedings or investigations, it is important to maintain strict confidentiality; otherwise, the organisation may face 

PDPA proceedings should a disgruntled ex-employee make a complaint to the PDPC.  

 

It is also important to ensure that all employees are aware of the PDPA requirements and the proper protocol to 

observe when dealing with personal data. Organisations should not only develop clear, comprehensive policies to 

guide their employees as to PDPA compliance, they should also conduct active training sessions for their 

employees. Such training sessions are vital in educating employees on the PDPA and increasing awareness, as 
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well as ensuring familiarity with the organisation’s own PDPA policy. As demonstrated in this case, an employer 

may still be found liable for the acts of its employee, even if it was unaware of and uninvolved in the act, and serious 

training is crucial in avoiding PDPA breaches on the part of the employee.  

 

It is notable that the Organisation here was found to have breached the PDPA despite the fact that the disclosure 

was made in a work-based WhatsApp chat, which may be argued to be a ‘closed’ group. Employees should thus 

be keenly aware that discussions of personal information, even if in a seemingly private chat group, may still amount 

to a breach of the PDPA.  

 

This decision of the PDPC sends a clear warning that Organisations and employers will be held to task for the 

wrongful disclosure of their employees’ personal data. This means that Employers who are dealing with such 

information, and especially in the context of disciplinary proceedings, investigations or dealing with employees in a 

contentious situation should take extra care in how the employee’s personal information is handled. In particular, 

details relating to the employee or the circumstances of the incident which would allow the employee to be identified, 

should only be made available strictly to those who have a “need-to-know”.  

 

Further, managers and Human Resources personnel should strictly refrain from discussing the case, investigation 

or proceedings against the employee on any platform or medium outside of any formal setting as this might give a 

disgruntled or spiteful employee an opportunity to make a complaint to the PDPC in the hope of causing the 

Organisation and/or its managers to be investigated. Finally, Organisations should ensure that they not only have 

clear disciplinary or investigation procedures to govern such activities, but that such processes must also be PDPA 

compliant. 

 

For further queries, please contact our team below. 
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Contacts 

For queries relating to Employment, please contact: 

 
   

     

 
 

Jonathan Yuen 

Partner 
Commercial Litigation  
Head, Employment & Benefits 
(Disputes) 
 
D (65) 6232 0161 
F (65) 6428 2152 
 
jonathan.yuen@rajahtann.com  
 

 

 
 

Desmond Wee 

Partner 
Head, Corporate Commercial 
Employment & Benefits 
 
D (65) 6232 0474 
F (65) 6428 2198 
 
desmond.wee@rajahtann.com  
 

   

   

 
 

Kala Anandarajah 

Partner 
Head, Competition & Antitrust 
and Trade 
Employment & Benefits 
 
D (65) 6232 0111 
F (65) 6428 2192 
 
kala.anandarajah@rajahtann.com  

   
 
 
 
 
 
 
 
 
 
 

   

     

 
For queries relating to PDPA, please contact: 
 
 

   

     

 
 

Rajesh Sreenivasan 

Partner 
Head, Technology, Media 
& Telecommunications 
 
D +65 6232 0751 
F  +65 6428 2204 
 
rajesh@rajahtann.com 

 

 
 

Steve Tan 

Partner 
Deputy Head, Technology, Media 
& Telecommunications 
 
D +65 6232 0786 
F  +65 6428 2216 
 
steve.tan@rajahtann.com  
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Lionel Tan 

Partner 
Technology, Media & 
Telecommunications 
 
D +65 6232 0752 
F  +65 6428 2119 
 
lionel.tan@rajahtann.com 

 

 

Benjamin Cheong 

Partner 
Technology, Media & 
Telecommunications 
 
D +65 6232 0738 
F  +65 6428 2233 
 
benjamin.cheong@rajahtann.com 

   

     
 
 

Please feel free to also contact Knowledge and Risk Management at eOASIS@rajahtann.com 

 
ASEAN Economic Community Portal 

The launch of the ASEAN Economic Community (“AEC”) in December 2015, businesses looking to tap the opportunities presented 
by the integrated markets of the AEC can now get help a click away. Rajah & Tann Asia, United Overseas Bank and RSM Chio 
Lim Stone Forest, have teamed up to launch “Business in ASEAN”, a portal that provides companies with a single platform that 
helps businesses navigate the complexities of setting up operations in ASEAN. 
 
By tapping into the professional knowledge and resources of the three organisations through this portal, small- and medium-sized 
enterprises across the 10-member economic grouping can equip themselves with the tools and know-how to navigate ASEAN’s 
business landscape. Of particular interest to businesses is the "Ask a Question" feature of the portal which enables companies to 
pose questions to the three organisations which have an extensive network in the region. The portal can be accessed at 
http://www.businessinasean.com. 

mailto:Lionel.tan@rajahtann.com
mailto:benjamin.cheong@rajahtann.com
mailto:eOASIS@rajahtann.com
http://www.businessinasean.com/
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Our Regional Contacts 

  

Rajah & Tann Singapore LLP 

T  +65 6535 3600   

F  +65 6225 9630 

sg.rajahtannasia.com 

 

Christopher & Lee Ong 

T  +60 3 2273 1919    

F  +60 3 2273 8310 

www.christopherleeong.com  

  

 

R&T Sok & Heng Law Office 

T  +855 23 963 112 / 113    

F  +855 23 963 116 

kh.rajahtannasia.com 

 

Rajah & Tann NK Legal Myanmar Company Limited 

T  +95 9 73040763 / +95 1 657902 / +95 1 657903 

F  +95 1 9665537 

mm.rajahtannasia.com 

  

 

Rajah & Tann Singapore LLP 

Shanghai Representative Office 

T  +86 21 6120 8818    

F  +86 21 6120 8820 

cn.rajahtannasia.com 

Gatmaytan Yap Patacsil Gutierrez & Protacio (C&G Law)  

T  +632 894 0377 to 79 / +632 894 4931 to 32 / +632 552 1977 

F  +632 552 1978 

www.cagatlaw.com 

  

 
Assegaf Hamzah & Partners 

 

Jakarta Office 

T  +62 21 2555 7800    

F  +62 21 2555 7899 

 

Surabaya Office 

T  +62 31 5116 4550    

F  +62 31 5116 4560 

www.ahp.co.id 

 

R&T Asia (Thailand) Limited 

T  +66 2 656 1991    

F  +66 2 656 0833 

th.rajahtannasia.com 

 

Rajah & Tann LCT Lawyers 

 

Ho Chi Minh City Office 

T  +84 8 3821 2382 / +84 8 3821 2673    

F  +84 8 3520 8206 

 

Hanoi Office 

T  +84 4 3267 6127    

F  +84 4 3267 6128 

www.rajahtannlct.com 

 

 

Rajah & Tann (Laos) Sole Co., Ltd. 

T  +856 21 454 239    

F  +856 21 285 261 

la.rajahtannasia.com 

Member firms are constituted and regulated in accordance with local legal requirements and where regulations require, are 

independently owned and managed. Services are provided independently by each Member firm pursuant to the applicable terms of 

engagement between the Member firm and the client. 



 
 

Client Update: Singapore 
2017 MAY 

 

 
 

© Rajah & Tann Singapore LLP | 7 

Our Regional Presence 

 
 

Rajah & Tann Singapore LLP is one of the largest full service law firms in Singapore, providing high quality advice to an impressive list of clients.  
We place strong emphasis on promptness, accessibility and reliability in dealing with clients. At the same time, the firm strives towards a practical 
yet creative approach in dealing with business and commercial problems. As the Singapore member firm of the Lex Mundi Network, we are able to 
offer access to excellent legal expertise in more than 100 countries.  
 
Rajah & Tann Singapore LLP is part of Rajah & Tann Asia, a network of local law firms in Singapore, Cambodia, China, Indonesia, Lao PDR, 
Malaysia, Myanmar, Philippines, Thailand and Vietnam. Our Asian network also includes regional desks focused on Japan and South Asia.    
 
The contents of this Update are owned by Rajah & Tann Singapore LLP and subject to copyright protection under the laws of Singapore and, through 
international treaties, other countries. No part of this Update may be reproduced, licensed, sold, published, transmitted, modified, adapted, publicly 
displayed, broadcast (including storage in any medium by electronic means whether or not transiently for any purpose save as permitted herein) 
without the prior written permission of Rajah & Tann Singapore LLP. 
 
Please note also that whilst the information in this Update is correct to the best of our knowledge and belief at the time of writing, it is only intended 
to provide a general guide to the subject matter and should not be treated as a substitute for specific professional advice for any particular course 
of action as such information may not suit your specific business and operational requirements. It is to your advantage to seek legal advice for your 
specific situation. In this regard, you may call the lawyer you normally deal with in Rajah & Tann Singapore LLP or e-mail Knowledge & Risk 
Management at eOASIS@rajahtann.com. 


