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Technology, Media and 
Telecommunications Quarterly Regional 
Update: Third Quarter Recap 

Introduction 
 

Three-quarters of 2016 have gone by and the technology, media and telecommunications (“TMT”) space has, as 

expected, continued to be the source of a myriad of exciting developments. Financial technology (“fintech”) has 

continued to take centrestage in recent months, with financial regulators across the world looking to stimulate the 

domestic development of fintech products and services through the creation of conducive and supportive 

regulatory frameworks. Cybersecurity is another issue that has rapidly grown in prominence, with many 

governments becoming cognisant of the significant national security risks posed by vulnerable IT infrastructure 

and data systems. 

 

As always, we are excited to provide you with this helpful recap of key developments, and more, in ASEAN and 

further afield. As with our previous quarterly regional updates, these quick summaries have been prepared by our 

TMT practitioners in the Rajah & Tann Asia Network, which spans nine countries in the ASEAN region. If you or 

your business partners wish to find out more about any of the updates here, please do not hesitate to reach out to 

any of our regional offices in Rajah & Tann Asia. Without further ado, here are your updates. 

 

ASEAN 
 

SINGAPORE 

 

Launch of IMDA and GovTech 

 

Following announcements in the beginning of the year that the Info-communications Development Authority 

("IDA") and the Media Development Authority ("MDA") would be restructured to form the Info-communications 

Media Development Authority ("IMDA") and the Government Technology Organisation ("GTO"), the much 

anticipated launches of IMDA and GTO occurred on 30 September 2016 and 7 October 2016 respectively. The 

restructuring was a response to the growing convergence of the infocomm and media sectors. IMDA's broad 

mandates are to develop a strong infocomm sector, build an environment of trust through regulation and improve 

citizens' lives using infocomm technologies. Amongst other benefits, businesses - and especially converged 

licensees that are involved in both the infocomm and media sectors - can look forward to more streamlined 

regulations with the harmonisation of regulations and licensing requirements across the two sectors. Alongside 

IMDA, GovTech performs the key complementary roles of transforming the way the Government delivers public 

services, safeguarding the security and resiliency of government ICT systems, delivering national-level ICT 

projects and building up engineering capabilities in the Government. For further information on IMDA and 

GovTech, you may refer to our previous Client Update here.  

http://eoasis.rajahtann.com/eoasis/gn/at.asp?pdf=../lu/pdf/2016-01_Merger_Telecom-Media_Regulators.pdf&module=LU&topic=LU000989&sec=b
https://www.linkedin.com/company/rajah-&-tann
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Delinking of Public Servants' Computers from Internet 

 

In June 2016, the Singapore Government announced that all public servants' computers with Government email 

capabilities would be delinked from the Internet, so as to boost the security of critical Government systems. Public 

servants' work computers that would be used to access Government email servers would cease to have Internet 

surfing capabilities. However, public servants would still be able to access the Internet via separate computers 

dedicated to that purpose, or via their personal mobile devices. This move is to be fully implemented by the 

middle of 2017. To date, this initiative has been implemented by ministers, senior civil servants and half of all 

public agencies in Singapore.  

 

World's First Driverless Taxi Trial 

 

On 25 August 2016, Singapore became the first country in the world to conduct public road tests of driverless 

taxis. The trial was conducted by developer nuTonomy, which reported that it chose to trial the service in 

Singapore because of the high consumer demand for taxis, well-maintained roads and clear government 

regulations for its tests in the Republic. The trial rides took place in a Mitsubishi i-MiEv electric vehicle, with an 

engineer sitting behind the steering wheel to monitor the system and take control if necessary. While nuTonomy 

hopes to have 100 taxis working commercially in the Singapore by 2018, it appears that there are still kinks in the 

software that need to be worked out in the meantime, as one of its trial driverless cars was recently involved in a 

minor accident with a lorry on 19 October 2016. 

 

Data Protection Compliance for WhatsApp? 

 

WhatsApp announced in late August 2016 that it will be revising its privacy policy to allow it to share WhatsApp 

users' data with Facebook. The Singapore Personal Data Protection Commission (“PDPC”) announced via the 

Straits Times that it is seeking clarification from WhatsApp and Facebook on the recent changes. Under 

Singapore data protection law, organisations need to obtain a person’s consent before the collection, use and/or 

disclosure of his/her personal data for the notified purposes. Another interesting point to note was that WhatsApp 

had allowed users who had agreed to the revised privacy policy to opt-out of the new data sharing arrangement 

with Facebook, but only if such withdrawal was done within 30 days from the date of acceptance. This would 

seem to be in conflict with the right for withdrawal of consent under Singapore law, whereby individuals are 

accorded with the broader statutory power of withdrawing their consent at any time, and is another point that 

warrants clarification by the PDPC.  

 

CorpPass Platform 

 

The IDA, now a part of the restructured IMDA, announced on 2 September 2016 the imminent launch of 

“CorpPass”, a single digital account that Singapore corporate entities, including businesses, non-profit 

organisations and associations, may utilise to transact with all Government entities online. The CorpPass platform 

was launched on 15 September, but progressively rolled out across various governmental bodies between 

September 2016 and December 2017. This transition seeks to address the deficiencies of the previous system – 

where corporate entities were relying on and utilising their employees’ personal SingPass accounts to transact 

with Government entities. Further, the creation of CorpPass enables organisations to have greater control in 

managing employees' access to Government digital services, as only selected employees would be able to 
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access the organisation’s CorpPass account. CorpPass is also intended to help protect data confidentiality and 

security by separating the accounts employees use for personal (SingPass) and corporate (CorpPass) 

government transactions.  

 

Cybersecurity Talent Search from EDB and IDA 

 

The Singapore Economic Development Board (“EDB”) and the IDA have been seeking and nurturing talent in the 

information and communications technology sector, with a particular interest in talented computer security 

professionals. The available roles highlighted by these statutory boards relate to malware research, digital 

forensics, software developers, and other cybersecurity specialists. The global cybersecurity market has been 

growing at an impressive rate since 2011, and is expected to grow even faster in the Asia Pacific region. 

However, there has been an observable shortage of middle and senior level computer security professionals to 

address and respond to the growth in the industry in general. In an attempt to shore up the shortage of 

cybersecurity specialists in this sector, the EDB had launched a Strategic Attachment and Training programme in 

2015, which provides young and talented computing students with valuable on-the-job experience via internship 

and attachment opportunities with large MNCs. Since its inception, this programme has been highly popular 

among computer security firms, with many of such firms choosing to recruit directly from the programme’s pool of 

interns. In addition, the IDA also provides subsidies under the Critical Infocomm Technology Resource 

Programme for IT professionals and students to attend relevant skills training courses. 

 

Launch of the Singapore Cybersecurity Consortium 

 

The Singapore Government has launched a Singapore Cybersecurity Consortium ("SGCSC"), which will be 

hosted at the National University of Singapore. The SGCSC aims to promote Singapore's cybersecurity industry, 

as well as promote the adoption of cybersecurity measures by companies in Singapore. The SGSC already has 

14 industry partners, and it aims to make use of the National Research Foundation's S$42 million investment into 

the National Cybersecurity R&D Programme to achieve its objectives. The SGSC has already announced plans to 

drive periodic grant calls for specific research projects, to organise special interest groups, and to recruit industry 

experts to provide critical advice to companies. 

 

Proposed amendments to Singapore's Telecommunications Act 

 

On 1 October 2016, the Minister for Communications and Information announced that amendments to the 

Telecommunications Act will be presented in Parliament "very soon". This follows the close of the public 

consultation on the proposed amendments to the Telecommunications Act on 31 August 2016. The proposed 

amendments focus on modernising the legislative framework, while bearing in mind the advancements in 

telecommunications and media technologies. The amendments seek to strengthen the regulatory oversight to 

ensure more reliable provision of services, greater freedom of access and to increase competition. For more 

information about this issue, you may refer to our previous client update on the proposed amendments here. 

 

 

 

 

 

http://eoasis.rajahtann.com/eoasis/gn/at.asp?pdf=../lu/pdf/2016-08-MCI-Public.pdf&module=LU&topic=LU001054&sec=b
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MALAYSIA 

 

BNM Discussion Paper on Fintech Regulatory Sandbox 

 

On 29 July 2016, Bank Negara Malaysia (“BNM”), the Malaysian central bank, issued a discussion paper on the 

establishment of a Fintech regulatory sandbox, inviting financial institutions, Fintech companies and members of 

the public to provide their feedback. Additionally, BNM also requested interested stakeholders to comment on the 

adequacy, appropriateness and practicability of the proposed eligibility criteria and to suggest alternatives to the 

current minimum standards to be applied. 

 

The introduction of the regulatory sandbox is intended to allow Fintech innovations to be deployed and 

experimented in a live environment within certain testing parameters and timeframes. The discussion paper 

proposes that in order for a participant to qualify to take part in the sandbox, the participant must demonstrate 

that: 

 

(a) its solutions are genuinely innovative, novel, and not similar to solutions which are already available in 

the Malaysian market; 

 

(b) it intends to deploy its solutions on a commercial scale in Malaysia after its exit from the sandbox; and 

 
(c) its solutions will contribute to the development of Malaysia’s financial sector, bring about enhancement 

to Malaysian financial institutions, or significantly benefit the Malaysian economy or customers. 

 

Additionally, in deciding on applications to participate in the sandbox and the extent of regulatory flexibility to be 

granted to participants, BNM has indicated that it will take into account, among other things, the following factors: 

 

(a) the potential benefits of the proposed solution; 

 

(b) the potential risks and mitigating measures; and 

 
(c) the integrity, capability and track record of the participants. 

 
The test will run for a period not exceeding 12 months. However, participants may extend the testing period by 

submitting a written application to BNM no later than 30 days before the expiry of the initial testing period. 

 

At the end of the testing period, BNM will assist the participants in developing a transition plan for the deployment 

of the solution on a commercial scale in Malaysia upon successful testing. If the test fails or is discontinued, BNM 

will then consult with participants in developing their exit strategy. 

 

Legality of Airbnb Services Called into Question 

 

On 3 July 2016, the Malaysian press reported that the Malaysian Association of Hotels (“MAH”) had lodged a 

complaint with the Malaysian authorities against Airbnb, asserting that Airbnb’s business model is illegal as the 

online platform allows the public to provide short term rentals on residential premises to tourists for business 

purposes. The MAH has complained that this not only causes unwanted disturbance to the neighbours of Airbnb 
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hosts, but more importantly, that users of Airbnb services are not adequately protected as their hosts are not 

required to adhere to any safety requirements such as insuring their customers against risks or installing safety 

equipment on their premises. Hotels, on the other hand, are required to have public liability insurance and 

measures and policies to protect their guests from safety hazards such as fire.   

 

The hoteliers also argued that unlike the Malaysian Homestay Programme, where locals are authorised by the 

authorities to offer tourists the unique lifestyle experience of rural villages, Airbnb hosts operate without any 

licences or approvals from the authorities, and are also not required to pay or collect taxes. As such, the hoteliers 

have urged the Government to regulate Airbnb and other home sharing services to the same degree that hotel 

operators are under the law. 

 

On a related note, the Penang Municipal Council (“MBPP”) issued a number of fines in June 2016 to several 

Airbnb hosts in Penang for providing homestay or lodging services to tourists without a valid licence issued by the 

MBPP. However, some of the hosts refused to pay the RM250 fines because they felt that the law had been 

applied incorrectly – they claimed that as they did not provide homestay or hotel services, no licence was required 

from the MBPP.  

 

Conversely, in August 2016 the Urban Wellbeing, Housing and Local Government Ministry, in response to claims 

from the hotel industry that Airbnb’s home sharing services were illegal, was reported as stating that such 

services were not illegal and that no licence was required. The legal import of such statements is unclear. 

 

It is also understood that the Government has no plans to draft any new law(s) on the matter or to issue any 

licences, similar to those granted to hotels, for Airbnb hosts. On the issue of disturbances caused by Airbnb 

guests to other residents in the surrounding premises, the Government has stated that such matters should be 

settled between the host and the neighbouring residents involved. If illegal activity is suspected, residents are 

encouraged to lodge a report with the police. 

 

Announcement of Fees for Spectrum Reallocation  

 

In Q1 of 2016, the Government announced that the spectrum for the telecommunications industry would be 

reallocated in a move to optimize the use of spectrum resources. Soon after, the Malaysian Communications and 

Multimedia Commission (“MCMC”) announced that the 900 MHz and 1,800 MHz frequency bands would be 

reallocated for a fee among the four major telcos in Malaysia, namely Maxis, Celcom, Digi and U Mobile, 

respectively. 

 

On 31 August 2016, the MCMC announced the respective fees for the reallocation of spectrum in the 900 MHz 

and 1,800 MHz bands. The spectrum reallocation fees would be charged according to bundles of 2 x 5MHz in 

both the 900 MHz and 1,800 MHz bands. 

 

Based on the announced fees, it is estimated that Malaysia’s four major telcos will have to pay the government 

more than RM 6.3 billion in spectrum fees over the course of 15 years. The total fee payable by each telco would 

depend on the total amount of spectrum that each telco is allocated, with an upfront fee of RM500 million to 

RM800 million and an annual maintenance fee ranging between RM40 million to RM70 million. This new 

spectrum assignment will be valid for 15 years, with implementation set to take place on 1 July 2017. 
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The large spectrum fee will clearly impact each of the affected telcos’ financials. In order to prevent the cost of 

spectrum assignment from trickling down to the subscribers, the MCMC has imposed a further requirement that 

the said telcos must offer subscription packages that are cheaper than what is currently being offered to their 

subscribers. 

 

Establishment of the 1st Special Cyber Court  

 

On 1 September 2016, Malaysia launched its first ever Special Cyber Court, based within the Kuala Lumpur Court 

Complex. The purpose of this initiative is to provide the judicial system with sufficient and adequate means of 

handling cybercrime offences, such as hacking, online fraud/scamming, botnet attacks, online defamation, 

sedition and harassment, web-defacement, theft of online information, cyber gambling and pornography, etc.  

 

The Special Cyber Court will deploy specially trained judges to hear cases relating to cybercrime and other 

computer related civil matters. The Special Cyber Court is expected to function in the same way as other special 

courts such as those that are already in place to deal with intellectual property, corruption, environmental issues, 

as well as anti-profiteering matters.  

 

The Special Cyber Court is already in operation and is currently hearing cases related to cybercrime only. Its 

ambit will ultimately extend to civil and tort related matters as well, as per the Practice Direction No.5 of 2016 

issued by the Chief Registrar of the Federal Court of Malaysia. The first judge to sit in the Special Cyber Court is 

Tuan Zaman bin Mohamad Noor. 

 

Owing to the high rates of cybercrime in other Malaysian States, subsequent phases will see the establishment of 

similar Special Cyber Courts in Selangor and Johor as well, with each of the remaining States following suit within 

the next few years. 

 

Interestingly, in the same statement that was released regarding the establishment of the Special Cyber Court, it 

was also stated that the Government would be setting up a special investigative team to assist the state 

authorities in tracing slanderous and seditious statements that are made on social media and on the Internet. 

These two statements, when read in conjunction, suggest that the growing prevalence of online anti-government 

sentiments is one of the key drivers behind the establishment of the Special Cyber Court.  

 

Issuance of Fatwas against Pokémon Go  

 

There has been some uncertainty surrounding the treatment of the wildly popular mobile app game, Pokémon 

Go, under Islamic Law. It has been reported by certain sources that Saudi Arabia’s top clerics have issued a 

fatwa stating that the Pokémon Go game violates Islamic prohibitions against gambling, uses devious Masonic-

like symbols and promotes "forbidden images". A fatwa is a legal opinion or learned interpretation on a particular 

issue relating to Islamic law. However, the Saudi Arabian authorities have denied issuing such a fatwa.  

 

Closer to home, a fatwa has been issued by the Mufti in the Federal Territories, providing that all Muslims living in 

the Federal Territories are prohibited from playing Pokémon Go. In Malaysia, a fatwa is legally binding. Any 

Muslim who disobeys the direction of the Mufti can be fined up to RM3,000 or jailed for up to 2 years, or both, 

under the Syariah Criminal Offences (Federal Territories) Act 1997. Certain fatwa councils from other States, 

such as Penang and Kedah, have also followed suit in declaring that the game is ‘haram’ (forbidden). 
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On a related note, the MCMC has issued general security guidelines for the public, urging Pokémon users to be 

constantly aware of their surroundings and the sensitivities of local communities when playing the game. The 

guidelines cover issues such as protection of private information, fraud, trespass and safety. 

 

INDONESIA 

 

Overview of key TMT developments in Indonesia 

 

In the third quarter of 2016, Indonesia has seen a number of developments in the technology, media, and 

telecommunication sector, most of which are further developments to the events of the first and second quarter of 

2016. 

 

The Indonesian Government continues to signal its intended treatment of foreign over-the-top service providers 

(“Foreign OTTs”), especially its intent to collect taxes from the Foreign OTTs for their Indonesia-based revenues. 

This would be achieved administratively by calling upon the Foreign OTTs to create a permanent establishment in 

Indonesia.  Google Asia is among the Foreign OTTs that have been targeted by the Government for unpaid taxes 

on Indonesia-based revenues.  

 

The Government is also continuing with its plan to introduce network sharing among telecommunication network 

providers, aiming to achieve efficiency in more remote areas where demand for telecommunication services is not 

as high compared to the more congested regions. Furthermore, as a follow-up to the policy introduced last year, 

the Indonesian Government is continuing with its plan to impose higher domestic component levels for 4G LTE 

devices. 

 

In the banking and financial services sector, the Financial Services Authority (“OJK”) and Bank Indonesia (“BI”) 

are introducing several initiatives, including allowing commercial banks to lease out their information technology 

infrastructures and floating the idea of implementing a regulatory sandbox for financial technology start-ups. 

 

Treatment of Foreign OTTs 

 

The Indonesian Government has been aggressively pursuing its objective of increasing tax collection from 

Foreign OTTs. While no regulation to this effect has been enacted as yet, the Ministry of Communication and 

Information Technology (“MOCIT”) has issued a circular letter alerting and putting Foreign OTTs on notice of such 

an intention, among others, by requiring Foreign OTTs to set up a permanent establishment in Indonesia, which 

would administratively enable the tax authorities to collect taxes on their Indonesia-based revenues. 

 

With regard to MOCIT’s tax initiative, Google Asia (headquartered in Singapore) is currently under the glare of the 

Indonesian tax authorities’ spotlight – the Indonesian media has reported that Google Asia presently owes 

approximately USD 418 million in unpaid taxes for revenues generated from its Indonesia based transactions in 

2015. Considering that Google Asia does not operate in Indonesia, the Tax Authority has (over-zealously) 

attempted to hold Google’s Indonesia entity, Google Indonesia, accountable for Google Asia’s alleged unpaid 

taxes. In response, Google Indonesia has officially rebutted this statement by saying that they have complied with 

Indonesia’s tax laws ever since they had commenced operations in Indonesia in 2011. 
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We further understand from media reports that the Indonesian tax authorities have also reviewed the tax 

compliance of other Internet giants, such as Facebook, Twitter, and Yahoo, as well. 

 

Telecommunication Network Sharing 

 

The Indonesian Government has moved forward with its plan to revise Government Regulation No. 52 of 2000 on 

Telecommunication Implementation in order to clarify the terms for telecommunication network sharing. Network 

or telecommunication infrastructure sharing is intended to achieve greater efficiency with respect to the 

operations of the various telecommunication operators – the economies of scale can be translated into lower 

costs for consumers. However, not all telecommunication operators have been entirely supportive of the initiative 

and several have publicly voiced their opposition to the proposed amendments.  

 

In the most recent version of the draft Regulation, telecommunication operators would be obligated, under certain 

specified circumstances, to provide other telecommunication operators and/or telecommunication service 

providers with access to its network infrastructure. The circumstances include: (i) if there is a statutory restriction 

as to the construction of telecommunication infrastructure in a certain area; (ii) where similar network 

infrastructures are being constructed within the same area; or (iii) where similar network capacity is available in 

the same route. These proposed changes are likely to promote greater efficiency in the telecommunications 

sector, especially in remote areas where the demand for telecommunication services is not as high as those in 

more populated regions. 

 

Domestic Component Level Requirement for 4G LTE Devices 

 

Last year, MOCIT introduced the domestic component level requirement for all 4G LTE devices, which required 

all 4G LTE devices in Indonesia to consist of a certain percentage of domestically sourced parts.  

 

For subscriber stations (i.e. mobile devices) the current policy requires a domestic component level of 20%, which 

will be increased to 30% early next year. With regard to base stations, which are the telecommunications 

infrastructure that generates the 4G LTE network, the required domestic component level is 30% this year, and 

will be increased to 40% next year. Fulfilling the domestic component level is mandatory in order for the 4G LTE 

device to be legally distributed in Indonesia. This increase in the domestic component level requirement would 

clearly entail a high incurrence of compliance costs for businesses supplying 4G LTE devices to Indonesia, as 

such devices that are intended for sale and distribution into the Indonesian market may have to be separately 

developed and manufactured. 

 

Commercial Banks to be Allowed to Lease Out Information Technology Infrastructure  

 

In response to the latest spate of technological developments in the financial sector, the OJK has announced its 

intention to update the regulation on information technology management risk by commercial banks. This 

regulation was previously under the purview of BI. 

 

Under the to-be-issued updated regulation, commercial banks will be able to lease out their information 

technology infrastructure, such as data centres, data recovery centres and certain telecommunication networks to 
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other banks and even to financial companies other than banks. However, the prior approval of the OJK must be 

secured in order to enter into such a lease arrangement. 

 

The OJK’s proposal has been greeted positively by the banking sector in general, noting that the ability to enter 

into such lease arrangements would likely provide benefits to both the lessor and lessee – the lessor would earn 

fee-based revenues, while the lessee would be able to reduce short-term operational costs without delaying their 

pace of business expansion. 

 

Regulatory Sandbox for Fintech Start-Ups 

 

The OJK, together with BI, is in the process of setting up a regulatory sandbox for Fintech start-ups, in which such 

start-ups would be able to test any newly developed payment service technologies that they intend to offer to 

consumers under Government supervision.  

 

This regulatory sandbox is set to be launched in the last quarter of 2016. BI will regulate Fintech companies that 

are offering banking services, while the OJK will regulate those offering lending, capital market, and non-bank 

financial services, such as peer-to-peer lending products and crowd-funding, both of which have seen noticeable 

growth in Indonesia in 2016. 

 

Fintech has yet to be comprehensively regulated in Indonesia and the current regulatory framework has been 

described by many commentators as severely lagging behind the development curve of financial technologies, 

thus ultimately leading to a confused and uncertain regulatory environment for businesses operating in this 

sector. 

 

THAILAND 

 

Amendments to the Trademark Act 1991 

 

The latest amendments to Thailand’s Trademark Act came into force on 28 July 2016. The main issues 

addressed in these amendments include the addition of a new type of registrable mark, namely a ‘sound mark’, 

as well as provisions relating to the international trademark registration system under the Madrid Protocol (issued 

in preparation for Thailand’s accession to the Madrid Protocol). The Department of Intellectual Property is also 

currently working on the creation of subsidiary rules and regulations setting out in detail the relevant registration 

process for international registration under the Madrid Protocol. 

 

Under the revised Trademark Act, a sound mark will be considered distinctive if (i) it is not directly descriptive of 

the characteristics of the product for which it is registered; (ii) it is not a natural sound of such product; and (iii) it is 

not a sound resulting from the function or operation of the product. To date, however, there are no regulations 

providing details on the application process for such sound marks. It is therefore unclear, for example, how sound 

marks are to be recorded and submitted for registration.  

 

Examples of other amendments under the new Trademark Act include permitting a single application for multiple 

classes of goods/services, permitting expired marks to be renewed during a grace period of six months after the 
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expiration date by paying an additional 20% on top of the official renewal fee, and increasing the official fees for 

the filing of trademark applications, oppositions, appeals and renewals. 

 

National E-Payment Master Plan – PromptPay 

  

Thailand’s ‘PromptPay’ system, also known as the ‘Any ID’ system, was officially introduced in July 2016. The 

system allows a fund transfer to be made to or from a bank account using the Thai ID card number or mobile 

phone number of the account owner (instead of a bank account number). A Thai national can choose to register 

his/her ID card number or mobile phone number with one bank account held with any commercial bank in 

Thailand.  

 

PromptPay has been implemented under phase 1 of the National e-Payment Master Plan, which was first initiated 

by the Thai government in 2015. The main objective of the Master Plan is to develop an integrated e-payment 

infrastructure for fund transfers and payment systems for both public and private sector entities. In particular, the 

infrastructure is intended to be used as the main (and probably the only) channel through which tax and social 

security disbursement payments will be made by the government (i.e., the e-tax system and e-social welfare 

system, respectively). Ultimately, the government envisions Thailand to be a ‘cashless society’ where purchases 

of goods and services are made by credit cards, electronic fund transfers, or any other methods under the Master 

Plan, with the usage of cash or cheques to be phased out entirely. There are several other phases of the Master 

Plan to watch out for, including the card acceptance expansion project (phase 2), the adoption of an e-tax system 

(phase 3), the adoption of a government e-social welfare system (phase 4), and a project to educate the public on 

the e-payment system (phase 5). 

 

VIETNAM 

 

Decree on Cyber Information Security Services and Products 

 

The Vietnamese Government issued Decree No. 108/2016/ND-CP on 1 July 2016 governing cyber information 

security services and products ("Decree 108"), and which serves to provide guidance on the implementation of 

the Law on Cyber Information Security (2015), the Law on Investment (2015) and the Law on Enterprises (2015). 

Per Decree 108, a business licence from the Ministry of Information and Communications (”MIC”) is required in 

order for enterprises to engage in the provision of information security products and services. This business 

licence has a validity of 10 years.
1
 

 

Cyber information security products as defined in Decree 108 include: 

 

 Information security risk evaluation products – which are hardware or software applications designed to 

scan, monitor and analyze configurations, status and data logs, as well as to detect and identify 

vulnerabilities and make information security risk assessments; 

 

                                                                    
1 Decree 108, Article 5 
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 Information security monitoring products – which are hardware or software applications designed to 

monitor and analyze electronic data; collect and analyze real-time data logs; detect and give warning of 

potential risks or events that may threaten the information security of a computer system; and 

 

 Instruction detection and prevention products – which are hardware or software applications designed 

to help defend computer systems from cyber-attacks. 

 

Cyber information security services as defined in Decree 108 include: 

 

 Information security monitoring services provided to monitor and analyze electronic information, to 

collect and analyze real-time data logs, to detect and warn of potential risks or events that may 

threaten information security; 

 

 Intrusion detection and prevention services provided to monitor, collect and analyze real-time activities 

on the system or network in order to detect and prevent malicious activities targeted at the network or 

system; 

 

 Information security consulting services including the advising, testing, assessment, design and 

execution of information security solutions; 

 

 Incident response services provided to adopt appropriate measures to promptly remedy information 

security incidents; 

 

 Data recovery services provided to salvage data that has been damaged or deleted; 

 

 Information security risk evaluation services provided to scan, monitor and analyze the configuration, 

status and data logs, detect and identify vulnerabilities and make information security risk 

assessments. 

 

 Information confidentiality services (without civil cryptography) provided to ensure the confidentiality of 

user information without utilising civil cryptography. 

 

Enterprises which provide information security products and services are required to obtain a business license 

within 6 months after 1 July 2016 (the effective date of this Decree 108).
2
 In order to be granted a Decree 108 

business license, enterprises must be aligned with the overall national cyber information strategy, have necessary 

measures in place to ensure the protection of customer data, and must possess the requisite standard of 

technical capabilities.
3
 

 

In addition, under Decree 108, the importation of the following cyber information security products will be subject 

to a further import licence: 

 

 Information security risk evaluation products; 

                                                                    
2 Decree 108, Article 12.1 
3 Decree 108, Article 6 
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 Information security monitoring products; and 

 

 Instruction detection and prevention products. 

 

It is expected that the MIC shall compile a list of licensed information security imports in the near future. 

 

Decree on the Sale and Provision of Civil Cryptography Products and Services and the 

Exportation or Importation of Civil Cryptography Products 

 

On 1 July 2016, to guide the implementation of the Law on Cyber Information Security (2015), the Government 

issued Decree No. 58/2016/ND-CP on the sale and provision of civil cryptography products and services and the 

exportation or importation of civil cryptography products ("Decree 58"). This Decree took effect from 1 July 2016, 

replacing Decree No. 73/ 2007/ND-CP dated 8 May 2007 in the regulation of the research, manufacture, sale and 

use of cryptographic items for securing information other than governmental secrets. 

 

Accordingly, the new Decree 58 provides a new List of Civil Cryptography Products and Services, and List of Civil 

Cryptography Products Exported and Imported under License. 

 

Decree 58 also provides specific requirements for the granting of a business licence for civil cryptography 

products and services. For example, to obtain a licence for trading in civil cryptography products and services, the 

enterprise has to, amongst other requirements, employ at least 2 technicians who possess university-level or 

higher qualifications in electronics and telecommunications, information technology, mathematics or information 

security. Moreover, the managerial personnel of the enterprise must have graduated with university-level of 

higher qualifications in electronics and telecommunications, information technology, mathematics, information 

security or any other discipline with a training certificate in information security.
4
 

 

Revocation of Domain Names that Infringe upon IP Rights 

 

The Ministry of Information and Communications, together with the Ministry of Science and Technology issued 

Joint Circular No. 14/2016/TTLT-BTTTT-BKHCN on 8 June 2016, which deals with the amendment and recovery 

of domain names which breach the law of intellectual property. This Joint Circular came into effect on 27 July 

2016. 

 

The remedies of a forcible transfer, return or revocation of “.vn” domain names that infringe upon another party’s 

intellectual property rights shall be considered and applied in the following cases: 

 

 The domain name is identical or confusingly similar to the protected intellectual property subject matter 

and contents posted on the website under that domain name infringe said intellectual property rights; 

 

 The domain name is used to post information that infringes upon another party’s intellectual property 

rights. 

 

                                                                    
4 Decree 68, Articles 3 and 4 
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Registration of Cellular Network Information Service Providers 

 

On 26 June 2016, MIC issued Circular No. 17/2016/TT-BTTTT. The Circular, which came into effect on 12 August 

2016, sets out in detail the procedures for registration to provide information services via mobile terrestrial 

telecommunications networks within the territory of Vietnam. The Circular also deals with the rights and 

responsibilities of organizations and enterprises providing cellular information services and other mobile service 

enterprises. In addition, the Circular further requires that the enterprise providing the information service in 

question must first obtain from MIC a Certificate of Registration for the Provision of Cellular Information Services. 

Under this Circular, the provision of cellular information services refers to the establishment and use of suitable 

applications and instruments, and the connection to mobile enterprises to provide information for users, via the 

following services: 

 

 Toll free service – a call service through terrestrial mobile networks used by agencies, organizations, or 

companies to provide information services. The telecommunications service charge imposed on the 

service users would be covered by the agency, organization, or company providing the information 

through the service; 

 

 Premium service – a call service through terrestrial mobile networks used by agencies, organizations, 

or companies to provide information services. Service users are charge an extra fee in addition to the 

telecommunications service charge for the provision of their requested information; 

 

 Short message service (SMS); and 

 

 Other services provided through cellular networks. 

 

CAMBODIA 

 

Cambodia to Push through its New Era of Telecommunications Sector 

 

On 11 August 2016, the Ministry of Posts and Telecommunications of Cambodia (“MPTC”) officially launched the 

approved Action Plan for the Implementation of Policy on Telecommunications and ICT (“T-ICT Policy”). Based 

on this Action Plan, the MPTC has set up its schedule for various actions to be implemented from 2016 to 2020, 

as reproduced in the following table: 

 

Target Years Actions 

2016 - Preparation of the Draft Sub-Decree on the Radio Frequency Management; 
- Preparation of the Legal Framework on the Digital Signature; 

2016-2017 - Preparation of the Policies for Broadband and Universal Service Obligation; 
- Setting up Fund for Research, Development and Innovation in T-ICT Sector; 
- Encouraging  Infrastructure Sharing; 
- Updating the National Telecommunications Numbering Plan; 

2016-2018 - Management of Scarce Resources; 
- Participation in the drafting of Law on Cyber Crime with the Ministries of Interior and 

Justice; 
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- Participation in the drafting of Law on E-Commerce with the Ministry of Commerce; 
- Enhancing the National Information Infrastructure; 
- Building the National Data Center; 
- Establishing National Standard for T-ICT Sector; 
- Establishing a common e-Government Technical Framework; 

2016-2020 - Preparation of Legal Framework on ICT; 
- Promoting the Investment on Sub-Marine Cable and Satellite; 
- Capacity development in Internet Address Resources Management; 
- Developing T-ICT Glossary in Khmer Language; 
- Promoting the Productions and the Use of Assistive Technology for People with 

Disabilities; 
- Establishing ICT Literacy Framework; 
- Establishing the International Standard T-ICT Certificate Examination Center; 
- Establishing Public Private Partnership Mechanism in response to the threat on T-ICT 

Security; 
- Establishing ICT Licensing Regime; 
- Establishing ICT Industry Parks; 
- Establishing National  Database System; 

2017-2018 - Preparation of the Policy of Radio Frequency; 
- Speeding up the Digitalization of Broadcasting (the Analogue Switch Off); 
- Preparing the Plan on Physical and Common Infrastructure in Telecommunications; 
- Building and Expanding Domestic and International Internet Exchange Points, 

especially between Cambodia and ASEAN; 

2017-2020 - Development of Broadband Infrastructure; 
- Promoting Localization of ICT Contents and Application; 
- Establishing National Technical Framework on T-ICT Security; 
- Establishing National Public Key Infrastructure. 

 

Key infrastructure Issues Highlighted during MPTC Workshop 

 

On 16 August 2016, the MPTC organized a workshop on Telecommunications Infrastructure Sharing in order to 

carry out the aforementioned Action Plan for the implementation of T-ICT Policy. In attendance were the 

representatives of the Ministry of Land Management, Urban Planning and Construction, the Ministry of Health, the 

Municipality Hall, the Electricity Authority of Cambodia and various telecommunications operators.  

 

During the workshop, the state representatives expressed their concerns and highlighted the urgent need for 

critical general public infrastructures in Cambodia such as electricity, road and telecommunications 

infrastructures. In addition, some telecommunications operators raised the need for the sharing of 

telecommunications infrastructures, for both fixed and mobile telecommunications. The MPTC stated that the 

General Department of Post and Telecommunications should work with the relevant government authorities and 

industry members to establish and implement a pilot project on the construction of common infrastructures in 

Phnom Penh. This project would then be expanded to include other main cities such as Siem Reap, Battambang 

and Kampong Cham. Furthermore, the MPTC also pronounced during the workshop that it would work with the 

relevant parties to implement Articles 34 and 35 of Law on Telecommunications, which deal with the 

establishment of a sub-decree on common infrastructures. 
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Universal Service Obligation (“USO”) and Capacity Building Research and Development 

(“CBRD”)  

 

Following the workshop on 16 August 2016 (the contents of where have been discussed above), the MPTC 

reemphasized the need for Cambodia to develop fixed and mobile broadband infrastructures during a second 

workshop on 21 September 2016, which pertained to the Broadband Development and USO in Cambodia. The 

second workshop was entitled, “Towards a Connected Cambodia”. In that workshop, representatives from the 

Ministry of Information and Communications of Vietnam and the US Agency for International Development were 

invited to share their thoughts and experiences on the management of the proposed USO and CBRD funds.  

 

Under the Law on Telecommunications, all telecommunications operators shall make two types of contribution in 

the amount equivalent to 2% and 1% of their gross revenue respectively into the USO Fund and CBRD Fund. 

While the full scope and application of the USO and CBRD funds have not been fully finalised, the discussions at 

a further MPTC workshop held on 6 October 2016 seemed to suggest that the first draft Sub-decrees on these 

topics should be available for public consultation within the year. 

 

THE PHILIPPINES 

 

Creation of National Privacy Commission 

 

4 years after the enactment of the Philippines’ Data Privacy Act (“DPA”), in March 2016, then-President Benigno 

Aquino III finally appointed the 3 members of the data protection regulator, the National Privacy Commission 

(“NPC”). The appointment formally creates the NPC, which is mandated to implement the provisions of the DPA. 

In turn, the NPC is vested with a broad range of powers, including the authority to investigate matters relating to 

personal data breaches, receive complaints in relation thereto, and impose fines and penalties on erring personal 

data controllers or processors.  The NPC has also been tasked to promulgate the implementing rules and 

regulations of the DPA. 

 

Following several public consultations, the National Privacy Commission (“NPC”) fulfilled its task of promulgating 

the implementing rules and regulations (“IRR”) of the DPA on 24 August 2016.  The IRR fills in the operational 

details of the DPA and provides further guidance on data privacy principles, the rights of the data subject, security 

measures to protect personal data, and procedures for the lawful processing of personal data and data breach 

notification. The IRR took effect on 9 September 2016, 15 days after its publication. 

 

Grave Cybersecurity Threat in the Philippines 

 

On 27 March 2016, a massive data breach took place in the Philippines when hacktivist group Anonymous 

Philippines hacked the Commission on Election’s (“COMELEC”) website.  The COMELEC website was defaced 

with the text: "What happens when the electoral process is so mired with questions and controversies? Can the 

government still guarantee that the sovereignty of the people is upheld?”. On the same day, another group of 

hackers known as “Lulzsec Pilipinas” posted the COMELEC’s entire database, which includes the information on 

55 million voters in the country, on Facebook and other mirror sites.  
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An individual suspect for the COMELEC hacking was arrested by the National Bureau of Investigation (“NBI”) on 

20 April 2016.  Both the NBI and the NPC are currently investigating the leak of the COMELEC database.  

Despite the database leak, the national elections were still successfully carried out on 9 May 2016. 

 

The Philippines enacts Closed Caption Law  

 

Republic Act No. 10905, better known as the “Closed Caption Law” lapsed into law on 21 July 2016; although it is 

not yet enforceable until the law has been formally published.  The key objective of the law is to provide hearing-

impaired persons access to news, entertainment, and information. 

 

The Closed Caption Law requires all franchise holders or operators of television stations and television program 

producers to provide a closed caption option in the broadcast of their programs, including newscast, news 

programs, and pre-scripted programs.  The law, however, provides exemptions for: (a) public service 

announcements shorter than 10 minutes, (b) programs shown in the early morning hours from 1:00AM to 6:00AM, 

(c) programs that are primarily textual in nature, and (d) when compliance would be economically burdensome. 

 

Violation of the Closed Caption Law is penalized with a fine of not less than P50,000 but not more than P100,000 

or by imprisonment of not less than 6 months but not more than 1 year, or both.,  

 

REST OF ASIA-PACIFIC 
 

AUSTRALIA  

 

Consultation on Regulatory Sandbox Licensing Exemption for Fintech Startups 

 

The Australian Securities & Investments Commission ("ASIC") on 8 June 2016 released a consultation paper on 

proposed further measures to facilitate innovation in financial services, including a regulatory sandbox licensing 

exemption. Through these measures, ASIC aims to address barriers to innovation faced by new FinTech 

businesses seeking to enter the financial services market. In particular, through the regulatory sandbox 

exemption, ASIC proposes to implement a limited industry-wide Australian financial services licensing exemption 

to allow startups to test certain financial services for six months. The exemption would allow some FinTech 

businesses to commence testing of certain product offerings in the absence of detailed assessment by ASIC 

 

PEOPLE’S REPUBLIC OF CHINA  

 

China issues second draft of Cybersecurity Law 

 

On 5 July 2016, China’s National People’s Congress Standing Committee published the second draft of the 

Cybersecurity Law of the People’s Republic of China, following the Standing Committee’s second reading of the 

same on 27 June 2016. The draft law, part of a recent slew of cybersecurity-related laws promulgated by the 

Chinese government, is part of the Chinese government’s active and aggressive efforts to exert a greater degree 

of security and control over its cyber domain, while expecting full compliance in this regard from businesses 

operating in China.  
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The draft law notably imposes potentially onerous obligations on “Network Operators” and “Critical Information 

Infrastructure Operators”, including requirements to implement a stringent level of internal cybersecurity 

measures, as well as obligations to provide cooperation and assistance to state authorities in the course of an 

undefined array of state investigations. The lack of clarity in defining key terms within the draft law poses a high 

degree of commercial risk to businesses operating in China, as practically any business that has a technological 

presence in China may be caught within the ambit of the draft law, including companies that merely operate a 

website within China.  

 

For further information on the draft Cybersecurity Law, please refer to our Client Update here. 

 

HONG KONG 

 

Hong Kong looks to boost Fintech growth 

 

On 6 September 2016, Hong Kong’s central bank, the Hong Kong Monetary Authority (“HKMA”), announced a 

series of policy measures that are aimed at stimulating growth and development in the Fintech arena. These 

policies are in line with similar initiatives that have been recently launched by the other Asian regulators, such as 

the Monetary Authority of Singapore, and represent a bid by Hong Kong to compete to be Asia’s leading Fintech 

hub.  

 

The first initiative announced by the HKMA is the inception of a Fintech Innovation Hub, launched in collaboration 

with the Applied Science and Technology Research Institute. The Hub will provide both big and small Fintech 

companies with access to all necessary system and support resources to develop and test new financial 

technologies and services. The HKMA would be able to monitor the works-in-progress and potentially allocate 

additional resources to technologies which bear greater promise. The second measure is the creation of a 

regulatory ‘sandbox’ which allows banks and Fintech startups to trial technologies in a controlled real-world 

environment on a pilot basis, without being subject to the full extent of financial regulations, thus enabling the 

collection of valuable real-world user data and consumer feedback prior to product launch. 

 

INDIA 

 

TRAI Issues Consultation Paper on Cloud Computing 

 

On 10 June 2016, the Telecom Regulatory Authority of India (“TRAI”) released a Consultation Paper on Cloud 

Computing, following an earlier letter from the Department of Telecom seeking TRAI’s recommendations on the 

regulation of cloud-based services in the country. Through the consultation paper, TRAI intends to obtain industry 

feedback and engage stakeholders on the key issues raised by the Department of Telecom. In particular, the 

consultation paper covers issues such as: (a) the extent of regulation which needs to be implemented to ensure 

the security of the cloud services provided; (b) the approach to be taken to ensure cloud interoperability and the 

quality of the cloud service provided; and (c) the appropriate legal and regulatory framework which should be 

implemented (e.g. whether licences or registrations should be issued to cloud service providers). The consultation 

has since closed on 19 September 2016, and it remains to be seen which approach TRAI will ultimately choose to 

take in respect of the regulation of cloud services in India.   

 

http://eoasis.rajahtann.com/eoasis/gn/at.asp?pdf=../lu/pdf/2016-10-Cybersecurity-Law.pdf&module=LU&topic=LU001068&sec=b
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Net Neutrality Debates Intensify in India  

 

The topic of net neutrality has been keenly monitored by the regulators in India in recent years. Previously, in May 

2015, India’s Department of Telecom published a report on net neutrality, where it “unhesitatingly recommended” 

that the core principles of net neutrality be adhered to. Subsequently, TRAI issued a landmark ruling in February 

2016, where it banned differential pricing (and also effectively banning zero-rating platforms such as Facebook’s 

Free Basics program) for being in violation of the principles of net neutrality. TRAI has since followed this up by 

releasing a pre-consultation paper on net neutrality on 30 May 2016, in order to formulate a comprehensive policy 

on the issue and assess whether regulatory intervention in the area is required. While there have been no further 

updates as yet, one would expect that TRAI is in the process of carefully considering the feedback in order to 

strike a delicate balance between the numerous competing interests in this topic of net neutrality.  

 

REST OF THE WORLD 
 

EUROPEAN UNION 

 

EU-US Privacy Shield 

 

The much talked EU-US Privacy Shield came into effect on 1 August 2016, with many companies applying to be 

put under the privacy shield system after completing their self-certification since then. 

 

Officially adopted by the European Commission on 12 July 2016, the EU-US Privacy Shield replaces the EU-US 

Safe Harbour Regime that was invalidated by the Court of Justice of the European Union nearly a year ago on 6 

October 2015. Further details of the Privacy Shield can be found in our previous Client Update here. 

 

With the EU no longer recognising the EU-US Safe Harbour regime as a valid means of effecting transatlantic 

data transfers, companies that used to operate under that regime must now apply to be listed on the privacy 

shield list. Companies in the US that are interested in signing up for the privacy shield can do so with the US 

Department of Commerce at www.privacyshield.gov. 

 

BEREC Issues Guidelines On EU Net Neutrality 

 

On 30 August 2016, the Body of European Regulators for Electronic Communications (“BEREC”) issued their 

guidelines for net neutrality (the “Guidelines”). The Guidelines can be found here. 

 

Directed at national regulatory authorities (“NRAs”), the Guidelines provide comprehensive guidance on each 

NRA’s obligation to implement the EU’s net neutrality regulation and seek to ensure a “consistent application” of 

EU’s net neutrality rules by the various NRAs and consequently, achieve “regulatory certainty” for all parties 

concerned. As indicated by BEREC, such obligations include the obligations to monitor and enforce the net 

neutrality rules to “safeguard equal and non-discriminatory treatment of traffic in the provision of internet access 

services and related end-user rights”. 

 

Notably, while issued as a set of recommendations to the NRAs, the tone of the Guidelines is pitched at a fairly 

strong level – the Guidelines state that NRAs are required to take “utmost account of the Guidelines”. 

http://eoasis.rajahtann.com/eoasis/gn/at.asp?pdf=../lu/pdf/2016-02-Privacy-Shield.pdf&module=LU&topic=LU001002&sec=b
http://www.privacyshield.gov/
http://berec.europa.eu/eng/document_register/subject_matter/berec/regulatory_best_practices/guidelines/6160-berec-guidelines-on-the-implementation-by-national-regulators-of-european-net-neutrality-rules
http://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32015R2120&from=en
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EU launches Connectivity Package - Seeks to regulate OTT 

 

As part of the overall data protection reform in the EU in line with its “Digital Single Market Strategy”, the 

European Commission has adopted a set of proposals for the legislative reforms of its telecommunications laws, 

with the aim of ensuring the availability of and accessibility to high speed broad bands and general connectivity 

across the EU by 2025. 

 

One key reform lies in the proposal for a new overarching European Electronic Communications Code (“ECC”) 

that will bring together a number of existing EU directives into one single piece of legislation. The relevant 

Directives that will be impacted are as follows: (1) the Framework Directive; (2) the Access Directive; (3) the 

Authorisation Directive; and (4) the Universal Service Directive. 

 

Importantly, the proposed ECC will regulate OTT services, such as Skype and Whatsapp, by distinguishing 

between OTT services that require the use of telephone numbers and those that do not. OTT services which use 

telephone numbers will be regulated to the same degree as traditional telecommunication service providers, 

whereas OTT services which are number independent will be subject only to regulatory obligations as may be 

required by public policy interests. 

 

The proposals will now proceed to be reviewed for legislative approval, with the European Commission targeting 

to adopt the amendments by the end of 2017. 

 

UNITED KINGDOM 

  

Financial Conduct Authority Issues Guidelines On Cloud Computing 

 

In July 2016, the FCA issued its finalised guidance on IT outsourcing services, closing off a set of guidelines 

which was first introduced as a draft in November 2015. A copy of the finalised guidelines can be found here. 

 

With the issuance of this finalised guidance, which applies to companies regulated by the FCA, much sought 

clarity has been provided as to the permissibility of using IT outsourcing services, particularly the services of 

“cloud computing”. In this regard, the FCA states that it “see[s] no fundamental reason why cloud services 

(including public cloud services) cannot be implemented, with appropriate consideration, in a manner that 

complies with [their] rules.” 

 

The FCA also provides a useful set of guidelines regarding the factors that companies should consider to ensure 

regulatory compliance when deciding to engage an IT service provider, as well as the expectations that the FCA 

has regarding the companies’ responsibilities. Importantly, the finalised guidance makes it unequivocal that it is 

the companies engaging the IT service provider, and not the IT service provider, that remains ultimately 

responsible and liable for the compliance with any regulatory obligations. 

 

UK Government Introduces Digital Economy Bill 

 

On 13 September 2016, the Digital Economy Bill was given its second reading in the UK House of Commons. 

 

https://www.fca.org.uk/publication/finalised-guidance/fg16-5.pdf
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The Bill, which was first introduced and read in the House of Commons on 5 July 2016, will constitute a new 

Digital Economy Act if passed. Amongst other things, the Bill aims to do the following: 

 

(a) Improve accessibility and connectivity across the UK by giving consumers a legal right to request and 

receive broad band of a minimum speed; 

 

(b) Reform the existing Electronic Communications Code to create an infrastructure that is appropriately 

conducive for a digital economy; 

 

(c) Widen the scope of the Ofcom’s regulatory powers to penalise communication service providers who 

have their communication services disrupted; 

 

(d) Implement technological solutions as a means to provide better public services; and 

 

(e) Provide better protection for children against online pornography and individuals from unsolicited 

communications by implementing age verification requirements for online pornographers (with civil 

penalties for breach) and stepping up its enforcement of direct marketing laws respectively. 

 

More details on the Bill can be found here. 

 

UNITED STATES 

 

Business Email Scams Caused Losses of US$3.1 Billion over the Past 3 Years 

 

The US Federal Bureau of Investigation ("FBI"), through the Internet Crime Complaint Center ("IC3"), has issued 

a warning about the serious nature of Business Email Scams and the resulting costs and impacts to businesses. 

A Business Email Scam refers to a sophisticated scam targeting businesses working with foreign suppliers and/or 

businesses that regularly perform wire transfer payments. The scam is carried out via the compromising of 

legitimate business e-mail accounts, through social engineering or computer intrusion techniques, to execute 

unauthorized transfers of funds. Between October 2013 and May 2016, there were a total of 22,143 victims of 

such scams worldwide, with a combined dollar loss of around US$3.1 Billion.   

 

Federal Communications Commission ("FCC") to Vote on Broadband Consumer Privacy 

Proposal 

 

The FCC’s Open Internet Order has reclassified Broadband Internet access service as a telecommunications 

service. The Communications Act requires telecommunications carriers to protect the privacy of their customers’ 

information. As such, on 6 October, FCC Chairman Tom Wheeler circulated to his fellow Commissioners a 

proposed Order to give consumers increased choice over how their Internet Service Provider ("ISP") uses and 

shares their personal data. The proposal includes a notification requirement in the event of reportable data 

breaches suffered by ISPs. This proposal reflects extensive public comments received in response to the 

comprehensive proposal adopted by the FCC in March, including input from the Federal Trade Commission. The 

full FCC will vote on the proposed Order at the FCC’s Open Meeting on 27 October 2016. 

 

https://www.gov.uk/government/collections/digital-economy-bill-2016
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Conclusion 
 

This wraps up our quick-hitting look at the various interesting and exciting TMT issues that have arisen after the 

first three quarters of 2016. We are happy to have been able to provide this summary for you, and we hope that 

you have found this overview useful. We look forward to getting in touch with you again in the final quarter of 

2016 where we will continue to keep you updated on the important developments in the TMT sphere. 
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Please feel free to also contact Knowledge and Risk Management at eOASIS@rajahtann.com 

 
ASEAN Economic Community Portal 

The launch of the ASEAN Economic Community (“AEC”) in December 2015, businesses looking to tap the opportunities 
presented by the integrated markets of the AEC can now get help a click away. Rajah & Tann Asia, United Overseas Bank and 
RSM Chio Lim Stone Forest, have teamed up to launch “Business in ASEAN”, a portal that provides companies with a single 
platform that helps businesses navigate the complexities of setting up operations in ASEAN. 
 
By tapping into the professional knowledge and resources of the three organisations through this portal, small- and medium-
sized enterprises across the 10-member economic grouping can equip themselves with the tools and know-how to navigate 
ASEAN’s business landscape. Of particular interest to businesses is the "Ask a Question" feature of the portal which enables 
companies to pose questions to the three organisations which have an extensive network in the region. The portal can be 
accessed at http://www.businessinasean.com. 

mailto:que.vu@rajahtannlct.com
mailto:tmtlaw@rajahtann.com
mailto:eOASIS@rajahtann.com
http://www.businessinasean.com/
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Our Regional Contacts 

  
Rajah & Tann Singapore LLP 

T  +65 6535 3600   

F  +65 6225 9630 

sg.rajahtannasia.com 

 

 
Christopher & Lee Ong 

T  +60 3 2273 1919    

F  +60 3 2273 8310 

www.christopherleeong.com  

   

 
R&T Sok & Heng Law Office 

T  +855 23 963 112 / 113    

F  +855 23 963 116 

kh.rajahtannasia.com 

 
 

Rajah & Tann NK Legal Myanmar Company Limited 

T  +95 9 73040763 / +95 1 657902 / +95 1 657903 

F  +95 1 9665537 

mm.rajahtannasia.com 

   

 
Rajah & Tann Singapore LLP 

Shanghai Representative Office 

T  +86 21 6120 8818    

F  +86 21 6120 8820 

cn.rajahtannasia.com 

   With Effect from 1 January 2017: 

 
Gatmaytan Yap Patacsil Gutierrez & Protacio (C&G Law)  

T  +632 894 0377 to 79 / +632 894 4931 to 32 / +632 552 1977 

F  +632 552 1978 

www.cagatlaw.com 

 

 
Assegaf Hamzah & Partners 

 

Jakarta Office 

T  +62 21 2555 7800    

F  +62 21 2555 7899 

 

Surabaya Office 

T  +62 31 5116 4550    

F  +62 31 5116 4560 

www.ahp.co.id 
* Assegaf Hamzah & Partners is an independent law firm in 
Indonesia and a member of the Rajah & Tann Asia 
network. 

  

 

 
R&T Asia (Thailand) Limited 

T  +66 2 656 1991    

F  +66 2 656 0833 

th.rajahtannasia.com 

 

 
Rajah & Tann LCT Lawyers 

 

Ho Chi Minh City Office 

T  +84 8 3821 2382 / +84 8 3821 2673    

F  +84 8 3520 8206 

 

Hanoi Office 

T  +84 4 3267 6127    

F  +84 4 3267 6128 

www.rajahtannlct.com 

  

 
Rajah & Tann (Laos) Sole Co., Ltd. 

T  +856 21 454 239    

F  +856 21 285 261 

la.rajahtannasia.com 
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Our Regional Presence 

 

 
 

Rajah & Tann Singapore LLP is one of the largest full service law firms in Singapore, providing high quality advice to an impressive list of clients.  
We place strong emphasis on promptness, accessibility and reliability in dealing with clients. At the same time, the firm strives towards a practical 
yet creative approach in dealing with business and commercial problems. As the Singapore member firm of the Lex Mundi Network, we are able to 
offer access to excellent legal expertise in more than 100 countries.  
 
Rajah & Tann Singapore LLP is part of Rajah & Tann Asia, a network of local law firms in Singapore, Cambodia, China, Indonesia, Lao PDR, 
Malaysia, Myanmar, the Philippines (wef 1 January 2017), Thailand and Vietnam. Our Asian network also includes regional desks focused on 
Japan and South Asia.    
 
The contents of this Update are owned by Rajah & Tann Singapore LLP and subject to copyright protection under the laws of Singapore and, 
through international treaties, other countries. No part of this Update may be reproduced, licensed, sold, published, transmitted, modified, 
adapted, publicly displayed, broadcast (including storage in any medium by electronic means whether or not transiently for any purpose save as 
permitted herein) without the prior written permission of Rajah & Tann Singapore LLP. 
 
Please note also that whilst the information in this Update is correct to the best of our knowledge and belief at the time of writing, it is only intended 
to provide a general guide to the subject matter and should not be treated as a substitute for specific professional advice for any particular course 
of action as such information may not suit your specific business and operational requirements. It is to your advantage to seek legal advice for 
your specific situation. In this regard, you may call the lawyer you normally deal with in Rajah & Tann Singapore LLP or e-mail Knowledge & Risk 
Management at eOASIS@rajahtann.com. 

(wef 1 January 2017) 


