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PRC Enacts Cyber Security Law  

Introduction  
 

The state of data and cyber regulations in the People’s Republic of China (“PRC”) has been the subject of much 

attention, particularly since the announcement of the impending Cyber Security Law. The Cyber Security Law has 

gone through a number of stages of development. We previously released a report on the second draft of the law 

(the “Second Draft”), which discusses its key obligations, and can be accessed here. 

 

Since then, the PRC’s highest legislative authority, the National People’s Congress Standing Committee, officially 

enacted the Cyber Security Law of the People’s Republic of China (中华人民共和国网络安全法) (the “Cyber 

Security Law”) on 7 November 2016 following a third and final round of amendments. The Cyber Security Law 

will come into effect on 1 June 2017. 

 

This article looks at the changes that have been made to the final Cyber Security Law since the second draft, and 

the potential impact of these changes. 

 

Key Obligations and Notable Changes 
 

The Cyber Security Law broadly contains three notable categories of obligations that would present a potential 

risk to businesses operating in the PRC technology sphere. The obligations set out in the Second Draft continue 

to be present in the final version of the Cyber Security Law. The three sets of obligations are: 

 

(i) Technology equipment restrictions (Article 22) 

 

(ii) Obligations imposed on Network Operators (Articles 21, 28 – 29, 40 – 50) 

 

(iii) Obligations imposed on Critical Information Infrastructure Operators (Articles 31 – 39) 

 

Technology equipment restrictions  

 

The technology equipment restrictions were preserved from the Second Draft to the final version of the Cyber 

Security Law without any substantive changes. Article 22 requires that “critical network equipment” and 

“specialised network security products” be inspected and certified by a state authority for compliance with 

government-issued standards of security and reliability before such products and equipment will be allowed to 

enter the PRC market.  

 

Given that the enacted Cyber Security Law retained the technology equipment restrictions in Article 22, the 

concerns expressed by foreign businesses – that the technology equipment restrictions would entail high 

compliance costs, thereby creating an indirect form of protectionism in favour of Chinese technology companies.– 

would continue to be relevant.  

 

http://eoasis.rajahtann.com/eoasis/gn/at.asp?pdf=../lu/pdf/2016-10-Cybersecurity-Law.pdf&module=LU&topic=LU001068&sec=b
https://www.linkedin.com/company/rajah-&-tann
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Obligations imposed on Network Operators 

 

The term “Network Operator” continues to lack a clear definition in the enacted Cyber Security Law. As such, any 

business that has a presence on the Internet, including any company that merely operates a website which is 

hosted on a server located in the PRC or is accessed by users located within the PRC, may potentially be subject 

to the obligations imposed on Network Operators under the Cyber Security Law. 

 

As was previously noted, the Cyber Security Law imposes two broad sets of obligations on Network Operators. 

These obligations remain substantively unchanged between the Second Draft and the Cyber Security Law as 

enacted. The first set of obligations requires Network Operators to provide technical support and assistance to 

public security bureaus and national security authorities in the course of their investigations (Article 28).  

 

The second set of data security obligations imposed on Network Operators relates to the collection, storage and 

usage of user information by the Network Operators (Articles 40 - 49). While the substantive obligations imposed 

under the Cyber Security Law in this respect remain unchanged from the Second Draft, Network Operators 

should note that the user information that must be protected is no longer limited to users who are PRC citizens 

(as was the case in the Second Draft), and would now extend to information of users who are foreign nationals as 

well. 

 

Special notice should be taken of the fact that, under the enacted Cyber Security Law, the severity of the 

penalties to be imposed on Network Operators for a breach of this second set of data protection obligations has 

been increased. The upper limit for a fine to be imposed on an offending Network Operator has been increased 

from CNY 500,000 to CNY 1,000,000. Further, the penalties are no longer limited to the Network Operator entity – 

individuals directly responsible for the breach may now also be fined up to CNY 100,000. 

 

Obligations imposed on Critical Information Infrastructure Operators   

 

As was previously highlighted, the Cyber Security Law imposes on “Critical Information Infrastructure Operators" 

(“CIIOs”) significantly more onerous data security obligations as compared to regular Network Operators. These 

obligations largely involve the establishment and maintenance of a high level of data security measures, as well 

as the obligation to store personal information and other important business data within the geographical 

boundaries of the PRC.  

 

It is of note that the Cyber Security Law provides a slightly greater degree of clarity as to the types of networks 

that would be classified as CIIOs compared to the Second Draft. The Cyber Security Law now elaborates that 

critical information infrastructures belong to “important sectors and areas such as public telecommunications and 

information services, energy, transportation, irrigation, finance, public services, e-government, etc.”. However, the 

scope of critical information infrastructure continues to be fairly broad, by generically including information 

infrastructures that may be greatly harmful to national security, social welfare and public interests in the event of 

system damage, system dysfunction or data leakage. 

 

The relevant state department, known as the Cyberspace Administration of China ("CAC"), has also provided 

further insight into how the authorities would define the scope of the category of CIIOs, setting out a three-step 

process by which it would define "critical information infrastructure" – (i) identification of critical businesses, (ii) 

identifying information systems that are essential to the functioning of those businesses, and (iii) identifying the 
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degree to which an attack on those information systems would have a harmful effect on public interests. The CAC 

further elaborated on the foregoing by noting that the following would likely be viewed to be critical information 

infrastructure – (i) websites that have over one million average daily visitors, (ii) websites or information systems 

that would affect the life and work of over one million people if breached, and (iii) websites or information systems 

that would result in at least CNY 10,000,000 in direct economic losses if breached. 

 

Other notable changes 

 

Overall, the Cyber Security Law was enacted without many major amendments from its previous draft iterations. 

Aside from the changes that have been discussed above, another notable amendment would be the amendment 

to the definition of “personal information” in Article 73. The first two drafts of the law defined "personal information" 

by reference to PRC citizens. The Cyber Security Law eliminates this reference, meaning that provisions in the 

Cyber Security Law addressing personal information will apply to PRC citizens and foreign nationals alike.  

 

The Cyber Security Law also contains the addition of Article 46, which criminalises the establishment of websites 

or utilisation of networks to commit fraud, disseminate criminal methods, produce or sell prohibited goods, or 

facilitate other unlawful and criminal activities.  

 

Finally, a new Article 67 criminalises the establishment of websites or newsgroups for use in committing unlawful 

or criminal activities or for use in the online dissemination of information connected to committing unlawful or 

criminal activities. 

 

Concluding Words 
 

The obligations established under the Cyber Security Law are wide ranging and bear a potentially serious impact 

on businesses, given the operational changes and costs necessary for compliance. A slew of feedback and 

questions was received since the initial announcement of the Cyber Security Law regarding its proposed scope 

and implications. After multiple rounds of amendments, the enactment of the final version of the Cyber Security 

Law offers some measure of certainty for the industry players. 

  

However, even though the Cyber Security Law has been formally and officially enacted, the true impact of the 

Cyber Security Law may not be determined with full certainty until the detailed implementing regulations have 

been issued by the relevant government authorities and the relevant government and judicial authorities have 

enforced and interpreted its legislative provisions.  

 
For further questions, please feel free to contact our team below.  
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Contacts 

   

     

  
 

Benjamin Cheong 
Partner 
Rajah & Tann Singapore LLP  
 
D (65) 6232 0738 
F (65) 6428 2233 
 
benjamin.cheong@rajahtann.com    
 

 

 

Linda Qiao 
Senior International Counsel 
Rajah & Tann Singapore LLP 
Shanghai Representative 
Office 
 
D (86) 21 6120 8818 
F (86) 21 6120 8820 
 
linda.qiao@rajahtann.com 

 

   

   
 

Please feel free to also contact Knowledge and Risk Management at eOASIS@rajahtann.com 

 
ASEAN Economic Community Portal 

The launch of the ASEAN Economic Community (“AEC”) in December 2015, businesses looking to tap the opportunities 
presented by the integrated markets of the AEC can now get help a click away. Rajah & Tann Asia, United Overseas Bank and 
RSM Chio Lim Stone Forest, have teamed up to launch “Business in ASEAN”, a portal that provides companies with a single 
platform that helps businesses navigate the complexities of setting up operations in ASEAN. 
 
By tapping into the professional knowledge and resources of the three organisations through this portal, small- and medium-
sized enterprises across the 10-member economic grouping can equip themselves with the tools and know-how to navigate 
ASEAN’s business landscape. Of particular interest to businesses is the "Ask a Question" feature of the portal which enables 
companies to pose questions to the three organisations which have an extensive network in the region. The portal can be 
accessed at http://www.businessinasean.com. 

mailto:benjamin.cheong@rajahtann.com
mailto:linda.qiao@rajahtann.com
mailto:eOASIS@rajahtann.com
http://www.businessinasean.com/
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Our Regional Contacts 

  
Rajah & Tann Singapore LLP 

T  +65 6535 3600   

F  +65 6225 9630 

sg.rajahtannasia.com 

 

 
Christopher & Lee Ong 

T  +60 3 2273 1919    

F  +60 3 2273 8310 

www.christopherleeong.com  

   

 
R&T Sok & Heng Law Office 

T  +855 23 963 112 / 113    

F  +855 23 963 116 

kh.rajahtannasia.com 

 
 

Rajah & Tann NK Legal Myanmar Company Limited 

T  +95 9 73040763 / +95 1 657902 / +95 1 657903 

F  +95 1 9665537 

mm.rajahtannasia.com 

   

 
Rajah & Tann Singapore LLP 

Shanghai Representative Office 

T  +86 21 6120 8818    

F  +86 21 6120 8820 

cn.rajahtannasia.com 

   With Effect from 1 January 2017: 

 
Gatmaytan Yap Patacsil Gutierrez & Protacio (C&G Law)  

T  +632 894 0377 to 79 / +632 894 4931 to 32 / +632 552 1977 

F  +632 552 1978 

www.cagatlaw.com 

 

 
Assegaf Hamzah & Partners 

 

Jakarta Office 

T  +62 21 2555 7800    

F  +62 21 2555 7899 

 

Surabaya Office 

T  +62 31 5116 4550    

F  +62 31 5116 4560 

www.ahp.co.id 
* Assegaf Hamzah & Partners is an independent law firm in 
Indonesia and a member of the Rajah & Tann Asia 
network. 

  

 

 
R&T Asia (Thailand) Limited 

T  +66 2 656 1991    

F  +66 2 656 0833 

th.rajahtannasia.com 

 

 
Rajah & Tann LCT Lawyers 

 

Ho Chi Minh City Office 

T  +84 8 3821 2382 / +84 8 3821 2673    

F  +84 8 3520 8206 

 

Hanoi Office 

T  +84 4 3267 6127    

F  +84 4 3267 6128 

www.rajahtannlct.com 

  

 
Rajah & Tann (Laos) Sole Co., Ltd. 

T  +856 21 454 239    

F  +856 21 285 261 

la.rajahtannasia.com 
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Our Regional Presence 

 

 
 

Rajah & Tann Singapore LLP is one of the largest full service law firms in Singapore, providing high quality advice to an impressive list of clients.  
We place strong emphasis on promptness, accessibility and reliability in dealing with clients. At the same time, the firm strives towards a practical 
yet creative approach in dealing with business and commercial problems. As the Singapore member firm of the Lex Mundi Network, we are able to 
offer access to excellent legal expertise in more than 100 countries.  
 
Rajah & Tann Singapore LLP is part of Rajah & Tann Asia, a network of local law firms in Singapore, Cambodia, China, Indonesia, Lao PDR, 
Malaysia, Myanmar, the Philippines (wef 1 January 2017), Thailand and Vietnam. Our Asian network also includes regional desks focused on 
Japan and South Asia.    
 
The contents of this Update are owned by Rajah & Tann Singapore LLP and subject to copyright protection under the laws of Singapore and, 
through international treaties, other countries. No part of this Update may be reproduced, licensed, sold, published, transmitted, modified, 
adapted, publicly displayed, broadcast (including storage in any medium by electronic means whether or not transiently for any purpose save as 
permitted herein) without the prior written permission of Rajah & Tann Singapore LLP. 
 
Please note also that whilst the information in this Update is correct to the best of our knowledge and belief at the time of writing, it is only intended 
to provide a general guide to the subject matter and should not be treated as a substitute for specific professional advice for any particular course 
of action as such information may not suit your specific business and operational requirements. It is to your advantage to seek legal advice for 
your specific situation. In this regard, you may call the lawyer you normally deal with in Rajah & Tann Singapore LLP or e-mail Knowledge & Risk 
Management at eOASIS@rajahtann.com. 

(wef 1 January 2017) 


