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Technology, Media and 
Telecommunications Quarterly 
Regional Update: Halftime Highlights 
 

Introduction 
 
We are now well into 2016 and as expected it has been a very eventful past six months in the technology, 
media and telecommunications (“TMT”) space. Issues surrounding financial technology have made the 
news in the past few months, with many regional governments and financial institutions becoming active 
in this area in a bid to keep up with changing commercial realities. Another issue that is increasingly 
under scrutiny are the various crowd-sourcing services that are becoming more popular in recent times. 
Private car hire, ride sharing/carpooling, short term home rentals, and peer to peer lending are all 
examples of how the increasing proliferation of internet access has created new challenges for regulators. 
 
As always, we are excited to provide you with this update summarizing these key developments, and 
more, in ASEAN and further afield. Just like our previous update, these updates have been prepared by 
our TMT practitioners in the Rajah & Tann network, spanning eight countries in the ASEAN region. If 
you or your business partners wish to find out more about any of the updates here, do not hesitate to 
reach out to any of our offices in the region. Without further ado, here are your updates. 
 
 

ASEAN 
 

SINGAPORE 
 
FinTech Regulatory Sandbox 
 
The MAS has published a consultation paper on 6 June 2016 on the proposed regulatory sandbox 
approach for FinTech testing. The regulatory sandbox approach indicates that the MAS is willing to try 
new ideas in order to meet the needs of the MAS, traditional financial institutions (“FIs”), and 
consumers. The aim of this regulatory sandbox is to give FIs more confidence to experiment and launch 
their innovative products or services within controlled boundaries, within which the consequences of 
failure can be contained. If you wish to find out more, do check out our full client update at this link: 
http://eoasis.rajahtann.com/eOASIS/gn/at2.asp?pdf=/lu/pdf/2016-06-Regulatory-
Sandbox.pdf&module=LU&topic=LU001031&sec=b&guid=EA9581B1-B23B-4CAB-9098-
32D6DCB6E4B4  
 
Singapore’s First FinTech Festival 
 
Keeping in line with its focus on financial technology, Singapore‟s first FinTech Festival will be held from 
14 to 18 November 2016, jointly organised by the Monetary Authority of Singapore (“MAS”) and 
Association of Banks in Singapore (“ABS”). The festival will comprise 3 elements: i) “Global FinTech 
Hackcelerator”, ii) the MAS FinTech Awards, as well as iii) various conferences and events. This will build 
on and showcase latest challenges faced and solutions developed by FinTech players, including entities 
which may have already tapped on the commitment by MAS in 2015 for FinTech growth through the 
Financial Sector Technology & Innovation (“FSTI”) scheme last year. 
 
  

http://eoasis.rajahtann.com/eOASIS/gn/at2.asp?pdf=/lu/pdf/2016-06-Regulatory-Sandbox.pdf&module=LU&topic=LU001031&sec=b&guid=EA9581B1-B23B-4CAB-9098-32D6DCB6E4B4&email_add=benjamin.mui@rajahtann.com
http://eoasis.rajahtann.com/eOASIS/gn/at2.asp?pdf=/lu/pdf/2016-06-Regulatory-Sandbox.pdf&module=LU&topic=LU001031&sec=b&guid=EA9581B1-B23B-4CAB-9098-32D6DCB6E4B4&email_add=benjamin.mui@rajahtann.com
http://eoasis.rajahtann.com/eOASIS/gn/at2.asp?pdf=/lu/pdf/2016-06-Regulatory-Sandbox.pdf&module=LU&topic=LU001031&sec=b&guid=EA9581B1-B23B-4CAB-9098-32D6DCB6E4B4&email_add=benjamin.mui@rajahtann.com
https://www.linkedin.com/company/rajah-&-tann
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PDPC Report on Enforcement Actions 
 
On 21 April 2016, the Personal Data Protection Commission (“PDPC”) released details of enforcement 
actions it has taken against organisations for breach of the Personal Data Protection Act (“PDPA”) since 
the PDPA came into force on 2 July 2014. In particular, the report highlighted 11 instances of 
enforcement actions taken by the PDPC. The infringements generally involved unauthorised disclosures 
of personal data and failure to implement adequate security measures to protect personal data. The PDPC 
provided summaries of instances when it issued penalties, ranging from warnings to a fine of S$50,000. 
 
PDPC Advisory Guidelines on Enforcement of the Data Protection Provisions 
 
On 21 April 2016, the PDPC issued an additional set of advisory guidelines relating to the enforcement of 
the data protection obligations in the PDPA. These guidelines complement the PDPC‟s existing set of 
published advisory guidelines, and deal with issues relating to the PDPC‟s enforcement of the PDPA. 
Issues that are discussed in the Guidelines include how the PDPC will address, investigate, and resolve 
complaints of data protection breaches that it receives, the directions and penalties the PDPC can impose 
following the conclusion of an investigation, as well as the rights of review and appeal available to parties 
who are aggrieved by a decision of the PDPC. 
 
Standalone Cybersecurity Bill 
 
A standalone Cybersecurity Bill will be tabled in Parliament next year to keep pace with the evolving 
cybersecurity landscape in Singapore and beyond. This was revealed by Dr Yaacob Ibrahim, Minister for 
Communications and Information, at the Committee of Supply Debate on 11 April 2016. The new Bill will 
ensure that the operators of Singapore‟s critical information infrastructure (“CII”) take proactive steps to 
secure such CIIs and report incidents of cybersecurity breaches. It will empower the Cyber Security 
Agency to manage cyber incidents and raise the standards of cybersecurity providers. As such, all 
businesses (not just CII) are recommended to adopt a cybersecurity-by-design approach to their 
operations. 
 
Decision on Short Term Home Rentals Deferred 
 
The Urban Redevelopment Authority (“URA”) of Singapore held a public consultation exercise between 
January to April 2015 to gather views on the issue of short term property rentals, which is becoming an 
increasingly lucrative but as yet unregulated market in Singapore. It is currently not legal to lease a 
private home for less than six months in Singapore, but this has not prevented short-term rentals from 
being listed on popular websites such as Airbnb and Roomorama. The URA noted that the results of the 
public consultation were mixed, with arguments for and against relaxing the current controls on 
subletting. The URA has said that it will take more time to study the issue and that the status quo shall 
remain in the meantime. 
 
Regulations Enacted for Private Car Hire Services 
 
The Singapore government announced on 12 April 2016 that it will implement measures to regulate 
private drivers operating chauffeur services. These services have become popular in Singapore, largely 
due to the growth of companies such as Uber and Grab. The enactment of these rules by the Singapore 
parliament follows shortly after the completion of a six month review of the issue by the Singapore 
government. Compared to the short term home rental market, the private car hire services market 
appears to have received more urgent regulatory scrutiny, with the rules for private car hire services to 
come into effect as early as the first half of 2017. Moving forward, private car hirers now need to be 
licensed, having to pass a course to do so.  They will also be subject to medical tests and background 
checks.  
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MALAYSIA 
 
Issuance of Compounding Regulations Pursuant to the Personal Data Protection Act 2010 
 
On 15 March 2016, the Commissioner issued the Personal Data Protection (Compounding of Offences) 
Regulations 2016 (the "Compounding Regulations"). The Compounding Regulations provides a list of 
offences which are prescribed to be “compoundable offences”. For offences which are compoundable, the 
Commissioner may offer data users an opportunity to pay a monetary penalty (which penalty can be up to 
half of the maximum fine stipulated in the Personal Data Protection Act 2010 (“PDPA 2010”) within the 
time period stipulated in the offer. If no payment is received within the stipulated period, prosecution for 
the offence will be instituted against the data user.   
 
It is important to note that only some and not all offences under the PDPA 2010 and its regulations are 
compoundable. 
 
The issuance of the Compounding Regulations points to the focus of the Commissioner and the Personal 
Data Protection Department (“PDP Department”) moving to the next phase of implementation of the 
PDPA 2010, namely investigation and enforcement. Most data users would favour the use of compounds 
as it is likely to significantly reduce the penalties for non-compliance with the PDPA 2010, as well as save 
both the prosecution‟s and alleged offender‟s time and costs, as parties would be spared the time and 
expense of court proceedings.   
 
The First Schedule of the Regulations sets out a list of compoundable offences, which includes certain 
offences committed under the PDPA 2010 (e.g. contravention of any of the personal data protection 
principles); the Personal Data Protection Regulations 2013 (e.g. failure to comply with the data security, 
retention or integrity standards prescribed by the Commissioner); and the Personal Data Protection 
(Registration of Data User) Regulations 2013 (e.g. failure to display or renew the certificate of registration 
or update the PDP Department of any changes to the particulars in the certificate). 
 
Malaysia to Step Up Cyber Security Measures in Capital Market and National Defence 
Sectors 
 
On 21 March 2016, the Securities Commission Malaysia (“SC”) published a consultation paper seeking 
public feedback on the proposed regulatory framework relating to the management of cyber security risk 
by capital market participants. The SC recognises that with the increased dependency on information 
technology and internet connectivity, there is a need to put in place cyber security policies and procedures 
to safeguard and protect the confidentiality, integrity and availability of information systems used by 
capital market participants. Sound management of cyber security risk has been identified as a critical 
component to further strengthen the resilience of the Malaysian capital markets.  
 
Towards this objective, the SC intends to introduce regulatory requirements to guide the capital market 
participants to achieve a certain state of cyber security resilience. The SC recommends that the board of 
directors of capital market participants set a clear direction and give adequate priority in their respective 
board‟s agenda for the effective management of cyber security risk and require their senior management 
to develop and implement appropriate cyber security frameworks (which includes policies, procedures, 
awareness programmes and risk reporting mechanisms) throughout their organisations.  
 
The consultation paper sets out some recommendations on the steps to be taken and the minimum 
requirements that should be addressed in cyber security frameworks, which include prevention, detection 
and recovery measures. Capital market participants are advised to remain vigilant at all times. The SC 
expects to finalise the regulatory framework by Q2 of 2016 and once it is finalised, all capital market 
participants will be given up to Q1 of 2018 to ensure full compliance with the regulatory framework. 
 
On the defence front, the Deputy Defence Minister Datuk Seri Mohd Johari Baharum, during his keynote 
address at the Cyber Security Conference in conjunction with the 15th Defence Services Asia Exhibition 
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and Conference on 20 April 2016, proposed a three-pronged approach to enhance cyber security in 
Malaysia. 
 
The three-pronged approach consists of: 
 

(i) Reorientation of the design philosophy of the Information Communications Technology 
(“ICT”) systems, in particular focusing on cyber defence systems to ensure all computing 
systems reflect uniform reliance;  
 

(ii) Establishment of inter-disciplinary centres, specifically on the need to connect academia, 
the private sector, national laboratories and the government in sharing information and 
offering innovative and creative solutions; and 

 
(iii) Getting the military defence and security community to provide “leadership by example” 

and “provide support to the national and global efforts in meeting cyber security challenges 
to the defence and security domains”. 

 
The above announcement was made in response to the rising threat of cyber-attacks in Malaysia. Cyber 
Security Malaysia (a government agency tasked with being Malaysia‟s Cyber Security Reference and 
Specialist Centre) reported that 11,900 cyber security related cases were recorded in 2015, as compared to 
only 1,038 cases recorded in 2007, and this may lead to some legislative reforms to bolster and/or to 
introduce new legislation that deals with cyber security threats to Malaysia‟s critical information 
infrastructure 
 
Land Public Transport Commission to Regulate Ride-Sharing and Taxi-Booking Apps by 
Q4 of 2016 
 
Following an endorsement by the Special Economic Committee chaired by the Prime Minister of 
Malaysia, ride-sharing and taxi-booking apps such as Uber and Grab may be subject to a new regulatory 
framework to be introduced by the Land Public Transport Commission (“SPAD”) by Q4 of 2016. This 
proposal was made in response to the rising tide of a new form of competition introduced by these third 
party ride-sharing and taxi-booking apps and complaints filed by the incumbent taxi companies.  
 
Although no draft of the regulatory framework has yet been circulated, it is understood that for the 
conventional taxi industry, a profit-sharing concept or guaranteed percentage of the day‟s income for the 
taxi drivers will be introduced. Private car drivers would be required to obtain a public service vehicle 
license and register themselves with SPAD for vetting purposes, before they are allowed to offer their 
services. Private car drivers are also required to send their vehicles for annual inspections and take up 
passenger insurance coverage, much like what taxi drivers are currently required to do.  
 
It is also understood that these third party ride-sharing and taxi-booking companies may be subject to 
local taxation laws when the regulatory framework is introduced, as the government has realised that 
there is a potentially massive outflow of the Ringgit due to the widespread use of these booking apps.  
 
Several laws, such as the Land Public Transport Act 2010, Road Transport Act 1987 and Communications 
and Multimedia Act 1998, will need to be amended to facilitate these new changes. The Amendment Bills 
may be tabled in Parliament during its sitting in October 2016, and “if everything goes well, a new dawn 
of taxi industry may begin end of the year,” said the SPAD chairman. 
 
Spectrum Reallocation in the Telecommunications Industry  
 
On 27 January 2016, the Prime Minister of Malaysia, Dato Sri Mohd Najib bin Razak, during the Budget 
2016 recalibration, announced that spectrum for the telecommunications industry will be reallocated in a 
move to optimize revenue. Following that announcement, the Malaysian Communications and 
Multimedia Commission (“MCMC”) announced on 1 February 2016 that the 900 MHz and 1,800 MHz 
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frequency bands will be reallocated among the four major telecommunication operators, namely Maxis, 
Celcom, Digi and U Mobile for a fee for 15 years.  
 
The MCMC explained that the four operators were chosen because they already have sufficient 
infrastructure to expand on to increase competition in the industry. The MCMC also explained that the 
reallocation will provide more certainty on the length of time these four operators will have to use this 
spectrum and ensure that this spectrum will be used in the most efficient manner. All affected operators 
are required to start migrating from their existing apparatus assignments to the new spectrum 
assignments with full migration and implementation to be completed by 1 July 2017. As a result of the 
reallocation exercise, Celcom and Maxis will see their existing spectrum being reduced while Digi and U 
Mobile will benefit from getting additional spectrum. 
 
Regulating Peer-to-Peer Lending  
 
As part of the SC‟s continued effort to nurture and facilitate market-based innovation in FinTech, it has 
recently introduced a new regulatory framework to facilitate peer-to-peer (“P2P”) lending in Malaysia. 
P2P lending facilitates the raising of funds by businesses or companies from both retail and sophisticated 
investors through an online platform. Individuals are not allowed to seek personal financing via a P2P 
lending platform.  
 
With the introduction of this new regulatory framework, investors may now use P2P lending platforms to 
buy securities in the form of an investment note or Islamic investment note, which are issued by 
businesses or companies. Once purchased, the issuer of the investment note or Islamic investment note 
will be obliged to pay the investors over a period of time, with interest or profits. 
 
There is no limit imposed by the SC in relation to the amount of funds an issuer may raise on a P2P 
lending platform. An issuer is allowed to keep the funds raised provided that it must have at least raised 
80% of its targeted amount. There is also no investment limit imposed on sophisticated and angel 
investors. Operators interested in operating a P2P platform may submit their application to the SC from 2 
May 2016 to 1 July 2016. All P2P lending operators must be locally incorporated and have a minimum 
paid-up capital of RM5 million. 
 
A P2P lending operator must, amongst others, carry out a due diligence and a risk assessment exercise on 
the issuer; ensure that there is an efficient and transparent risk scoring system in place; monitor and 
ensure compliance with its rules; ensure that the issuer‟s disclosure document is verified for accuracy; 
have in place processes to monitor anti-money laundering requirements; manage any default by issuers; 
as well as carry out investor education programmes. 
 

INDONESIA 
 
Overview of Key TMT Developments in Indonesia 
 
Indonesia has seen developments in the TMT space in the first quarter of 2016.  The Minister of 
Communication and Informatics (“MOCI”) has taken actions to regulate a number of technology 
business sectors, such as app-based transportation services and over-the-top services (“OTT Services”).  
In broadcasting, the MOCI is also implementing measures to transform the television era from analog to 
digital broadcasting by issuing a new regulation to allow digital television providers to test their services. 
  
In the telecommunications sector, the MOCI intends to further regulate telecommunication infrastructure 
sharing in order to support telecommunication businesses in Indonesia, specifically by regulating Multi-
Operator Core Network (“MOCN”) sharing.  The Indonesian Government is contemplating banning 
several violent games, which was sparked by a petition of the Indonesia Child Protection Commission 
(“KPAI”). 
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Regulation of Mobile Application Based Transportation Services 
 
As a response to the large-scale protests by taxi drivers in late March of this year, the Indonesian 
government has issued Minister of Transportation Regulation No. PM 32 of 2016 on Unscheduled Public 
Transportation Services (“App-Based Transportation Regulation”), which addresses several 
matters, including, among others, the different types of unscheduled public transportation service, rights 
and obligations of public transportation companies, and the role of app-based transportation service 
providers in providing transportation services. 
 
A noted highlight of the App-Based Transportation Regulation is the requirement for app-based 
transportation services to collaborate with public transportation companies in order to carry out their 
operations.  If the app-based transportation services providers refuse to do so, they are required to obtain 
the necessary licence and satisfy the requirements to be treated as a public transportation company.   
 
For more information regarding the App-Based Transportation Regulation, please see 
http://www.ahp.co.id/client-update-26-april-2016. 
 
Increased Regulatory Scrutiny of OTT Services 
 
With the issuance of Minister of Communication and Informatics Circular Letter No. 3 of 2016 on 
Provision of Content and/or Application Services over the Internet (“Over the Top Services” or “OTT 
Services”) on 31 March 2016, and the subsequent circulation for public consultation on 29 April 2016 of 
a draft regulation by the MOCI regarding the same matter, OTT Services, especially those provided by 
foreign entities such as Facebook, Twitter, and WhatsApp, will no longer enjoy relatively lax legal regime 
and will be imposed with several obligations and requirements. 
  
Specifically, foreign OTT Services will be required to have permanent establishments in Indonesia and to 
register with the Indonesian Telecommunication Regulating Body (Badan Regulasi Telekomunikasi 
Indonesia). With this requirement in place, revenue generated by the OTT Services onshore in Indonesia 
will be subject to Indonesian tax.  The OTT Services will also be subject to other local laws and 
regulations, including anti-trust, consumer protection, advertising, and transportation. 
 
For more information on the circular letter, please see http://www.ahp.co.id/client-update-01-april-
2016. 
 
Digital Television Era in Indonesia 
 
On 18 April 2016, the Minister of Communication and Informatics Regulation No. 5 of 2016 on Trial Test 
of Telecommunication, Informatics and Broadcasting Technology (“Test Regulation”) was enacted to 
allow new digital television providers to conduct trial tests of their services.  These trial tests were 
previously put on hold awaiting a formal decree from the MOCI in order to commence. 
 
The move to implement digital television in Indonesia has been hampered following the judicial review in 
2015 of the Broadcasting Law, which governs digital television, and the subsequent decision of the 
Jakarta Administrative Court for the immediate suspension of any issuance of digital television and 
multiplexing broadcasting licenses in early 2015.  Aside from the trial testing, further measures to 
transform analog television into digital television in Indonesia are still pending an amendment to 
Indonesia‟s broadcasting law, in order to avoid any future conflicts.   
 
Telecommunication Infrastructure Sharing 
 
As a response to the huge demand and the resulting high investment cost in telecommunication 
infrastructure in Indonesia, the MOCI intends to regulate telecommunication infrastructure sharing in 
Indonesia.  At the moment, the draft of this regulation is being discussed by the MOCI.  The MOCI claims 
that the regulation will adopt the active infrastructure sharing method known as MOCN, which will allow 
2 or more operators to share core networks.      

http://www.ahp.co.id/client-update-26-april-2016
http://www.ahp.co.id/client-update-01-april-2016
http://www.ahp.co.id/client-update-01-april-2016
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This regulation is expected to help telecommunication providers to reduce both their capital and 
operational expenses.  However the enactment of this draft regulation will have to follow the completion 
of necessary revisions to Government Regulation No. 53 of 2000 0n the Utilization of Radio Spectrum 
Frequency and Satellite Orbit, in order for the telecommunication infrastructure sharing framework to 
stand on a stronger legal foundation, to provide clarity and avoid any false allegation on what constitutes 
infrastructure/network sharing and spectrum sharing. 
 
Initiative to Block Online Games 
 
The KPAI is urging the Indonesian government to completely block certain online games that promote 
violent content, such as World of Warcraft, Grand Theft Auto, and Call of Duty, which they argue is a vital 
measure to protect children nationwide, who are presently accessing the internet to play these online 
games. 
 
This initiative followed from the walkout by the KPAI from the discussion on the draft MOCI Regulation 
on Classification of Electronic Interactive Games (“Rating Draft Regulation”) during which the KPAI 
disagreed with the view of MOCI, by insisting that young children and teenagers should not be exposed to 
any violent content. The KPAI also disapproved of the self-rating system that will be implemented by the 
Rating Draft Regulation. 

 

THAILAND 
 
Draft Data Protection Bill 
 
On 6 January 2015, Thailand‟s Cabinet approved the draft Data Protection Bill (“Bill”). The Bill mainly 
regulates the collection of  personal data, and provides that data may only be collected by a data controller 
for a lawful purpose directly related to the activities of the data controller, and that individuals would 
need to be informed of the collection of personal data prior to or during such collection. The Bill has been 
widely criticised for not providing a clear distinction between a data controller and a data processor, 
which may result in those collecting, using, or disclosing personal data on behalf of a data controller (e.g., 
internet providers and web hosting service provider) potentially sharing the same liabilities as the data 
controller. Given the considerable criticism, the exact date for the passing of the Bill has not yet been set.  
 
4G Auction, the Turning Point of Thailand’s Digital Economy  
 
Fourth-generation technology is set to transform Thailand‟s digital economy after the first auction of the 
1800 MHz and the imminent re-auction of the 900MHz license. In November 2015, True Corporation 
(“True”) won the bid for the 1800 MHz licence (for THB 39.79 billion), and AIS successfully bid for the 
second licence for THB 40.99 billion.  In December 2015, True and broadband operator Jasmine 
International (“Jas”) were the surprise winners of a second auction for two 4G spectrum licenses,  valued 
at THB 151.95 billion ($4.2 billion), comprising  THB 76.3 billion from True and THB 75.65 billion from 
Jas.  Jas subsequently failed to make the first payment for the 4G spectrum, resulting in a proposed re-
auction of the other license of the 900 MHz on 27 May 2016.   It is understood that an AIS subsidiary, 
Advanced Wireless Network, would be the only bidder at this auction.  
 
Single Gateway Content Censorship 
 
With the conclusion of the 4G auctions, and the anticipated fast network roll outs, Thai demand for 
digital content is expected to increase as the mobile and portable offerings increase in 2016. However, 
this trend may be constrained if the Thai government implements the so-called “Single Gateway” to 
control internet access and censor the content.  With this plan, the government may instruct several 
websites protesting against its ideas and plans to shut down, and curb certain inappropriate content 
including lèse-majesté. Although the authorities have mentioned that the single gateway plan would be 
abolished due to several protests against it, activists are afraid that it could always be revived unless a 
clear, formal commitment is made to abandon it. 
 



Asia  
 
 
CLIENT UPDATE 
2016 JUNE 

TECHNOLOGY, MEDIA, AND TELECOMMUNICATIONS 

 

© Rajah & Tann Singapore LLP 8 

Online Censorship via the Computer Crimes Act 
 
Although the military government has approved several sets of draft laws relating to digitization and to 
promote the digital economy, there have also been certain proposals for stricter measures such as cyber 
surveillance and censorship upgrades for government authorities.  In particular, some of the strictest 
measures taken have been to amend the provisions of the Computer Crimes Act (“CCA”) (initially passed 
to prevent online scams and hacking), with a view to tightening online censorship and to regulate political 
commentary. A notable example involved the prosecution of the webmaster of a Thai alternative news 
website for failure to delete comments deemed to be lèse-majesté in a timely manner. 
 

PHILIPPINES 
 
Newly Formed Department of Information and Communications Technology  
 
On 23 May 2016, outgoing President Benigno Aquino III signed into law an act to create a new 
Department of Information and Communications Technology (“DICT”). This newly created department, 
which has been due for some time now, will be responsible for formulating and implementing policies to 
promote the development of information and communications technology infrastructure, systems and 
resources in the Philippines. The current Department of Transportation and Communications will 
become the Department of Transportation and focus on transportation issues. With the creation of the 
DICT, the agencies currently responsible for information and communications technology in the 
Philippines, such as Information and Communications Technology Office and the National Computer 
Center, to name a few, shall be closed and their functions will transferred to the DICT. 
 

VIETNAM 
 
Law on Cyber Information Security to Come into Effect on 1 July 2016 
 
The National Assembly (“NA”) of Vietnam passed Law No. 86/2015/QH13 on Cyber Information 
Security, which will take effect on 01 July 2016 (“LOCIS”). Prior to this law, there was no specific 
legislation on cyber information security in Vietnam.  
 
Under the LOCIS, those who collect, edit, utilize, store, provide, share or spread personal information in 
cyberspace for commercial purposes must obtain the consent of the owner of such information. They 
must apply suitable measures to protect the information and may not provide, share or publicise this 
information to any third party, except as required by the competent authorities. 
 
Enterprises that provide cyber information securities products and/or services must obtain licenses prior 
to the commencement of such business activities. 
 
At present, the Ministry of Information & Communications (“MIC”) is in charge of drafting a decree 
detailing the conditions for the granting of licences and a decree on protection of information systems 
safety by levels. 
 
Access to Information Law 
 
The NA promulgated Law on Access to Information No. 104/2016/QH13 dated 6 April 2016 which 
comprises 5 Chapters and 37 Articles. This law will take effect from 10 July 2018. 
 
This law states that all citizens are equal in the exercise of the right of access to information created by the 
State authorities. The access to information may be prohibited or limited where the information in 
question involves national secrets and/or conditional cases. Citizens may gain access to publicly disclosed 
information or request the State authorities to provide information. Additionally, foreigners residing in 
Vietnam may request to be provided with information directly relating to their rights and obligations. 
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New Regulations on Newspapapers, Radio and Television Services  
 
On 5 April 2016, the NA passed the Law on Newspaper No. 103/2016/QH13. This law will be in full force 
on 1 January 2017.  
 
A number of new provisions relating to the prohibition of certain content have been enacted, such as 
content attributing one's guilt prior to obtaining the Court's decision, information which affects the 
normal, physical and spiritual development of children, or content which protects the information 
supplier, etc. 
 
The new Law on Newspaper also clearly sets out the cases where organizations/individuals may refuse to 
provide information to the newspaper organization, and/or journalist. 
 
Besides the Law on Newspaper, the government has also issued Decree No. 06/2016/ND-CP dated 18 
January 2016 on the management, provision and use of radio and television services. This Decree 
supplements new regulations on the provision of radio and television services via internet, new 
regulations on granting permission to provide services related to pay radio and pay television programs, 
and new regulations requiring enterprises providing pay television services to list the prices of its 
services. 
 
Provision of Public Telecommunications Services up to 2020 
 
The MIC recently issued Circular No. 08/2016/TT-BTTTT on 30 March 2016 guiding the implementation 
of the provision of public telecommunication services up to 2020. It sets out key regulations covering 
support for establishing telecommunications infrastructure and support for providing public 
telecommunications services.  
 
On the same date, the MIC also issued Circular No. 09/2016/TT-BTTTT dated 30 March 2016 stipulating 
the detailed list of the beneficiaries, scope, quality, price, price scheme and levels of support provided for 
public telecommunications services up to 2020.  
 
The Ministry of Finance (“MOF”) issued Circular No. 57/2016/TT-BTC on 29 March 2016 to provide 
guidance on a regime of payment and accounting contributions to the funding of public 
telecommunications services in Vietnam and the transfer of assets formed from the expenses of the fund 
up to 2020. Accordingly, for enterprises and service providers having network infrastructure, the 
contribution amount is 1.5% of the sales of services. For telecom enterprises providing approved 
international telephone services without having the licence on establishment of the telecommunication 
network, the contribution amount is 1.5% of the service revenue. 
 
New Regulations on Procedure to Transfer Internet Domain Use Rights not through 
Auction are Expected to be Issued in 2016 
 
The MIC is drafting a Circular on transferring internet domain use rights through means other than an 
auction. Draft Circular (version No. 3) is being introduced publicly for comments. However, there is no 
further information on the official issuance of the Circular. The Circular is expected to be issued in 2016. 
 
The Vietnam Posts and Telecommunications Group’s New Charter  
 
The telecommunication sector in Vietnam is expected to become more developed in 2016 with the change 
in the business strategy of Vietnam Posts and Telecommunications Group ("VNPT"), one of the biggest 
state-owned enterprises operating in telecommunications sector in Vietnam. 
 
On 6 April 2016, the government issued Decree No. 25/2016/ND-CP on the charter of organisation and 
operation of VNPT. Previously, VNPT also conducted business in several areas such as real estate, 
banking services and finance. According to the new Charter, VNPT has devised a new plan on its 
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development policy, which is focused predominantly on the telecommunications sector. The operations of 
VNPT in other business such as real estate, banking services and finance will be suspended.  
 
Developing 3 National Centres of Biotechnology in the North, Central and South of 
Vietnam from 2016 to 2020 
 
Vietnam will build and develop three national centres of biotechnology in the North, Central and South 
regions of Vietnam by 2025, according to Decision No. 1670/QĐ-TTg of the Prime Minister dated 28 
September 2015. The decision for this plan was made for the purpose of building a mutually supportive 
network of institutes, research centres and biotechnology laboratories, thereby enhancing research 
capacity and application of biotechnology to facilitate economic development of the country and the 
community in the long-term. 

 
CAMBODIA 
 
Cambodia to Push through its New Era of Telecommunications Sector 
 
The promulgation of the Royal Kram NS/RKM/1215/017 on the Law on Telecommunications dated 17 
December 2015 (“Telecoms Law”) marks a significant milestone in the legal framework development of 
the telecommunications sector in Cambodia. Further to the Telecoms Law, the Royal Government of 
Cambodia also approved in April 2016 the Telecommunications-ICT Policy by 2020 (“T-ICT Policy by 
2020”) as a guide to achieving the development plan of the sector. 
 
Under the Telecoms Law, there is a separation of duties between the Ministry of Post and 
Telecommunications (“MPTC”) and the Telecommunications Regulator of Cambodia (“TRC”). The 
former will play a role, inter alia,  as the developer of legal framework, policies and strategic plans while 
the latter will perform, including but not limited to, a regulatory function pursuant to the legal framework 
and policies of the telecommunications sector, monitor and oversee the provisions of telecommunications 
services, examine, grant, alter, suspend, transfer and withdraw permits, certificates or licences and to 
resolve disputes relating to the telecommunications operations. 
 
Free and Fair Competition Environment in the Telecommunications Industry 
 
MPTC and TRC have been entrusted with the role of ensuring lawful and fair competition in the 
telecommunications industry.  
 
In order to do so, MPTC has been granted authority in various areas, including but not limited to 
determining the measure to calculate the telecommunications service tariffs (“TST”), reviewing the legal 
regulation on TST as well as taking additional measures under the Telecoms Law and other regulations to 
ensure the lawful and fair competition.  
 
Working alongside with MPTC, TRC will monitor the TST as well as publish legal instruments relating to 
TST in respect of TST between licencees and between licencees and subscribers, the formula of calculating 
telecommunications service cost base and the formalities of providing cost base of such a service and the 
transparency, equality and appropriateness of the formalities of bonus promotions for the 
telecommunications service. TRC will also oversee and evaluate the lawfulness and the fairness of 
competition in the telecommunications market and report to the MPTC for additional provisions. 
 
The Telecoms Law further requires all telecommunications operators to abide by the principles of fair, 
free, equal and effective competition and to obtain prior approval from TRC for any merger or acquisition. 
 
Permit, Certificate and Licence Regime in Telecommunications Sector 
 
In order to develop the telecommunications market in Cambodia, the Telecoms Law simplifies the 
licencing regime in the telecommunications sector. As such, Chapter 4 of the Telecoms Law requires that 
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a telecommunications operator obtains either a permit, certificate or licence from the TRC prior to the 
commencement of business operations in the telecommunications sector. 
 
(a) A permit is required for the import, export, supply and distribution of telecommunications 

equipment, to operate internet access rooms, sale and reparation of telecommunications 
equipment and the publishing of directories of telecommunications numbers; 

 
(b) A certificate is required for agents to import, supply and distribute of telecommunications 

equipment; and 
 

(c) A licence is required for the construction of telecommunications network infrastructure and the 
provision of telecommunications services. 

 
Moreover, Article 20.b of the Telecoms Law prescribes that if the legal conditions of the permit, certificate 
or licence have been amended within its validation term, the granted permit, certificate or licence needs 
to comply with the amended conditions. In such case, the TRC will inform the telecommunications 
operators and relevant persons 1 year before amending the aforementioned legal conditions.  
 
The Telecoms Law refers to the conditions and procedure of application submission for the 
aforementioned permit, certificate and licence to a further Prakas which has been long awaited by the 
telecommunications operators and relevant persons. 
 
Frequency Licence and Telephone Numbering 
 
The T-ICT Policy by 2020 indicates that Cambodia is lacking mechanisms for the management, 
monitoring and evaluation of the uses of its scarce radio frequencies, telephone prefixes, electronic 
addresses and Domain Name System (“DNS”).  
 
To enhance the efficient use of radio frequencies, Chapter 4 of Telecoms Law treats radio frequencies as 
scarce resources which cannot be sold or purchased but which may be licenced separately from the 
telecommunications operation licence. The MPTC is responsible for the management of radio frequencies 
as part of the national plan of radio frequencies which also falls under the purview of the MPTC. The 
national plan of radio frequencies will include radio frequency allocation, and it states the uses of radio 
frequency bands, preventive measures against signal interference, and the monitoring and evaluation of 
the use of radio frequency bands. 
 
In the same flow, under Chapter 9 of Telecoms Law, the management of the telecommunications 
numbering plan and electronic addresses is under the authority of MPTC while the guidance and 
publishing of the telecommunications numbering plan and electronic addresses to the operators are 
under the authority of the TRC. 
 
Telecommunications Broadband Infrastructures 
 
Cambodia has pointed to broadband infrastructure as the key to promoting competition and service 
quality in the telecommunications sector by 2018, as per T-ICT Policy by 2020 of Cambodia. For this 
purpose, Cambodia has deployed optical backbone infrastructures over its territory at 26.411 kilometres 
and the TRC has granted licences to three main operators to construct the submarine cables in Cambodia. 
These operators will first enter into a concession agreement with the MPTC before implementing their 
construction projects. Two of the three licensed operators have concluded the said concession agreement 
with the MPTC and plan to complete the construction of their infrastructures by 2017. The remaining one 
is negotiating the concession agreement with the MPTC. In addition, these operators have obtained 
approval from the Royal Government of Cambodia to construct the landing station for the submarine 
cables from an international platform to Cambodia. Cambodia expects to be able to bring speed in 
internet services to its population by 2018.  
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Pursuant to Chapter 5 of the Telecoms Law, the MPTC will monitor the drawing of construction plans of 
telecommunications infrastructures and networks and ensure that these are built in accordance with the 
general infrastructure plan. The Telecoms Law also covers the interconnection obligations between 
telecommunications infrastructures in order to promote competition in the telecommunications sector. 
 
Universal Service Obligation Fund (“USOF”) and Capacity Building Research and 
Development Fund (“CBRDF”) 
 
Chapter 6 and Chapter 7 of Telecoms Law have established a new notion of universal services for 
development in the telecommunications sector in Cambodia. From 2017, the telecommunications 
operators in Cambodia will make annual contributions equivalent to two percent and one percent of their 
gross revenues to the USOF and CBRDF respectively. The USOF aims to encourage construction of 
telecommunications infrastructures, provision of fundamental telecommunications services and 
emergency services to the rural and remote areas and to reduce the digital gap in Cambodia. The CBRDF 
aims to promote research and development in telecommunications. The management mechanism of 
USOF and CBRDF shall be prescribed in future sub-decrees. 
 

MYANMAR 
 
Mobile Financial Services Coming to Myanmar 
 
On 23 May 2016, a mobile financial service provider, Cellum, announced plans to enter the Myanmar 
market. It will provide mobile payment and commerce services under the brand MYPAY to Myanmar 
mobile phone users through the existing mobile telecommunications service providers. This taps on 
Myanmar‟s 80% smartphone penetration rate, and seeks to leapfrog traditional banking services by 
utilising advancements in mobile payment technology to provide banking services to the large segment of 
the Burmese population that does not currently have access to traditional banking services. The financial 
services on offer at the start would include payment services, bill payment, and peer to peer transfers. 
Interestingly, this application will first be rolled out to the 3 million or so users of Myanmar‟s most 
popular online social platform, MySQUAR. As an indication of MYPAY‟s potential success, it is worth 
noting that MySQUAR itself grew from having just 100,000 subscribers in June 2014 to the 3 million 
users it has now.  
 
 

REST OF ASIA-PACIFIC 
 

AUSTRALIA  
 
Recommendations on Intellectual Property Arrangements in Australia by Productivity 
Commission 
 
The Australian government enlisted the Productivity Commission to undertake a 12 month public inquiry 
into whether Australia's current intellectual property system provides “an appropriate balance between 
access to ideas and products, and encouraging innovation, investment and the production of creative 
works”. The Productivity Commission released its draft report „Intellectual Property Arrangements‟ on 29 
April 2016, with findings that show that the balance in the intellectual property system is “tipped in 
favour of rights holders against the interests of the broader community”, and “out of keeping with 
[Australia‟s] position as a net importer of IP intensive goods and services”. One key recommendation is 
raising the threshold for granting IP rights, including raising the threshold for meeting the “inventive 
step” required for a patent to at least align with that of the European Union. The Productivity 
Commission is presently requesting for further comments on its draft report by 3 June 2016, and will be 
submitting its final report to the Australian government in August 2016. 
 
 
 



Asia  
 
 
CLIENT UPDATE 
2016 JUNE 

TECHNOLOGY, MEDIA, AND TELECOMMUNICATIONS 

 

© Rajah & Tann Singapore LLP 13 

The Motor Vehicles (Trials of Automotive Technologies) Amendment Act 2016 
 
The Motor Vehicles (Trials of Automotive Technologies) Amendment Act 2016 (the “Act”), which amends 
the Motor Vehicles Act 1959 (SA), has been enacted on 31 March 2016. The Act is the first scheme in 
Australia to allow trials of automotive technologies, e.g. "driverless cars", which are authorised by the 
Minister. This authorisation is subject to the Minister being satisfied as to public liability insurance 
arrangements, and publishing an authorisation notice specifying details of the trial on a website at least 
one month before the commencement of the authorised trial. The amendments also make it an offence for 
a person to hinder an authorised trial, or interfere with any equipment or device relating to an authorised 
trial.  
 

CHINA 
 
China Imposes New Rules on Online Publishing  
 
The Chinese government continues to assert strong control over the online domain by imposing a new set 
of rules regulating the online publishing of content in China. The Online Publishing Service 
Administration Rules (the “Rules”), which were promulgated by the State Administration of Press, 
Publication, Radio, Film and Television (“SAPPRFT”) as well as the Ministry of Industry, Administration 
and Technology, came into force on 10 March 2016 and require all entities that intend to publish online 
content in China to first obtain a publishing licence from the SAPPRFT. Companies that obtain the licence 
will be expected to exercise self-censorship and not publish any content that would affect, inter alia, 
national unity and social stability.  
 
The Rules operate in conjunction with, and add on to, the already stringent controls on publishing in 
China by extending the scope of the restrictions to content published online. The licensing regime created 
by the Rules also ensures that foreign publishers do not circumvent the ban on foreign entities publishing 
in China as only 100% Chinese-owned companies will be able to apply for and obtain a publishing licence. 
Entities that have a mixture of Chinese and foreign ownership will still be able to publish online content, 
but only on a project-by-project basis, and only with the prior approval of the SAPPRFT. 
 
Apple Services Shut Down in China 
 
On 22 April 2016, Apple was forced by the SAPPRFT to suspend its iBooks and iTunes Movies online 
services, just six months after these services were launched in China. These services enable Apple users to 
digitally download books and movies into Apple devices, and are key integrated services with Apple‟s 
iPhone and iPad devices. Apple‟s other online services such as Apple Music and Apple Pay were not 
affected. 
 
While no official reasons for the suspension have been released by Apple or the SAPPRFT, this move is 
believed to be a part of the Chinese government‟s recent push to exert its authority over the online and 
technological spheres, following in the wake the promulgation of several key legislations regulating online 
content. 
 

INDIA 
 
Telecom Regulatory Authority of India Issues Regulations that Prohibit Discriminatory 
Prices for Internet Services 
 
On 8 February 2016, the Telecom Regulatory Authority of India (“TRAI”) issued a new set of Prohibition 
of Discriminatory Tariffs for Data Services Regulations (No. 2 of 2016) (“Regulation 2”). Regulation 2 
prohibits the act of offering or charging of discriminatory prices for data services on the basis of content, 
as well as entering into any arrangement or agreement which has the same effect. The term “data 
services” is widely defined in Regulation 2 to include services offered through any medium for a consumer 
to gain access to or transmit data over the internet, which means that mobile applications, websites and  
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any other platforms using the internet will be caught by the prohibition. However, Regulation 2 does not 
apply to tariffs for data services offered over closed electronic communications networks, unless this is 
done with the specific aim of evading the said prohibition. If any service provider contravenes Regulation 
2, the TRAI may direct the removal of the discriminatory tariffs and impose a fine of INR 50,000 for each 
day of contravention, up to a maximum of INR 5 million. In order to avoid these penalties, service 
providers must not charge differentiated prices for data services, by reason of the different content 
offered through such services. 
 
Regulation 2 marks the end of a long debate on net neutrality in India, with the TRAI ruling in favour of 
net neutrality. Following the entering into force of Regulation 2, it is clear that Facebook‟s Free Basics 
service is banned in India, despite its aggressive efforts in a campaign to continue the service in India. 
One of the strongest arguments for allowing content-based differential pricing for internet services is that 
it will help to increase internet penetration in India. Nevertheless, the TRAI is worried that, given a 
majority of the Indian population is not yet connected to the internet, there is a risk in the long term that 
the knowledge and outlook of these new users would be shaped only by the information that they receive 
through the selected content, as opposed to a user with unrestricted access to the internet. In view of the 
need to allow more users to gain access to the internet, the TRAI highlighted the fact that differential 
pricing for reasons independent of content is not prohibited by Regulation 2, such as providing limited 
data for unlimited access to content on the internet. Therefore, Regulation 2 appears to be an appropriate 
regulatory response to the long-standing debate, striking a balance between preserving net neutrality and 
allowing more people to access the internet. 
 
Banking Giants Tapping into the FinTech Space in India 
 
In March 2016, Barclays Bank entered into a partnership with 91 springboard, a shared working space 
specialist, to expand its FinTech innovation hub, Rise, to Mumbai by June 2016. Rise is a network of 
physical spaces and a virtual community which are targeted at innovative FinTech start-ups around the 
world, and it has hubs in London, New York, Manchester, Tel Aviv and Cape Town. Through Rise, 
Barclays is hoping to create a mutually beneficial situation, where the TinTech start-ups can help Barclays 
solve its technology related problems, while Barclays can provide these start-ups with access to a banking 
culture. 
 
A month later, in April 2016, Goldman Sachs announced its intention to invest into early-stage FinTech 
start-ups in India, under its Principal Strategic Investments (“PSI”) group. According to Alokik Advani, 
Head of the Hong Kong unit of PSI, Goldman Sachs is looking at investments in the range of USD 2 
million to 10 million, with the intention to acquire minority stakes instead of operational control in 
FinTech start-ups.  
 
The strategic move by these banking giants to gain a foothold in the FinTech industry in India presents 
future opportunities to companies looking to do business or provide FinTech services in India. It also 
confirms that FinTech is the next big thing to look out for in the financial industry in India. 
 

NEW ZEALAND 
 
Review of Telecommunications Regulations in New Zealand 
 
On 8 September 2015, the Minister for Communications and Broadcasting released a discussion paper, 
"Regulating communications for the future: Review of the Telecommunications Act 2001", commencing a 
full review of the telecommunications and broadcasting markets on various issues including net 
neutrality. On 14 April 2016, the New Zealand government made an announcement of a series of high-
level policy decisions on the future of communications regulation, which includes moving towards a 
framework for regulating copper and fibre services that is similar to the one used for utilities like 
electricity lines. The government will seek to consult publicly on the detailed design and implementation 
of the new framework later in the year. 
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REST OF THE WORLD 
 

EUROPEAN UNION 
 
EU-US Privacy Shield 
 
In the aftermath of the decision of the Court of Justice of the European Union (“CJEU”) to invalidate the 
EU-US Safe Harbour regime on 6 October 2015, regulators from the EU and the US have since hammered 
out a new agreement to facilitate trans-Atlantic transfers of personal data. Referred to as the “EU-US 
Privacy Shield” (the “Privacy Shield”), the Privacy Shield was announced on 2 February 2016, with the 
full text being published subsequently on 29 February 2016. Further details of the Privacy Shield can be 
found here: http://eoasis.rajahtann.com/eoasis2014/gn/at.asp?pdf=../lu/pdf/2016-02-Privacy-
Shield.pdf&module=LU&topic=LU001002&sec=a. 
 
While the Privacy Shield is intended to address the concerns raised by the aforementioned decision of the 
CJEU, it should be noted that the EU‟s Article 29 Working Party has issued an opinion (the “Opinion”) 
which puts the sufficiency of the Privacy Shield into question, calling for the European Commission 
(“EC”) to address certain concerns as set out in the Opinion.    
 
While the Opinion is not binding on the EC, it is expected that concerns of the Working Party will be 
heeded. In any case, as the Privacy Shield still requires the approval of the EU‟s Article 31 Committee 
before it can be finalised and adopted, further developments to the Privacy Shield can be expected. 
 
New EU Data Protection Law to Take Effect From 25 May 2018 
 
On 4 May 2016, the European Council and the European Parliament published the new data protection 
legislation, the General Data Protection Regulations (the “GDPR”), in its Official Journal. This follows 
from the adoption of the GDPR by the European Council and the European Parliament on 8 April 2016 
and 14 April 2016 respectively. 
 
While the GDPR will officially be in force from 24 May 2016, it will only apply from 25 May 2018, thus 
giving organisations a significant amount of time to implement measures (if they have not already done 
so) to ensure that all of their business activities involving personal data are compliant with the 
requirements of the GDPR. 
 
It should be noted that along with the GDPR, the European Council and the European Parliament have 
also adopted Directive 2016/680, which seeks to ensure that all law enforcement agencies in the EU 
uphold the rights of the individuals vis-à-vis data protection and that the appropriate safeguards are in 
place whenever personal data is used by such law enforcement agencies in the course of their duties. This 
directive has been in force as of 5 May 2016 and all EU countries are expected to ratify the same by 6 May 
2018. 
 
Consultation on ePrivacy Directive 
 
As part of the overall data protection reform in the EU in line with its “Digital Single Market Strategy” 
(the “DSMS”), the EC initiated a public consultation on the Directive on Privacy and Electronic 
Communications (“ePrivacy Directive”), calling for feedback on the state of the current directive and 
the possible amendments that may be introduced. The EC has also announced that any input received 
from the public consultation will be considered in the drafting of a proposal for a new version of the 
directive, which is expected at the end of year. 
 
By way of background, the current ePrivacy Directive sets out data protection requirements specifically 
for industry players in the electronic communications sector, such as telecommunications companies and 
Internet Service Providers (“ISPs”). It is understood that the reform is intended to (i) align the ePrivacy 
Directive with the new GDPR and (ii) update the ePrivacy Directive to take into account advances in 

http://eoasis.rajahtann.com/eoasis2014/gn/at.asp?pdf=../lu/pdf/2016-02-Privacy-Shield.pdf&module=LU&topic=LU001002&sec=a
http://eoasis.rajahtann.com/eoasis2014/gn/at.asp?pdf=../lu/pdf/2016-02-Privacy-Shield.pdf&module=LU&topic=LU001002&sec=a
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technology that has taken place since 2009 (when it was last updated) and the challenges that accompany 
such technological advances. 
 
The public consultation commenced on 12 April 2016 and closes on 5 July 2016. Interested parties should 
submit their views by the aforementioned deadline. 
 
Net Neutrality Rule Comes into Effect  
 
30 April 2016 marks the date on which Regulation (EU) 2015/2120 (the “NN Regulation”) takes effect. 
Adopted on 25 November 2015, the NN Regulation requires all telecommunications companies and ISPs 
in the EU to ensure that their users are able to access and distribute content, applications and services 
freely and without discrimination. 
 
In effect, this means that the blocking, throttling and preferential treatment of internet traffic is 
prohibited within the EU. The NN Regulation does provide for exceptions to the aforementioned 
prohibitions in certain situations, such as where it is required to preserve the “integrity of the network” to 
manage “congestion in exceptional and temporary situations” or where it is required by any law.  
 
To help facilitate a consistent enforcement of the NN Regulation, the EC has also announced that it will 
work with the Body of European Regulations for Electronic (“Berec”) to issue guidelines on its 
implementation for the regulators of EU countries. 
  
EU Initiatives: Online Dispute Resolution Platform, Revised Payment Services Directive 
And Proposal To Regulate Virtual Currencies 
 
The first quarter of 2016 welcomed several initiatives within the EU to create a safer and clearer 
framework for FinTech and E-Commerce activities to operate, the first being the Revised Directive on 
Payment Services (“PSD2”), which took effect from 12 January 2016. Consequently, EU countries have a 
two (2) year transition period within which to ratify the PSD2 into their local legislation. One key change 
is the broaden scope of the PSD2, which now includes new payment modes and covers any payment 
transaction which has an EU link (i.e. one of the providers of the payment services is based in the EU). 
 
Following from the PSD2, the EC announced the launch of its Online Dispute Resolution Platform 
(“ODRP”) on 15 February 2016. The ODRP is intended to provide a quick and cost-effective means of 
resolving disputes arising from consumer transactions arising from the purchase of goods and services 
online. One of the key changes implemented through the introduction of the ODRP is a requirement for 
online businesses to, inter alia, include a link on their website to inform consumers of the availability of 
the ODRP. 
 
More recently, on 26 April 2016, the European Parliament announced that it was looking into the 
possibility of regulating virtual currencies, following from a report issued in February by its Economic 
and Monetary Affairs Committee (“ECON”). In this regard, the ECON has voted on a proposal which, 
inter alia, calls for the creation of a taskforce for the regulation of virtual currencies. It is understood that 
the EC is currently considering the proposal. 

 

UNITED KINGDOM 
  
Applications for Financial Conduct Authority’s “Regulatory Sandbox” Open Until 8 July 
2016 
 
In our previous update, we had reported that the Financial Conduct Authority (“FCA”) was finalising its 
plans for the launch of its “regulatory sandbox” where companies can test their FinTech services or 
products in controlled, real market situations under the oversight of the FCA. 
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The FCA has since announced that it is taking in applications for the first phase of the regulatory sandbox. 
Interested parties can apply until 8 July 2016. 
 
The FCA has indicated that applications are open to both “unauthorised businesses” and “authorised 
businesses”. In this regard, the FCA has implemented a “restricted authorisation” process in which 
authorisation may be granted, if threshold conditions are satisfied, specifically for the business to put 
their offerings to the test. 
 
For authorised businesses, the FCA has indicated that the regulatory sandbox would be helpful in 
providing guidance on the application of regulations for offerings that do not sit neatly within the current 
regulatory framework. To this end, the FCA has stated that through the regulatory sandbox, it can assist 
by, inter alia, providing individual guidance on how certain regulations may be applied during the test 
and by granting waivers or variations to regulations where appropriate to facilitate the test. Where the 
aforementioned options are not available, the FCA would also be able to issue no enforcement action 
letters. 
 
UK Government Announces Launch of National Cyber Security Centre 
 
On 18 March 2016, the UK government announced its plans to launch the National Cyber Security Centre 
(“NCSC”) in October 2016.   
 
The announcement also clarified the role of the NCSC, which includes, inter alia: 
 

(i) Improving the online safety of individuals, both private and public sector organisations, and 
the country‟s critical national infrastructure; 
 

(ii) Acting as the “authoritative voice” on cybersecurity matters in the UK; and 
 

(iii) Consolidating the country‟s cyber expertise to better equip the country to deal with cyber 
threats. 

 
The UK government also highlighted that one of the NCSC‟s first priorities would be to collaborate with 
the Bank of England to educate the financial sector on cybersecurity issues. 
 
New Regulations on Telemarketing Calls Follows Updated Guidance on Direct Marketing 
Issued by Information Commissioner’s Office 
 
Taking effect on 16 May 2016, telemarketers in the UK are prohibited from making anonymous 
unsolicited marketing calls due to the enactment of the Privacy and Electronic Communications (EC 
Directive) (Amendment) Regulations 2016. With the amendments brought about by the aforementioned 
regulations, telemarketers in the UK are under an obligation to display their calling line identification 
when making unsolicited marketing calls. The failure to do so may result in fines not exceeding £500,000 
being imposed by the Information Commissioner‟s Office (“ICO”). 
 
This follows the revised Direct Marketing Guidance (“DMG”) which was issued by the ICO on 24 March 
2016. The revised DMG provides further clarity and information on how not-for-profit organisations are 
expected to comply with the relevant data protection requirements relating to direct marketing activities. 
 
The DMG also elaborates on issues relating to consent, in particularly clarifying that “indirect or third 
party” consent will generally not be sufficient for texts, emails or automated calls. The exception to this 
would be where such indirect consent is sufficiently clear and specific such that the individual is able to 
“anticipate” that his/her personal data would be provided to a third party and he/she was giving consent 
to those marketing activities from that third party. The DMG also clarifies that consent may not be 
deemed as freely given if the individuals had been “unduly incentivise” to give their consent. 
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UNITED STATES 
 
The EU-US Privacy Shield – Safe Harbour 2.0? 
 
Ever since the Safe Harbour agreement between the US and the EU was struck down in late 2015, 
stakeholders from both sides have been striving to reach a new agreement to facilitate the transfer of 
personal data from the EU to the US for commercial purposes. Concrete progress has been made on this 
front in the form of the EU-US Privacy Shield framework, which was agreed between the European 
Commission and the US Department of Commerce on 2 February 2016. Under this framework, personal 
data may be freely transferred from the EU to the US, without any further restrictions.  
 
The Privacy Shield framework will ensure an adequate level of protection for Europeans‟ personal data 
transferred to the US by, among other things: (i) imposing stronger obligations on companies in the US; 
(ii) implementing robust enforcement mechanisms; (iii) providing Europeans with various redress 
possibilities; and (iv) setting out clear limitations and safeguards in relation to access by US public 
authorities to personal data. From the American perspective, US companies will have to register to be on 
the Privacy Shield List, display their privacy policies on their website, and must annually self-certify that 
they are in compliance with the Privacy Shield requirements. The US Department of Commerce is also 
obliged to monitor and actively verify that the registered companies satisfy the Privacy Shield principles.  
 
The Privacy Shield is still in draft form and has yet to come into effect. Indeed, other data protection 
regulators in the Article 29 Working Party have highlighted certain points of concern which may result in 
the new framework being invalidated again in the future. Nevertheless, companies in the US should keep 
a watchful eye on the progress of the discussions, and ensure that they are able to meet the Privacy Shield 
requirements by the time it rolls out.   
 
 

CONCLUSION 
 
This wraps up our quick-hitting look at the diverse range of exciting TMT issues from the first half of 
2016. We are happy to have been able to provide this summary for you, and we hope that you have found 
this overview useful. We look forward to getting in touch with you again at end of the 3rd quarter of 2016 
where we will continue to keep you updated on the important developments in the TMT sphere. 
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F (65) 6428 2233 

benjamin.cheong@rajahtann.com  

 

 

 
 

Jocelyn Chan 
Partner, Competition & Antitrust and 
Trade 
Technology, Media & Telecommunications 
 
D (65) 6232 0581 
F (65) 6428 2109 

jocelyn.x.chan@rajahtann.com  
 
 

 

 

 
 

Deepak Pillai Chandrasekaran  
Partner 
Christopher & Lee Ong 
  
D (603) 2267 2675 
F (603) 2273 8310 

deepak.pillai@christopherleeong.com   

 

 
 

Mohd Zulkifli Intan Haryati 
Partner 
Christopher & Lee Ong 
 
D (603) 2267 2674 
F (603) 2273 8310 

intan.haryati@christopherleeong.com 
 
 

 
 

Zacky Zainal Husein 
Partner 
Assegaf Hamzah & Partners 
 
D (62)21 2555 7800 
F (62) 21 2555 7899  
 
zacky.husein@ahp.co.id 
 

 

 

mailto:rajesh@rajahtann.com
mailto:lionel.tan@rajahtann.com
mailto:tanya.tang@rajahtann.com
mailto:yew.chen.kuok@christopherleeong.com
mailto:yee.ming.yau@christopherleeong.com
mailto:eko.basyuni@ahp.co.id
mailto:Steve.tan@rajahtann.com
mailto:benjamin.cheong@rajahtann.com
mailto:jocelyn.x.chan@rajahtann.com
mailto:deepak.pillai@christopherleeong.com
mailto:intan.haryati@christopherleeong.com
mailto:zacky.husein@ahp.co.id
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Supawat Srirungruang 
Partner 
Rajah & Tann (Thailand) Limited 
 
D (66) 2656 1991 
F (66) 2656 0833 

supawat.s@rajahtann.com 
 

 

 

 
 

Heng Chhay 
Managing Partner 
R&T Sok & Heng Law Office 
 
D (+855) 23 963 112/113 
F (+855) 23 963 116 

heng.chhay@rajahtann.com  

 
 
 

Chau Huy Quang 
Managing Partner 
Rajah & Tann LCT Lawyers 
  
D (+84) 8 3821 2382 
F (+84) 8 3520 8206 
 
quang.chau@rajahtannlct.com 
 
  

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

 
 

 

Saroj Jongsaritwang 
Partner 
Rajah & Tann (Thailand) Limited 
 
D (66)2656  1991 
F (66) 2656 0833 
 
saroj.jongsaritwang@rajahtann.com 

 

 

 

Chester Toh  
Director 
Rajah & Tann NK Legal Myanmar 
Company Limited 
  
D (+95) 9 7304 0763 
F (+95) 1 9665 537 

chester.toh@rajahtann.com   

 

 

 

 

Vu Thi Que 
Partner 
Rajah & Tann LCT Lawyers 
  
D (+84) 8 3821 2382 
F (+84) 8 3520 8206 
 
que.vu@rajahtannlct.com 

 
  

 

For more information on issues arising in specific countries, please contact the persons above. For 
issues arising in a country not listed above, please feel free to contact the Singapore team in the first 
instance or email tmtlaw@rajahtann.com. 
 
Please feel free to also contact Knowledge and Risk Management at eOASIS@rajahtann.com. 
 
 
 
ASEAN Economic Community Portal 
 
With the launch of the ASEAN Economic Community (“AEC”) in December 2015, businesses looking to tap the 
opportunities presented by the integrated markets of the AEC can now get help a click away. Rajah & Tann Asia, 
United Overseas Bank and RSM Chio Lim Stone Forest, have teamed up to launch “Business in ASEAN”, a portal that 
provides companies with a single platform that helps businesses navigate the complexities of setting up operations in 
ASEAN. 
 
By tapping into the professional knowledge and resources of the three organisations through this portal, small- and 
medium-sized enterprises across the 10-member economic grouping can equip themselves with the tools and know-
how to navigate ASEAN‟s business landscape. Of particular interest to businesses is the "Ask a Question" feature of 
the portal which enables companies to pose questions to the three organisations which have an extensive network in 
the region. The portal can be accessed at http://www.businessinasean.com/. 

mailto:supawat.s@rajahtann.com
mailto:heng.chhay@rajahtann.com
mailto:quang.chau@rajahtannlct.com
mailto:saroj.jongsaritwang@rajahtann.com
mailto:chester.toh@rajahtann.com
mailto:que.vu@rajahtannlct.com
mailto:tmtlaw@rajahtann.com
mailto:eOASIS@rajahtann.com
http://www.businessinasean.com/
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Our regional presence 

 
 

Our regional contacts 
RAJAH & TANN  Singapore RAJAH & TANN REPRESENTATIVE OFFICE China 

  

Rajah & Tann Singapore LLP 

9 Battery Road #25-01 

Straits Trading Building 

Singapore 049910 

T  +65 6535 3600  F  +65 6225 9630 

sg.rajahtannasia.com 

Rajah & Tann Singapore LLP 

Shanghai Representative Office 

Unit 1905-1906, Shui On Plaza, 333 Huai Hai Middle Road 

Shanghai 200021, People's Republic of China 

T  +86 21 6120 8818   F  +86 21 6120 8820 

cn.rajahtannasia.com 

  

R&T SOK & HENG  Cambodia RAJAH & TANN NK LEGAL Myanmar 

  

R&T Sok & Heng Law Office 

Vattanac Capital Office Tower, Level 17, No. 66 

Preah Monivong Boulevard, Sangkat Wat Phnom 

Khan Daun Penh, 12202 Phnom Penh, Cambodia 

T  +855 23 963 112 / 113   F  +855 963 116 

kh.rajahtannasia.com 

*in association with Rajah & Tann Singapore LLP 

Rajah & Tann NK Legal Myanmar Company Limited 

Myanmar Centre Tower 1, Floor 07, Unit 08, 

192 Kaba Aye Pagoda Road, Bahan Township, 

Yangon, Myanmar 

T  +95 9 73040763 / +95 1 657902 / +95 1 657903 

F  +95 1 9665537 

mm.rajahtannasia.com 
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ASSEGAF HAMZAH & PARTNERS Indonesia RAJAH & TANN Thailand 

  

Assegaf Hamzah & Partners 

 

Jakarta Office 

Menara Rajawali 16th Floor 

Jalan DR. Ide Anak Agung Gde Agung Lot #5.1 

Kawasan Mega Kuningan, Jakarta 12950, Indonesia 

T  +62 21 2555 7800   F  +62 21 2555 7899 

www.ahp.co.id 

Rajah & Tann (Thailand) Limited 

973 President Tower, 12th Floor, Units 12A-12F 

Ploenchit Road, Lumpini, Pathumwan 

Bangkok 10330, Thailand 

T  +66 2 656 1991   F  +66 2 656 0833 

th.rajahtannasia.com 

 RAJAH & TANN Lao PDR 

Surabaya Office 

Pakuwon Center, Superblok Tunjungan City 

Lantai 11, Unit 08 

Jalan Embong Malang No. 1, 3, 5, Surabaya 60261, Indonesia 

T  +62 31 5116 4550   F  +62 31 5116 4560 

 

Rajah & Tann (Laos) Sole Co., Ltd. 

Phonexay Village, 23 Singha Road, House Number 046/2 

Unit 4, Saysettha District, Vientiane Capital, Lao PDR 

T  +856 21 454 239   F  +856 21 285 261 

la.rajahtannasia.com 

* Assegaf Hamzah & Partners is an independent law firm in 

Indonesia and a member of the Rajah & Tann Asia network. 

 

 

CHRISTOPHER & LEE ONG Malaysia RAJAH & TANN LCT LAWYERS Vietnam 

  

Christopher & Lee Ong 

Level 22, Axiata Tower, No. 9 Jalan Stesen Sentral 5, 

Kuala Lumpur Sentral, 50470 Kuala Lumpur, Malaysia 

T  +60 3 2273 1919   F  +60 3 2273 8310 

www.christopherleeong.com 

*in association with Rajah & Tann Singapore LLP 

Rajah & Tann LCT Lawyers 

 

Ho Chi Minh City Office 

Saigon Centre, Level 13, Unit 2&3 

65 Le Loi Boulevard, District 1, HCMC, Vietnam 

T  +84 8 3821 2382 / +84 8 3821 2673   F  +84 8 3520 8206 

  

  Hanoi Office 

 Lotte Center Hanoi - East Tower, Level 30, Unit 3003,  

54 Lieu Giai St., Ba Dinh Dist., Hanoi, Vietnam 

 T +84 4 3267 6127   F +84 4 3267 6128 

www.rajahtannlct.com 

  

 
 
 
 

 
Rajah & Tann Singapore LLP is one of the largest full service law firms in Singapore, providing high quality advice to an impressive list of 
clients.  We place strong emphasis on promptness, accessibility and reliability in dealing with clients. At the same time, the firm strives 
towards a practical yet creative approach in dealing with business and commercial problems. As the Singapore member firm of the Lex 
Mundi Network, we are able to offer access to excellent legal expertise in more than 100 countries.  
 
Rajah & Tann Singapore LLP is part of Rajah & Tann Asia, a network of local law firms in Singapore, Cambodia, China, Indonesia, Lao 
PDR, Malaysia, Myanmar, Thailand and Vietnam. Our Asian network also includes Singapore-based regional desks focused on Japan and 
South Asia.    
 
The contents of this Update are owned by Rajah & Tann Singapore LLP and subject to copyright protection under the laws of Singapore 
and, through international treaties, other countries. No part of this Update may be reproduced, licensed, sold, published, transmitted, 
modified, adapted, publicly displayed, broadcast (including storage in any medium by electronic means whether or not transiently for any 
purpose save as permitted herein) without the prior written permission of Rajah & Tann Singapore LLP. 
 
Please note also that whilst the information in this Update is correct to the best of our knowledge and belief at the time of writing, it is 
only intended to provide a general guide to the subject matter and should not be treated as a substitute for specific professional advice for 
any particular course of action as such information may not suit your specific business and operational requirements. It is to your 
advantage to seek legal advice for your specific situation. In this regard, you may call the lawyer you normally deal with in Rajah & Tann 
Singapore LLP or e-mail Knowledge & Risk Management at eOASIS@rajahtann.com. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
at eOASIS@rajahtann.com. 

 
 


