
 
 
 
CLIENT UPDATE 
2016 APRIL 

CYBER SECURITY 

 

1  © Rajah & Tann Singapore LLP 

Standalone Cybersecurity Bill to be 
Tabled Next Year 

Introduction   
 

 A standalone Cybersecurity Bill (“Bill”) will be tabled in Parliament in 2017. 

 The new Bill will ensure that the operators of Singapore’s critical information infrastructure 
(“CII”) take proactive steps to secure such CIIs and report incidents of cybersecurity breaches. 

 The new Bill will empower the Cyber Security Agency (“CSA”) to manage cyber incidents and 
raise the standards of cybersecurity providers. 

 All businesses (not just CII) are recommended to adopt a cybersecurity-by-design approach to 
their operations. 

 CII operators (and potentially other businesses that deal with them) need to establish additional 
policies and procedures (if they have not already done so) to deal with cyber incidents, and 
comply with the new reporting obligation. 

 
A standalone Cybersecurity Bill will be tabled in Parliament next year to keep pace with the evolving cyber 
security landscape in Singapore and beyond. This was revealed by Dr Yaacob Ibrahim, Minister for 
Communications and Information, at the Committee of Supply Debate on 11 April 2016. In his speech, Dr 
Yaacob said that the Ministry of Communications and Information (“MCI”) will review the country’s 
policy and legislative framework for cybersecurity as the Government moves towards building Singapore 
as a Smart Nation.   
 
The introduction of the Bill is subsumed in the vision outlined in the National Cyber Security Masterplan 
2018 (“NCSM 2018”) to make Singapore a “Trusted and Robust Infocomm Hub” by 2018. Taking its cue 
from two previous infocomm security masterplans, NCSM2018 aims to reinforce Singapore’s 
cybersecurity by intensifying efforts in the Government and critical information infrastructure (“CII”), as 
well as the wider infocomm ecosystem which includes businesses and individuals. It intends to engender 
a secure and resilient infocomm environment and a vibrant cybersecurity ecosystem.  
 

What is the current legislation  
 
Currently, the primary legislation on cybersecurity is the Computer Misuse and Cybersecurity Act 
(“CMCA”). The CMCA criminalises certain activities including the unauthorised access, use, interception 
and modification of computers, data and computer services.  
 
Amendments introduced to the CMCA in 2013 empower the Minister of Home Affairs to act against 
cybersecurity threats. For instance, the Minister of Home Affairs can, through the issuance of a certificate, 
authorise, direct or compel a person or entity to take such steps or to comply with certain obligations as 
are necessary for the detection and prevention of cybersecurity threats to the national security, defence, 
foreign relations and essential services of Singapore. 
 
The definition of essential services (also known as CII) as set out in the CMCA is limited to the specified 
sectors of communications infrastructure, banking and finance, public utilities (eg, energy, water), public 
transportation, land transport infrastructure, aviation, shipping, public key infrastructure and emergency 
services such as police, civil defence or health services.  
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Recent trends in the cybersecurity landscape 
 
Through the years, the cybersecurity landscape has seen increased sophistication in cyber attacks, and 
faster and bolder attackers. As demonstrated by recent incidents, attacks may be launched by well trained 
and resourced nation states, organized crime, terror groups, hacktivists, or even insiders. Dr Yaacob 
noted in his speech that “it is inevitable that Singapore’s critical information infrastructure will at some 
point be targets. The interconnectivity in our networks also means that the effects of cyber attacks can be 
contagious.” As such, attacks on CII could spread to other connected infrastructure, thereby affecting 
organisations in sectors not specified as essential services, and vice versa.  
 
This year, there have been alarming cybersecurity incidents in both the private and public sectors which 
call for more vigilant measures. In January 2016, hackers used the credit card details of an individual, 
including the one-time password issued to authenticate online transactions using his credit card, to make 
purchases amounting to $12,327 for flight tickets in Europe. The credit card details were ostensibly stolen 
through the malware that was residing in his smartphone, while the bank asserted that its security 
systems were not compromised. It was reported that the individual was engaged in a dispute with the 
bank as to which party should bear the costs of the aforementioned fraudulent transactions.  
 

What is the intended change and effect 
 
In his speech, Dr Yaacob gave a glimpse of the scope of the new Bill. The Bill is intended to provide the 
Cyber Security Agency of Singapore, the national agency overseeing the country’s cybersecurity strategy, 
with wider powers to enable it to prevent and cope with cybersecurity threats to Singapore’s CII.  
 
Dr Yaacob cited examples of other countries that have recently strengthened their cybersecurity 
legislation. Germany passed a law last year to raise cybersecurity standards for CII operators and 
mandate reporting of significant security incidents. The United States also enacted a law to facilitate 
sharing of information on cyber threats. The Singapore government intends to follow suit. 
 

Securing critical information infrastructure; Reporting obligation 
 
The new Bill will ensure that the operators of Singapore’s CII take proactive steps to secure such CIIs and 
report incidents of cybersecurity breaches. The reporting obligation is not presently mandated under the 
CMCA unless the Minister for Home Affairs specifically requires a person to do so.  
 
Dr Yaacob did not elaborate on the extent of measures that the CII operators should take to secure 
Singapore’s CII, and the thresholds beyond which the reporting obligation will be triggered. We anticipate 
that more details will be provided when the MCI consults the stakeholders in due course.  
 
The Bill could potentially adopt the approach taken by the Monetary Authority of Singapore (“MAS”) viz-
a-viz financial institutions. Under the MAS’ Notice on Technology Risk Management, financial 
institutions regulated by the MAS are required to notify the MAS of, inter alia, any security breaches to 
their IT systems. Timelines have also been stipulated such that an initial notification must be made within 
an hour of the discovery of such an incident, with a detailed report to follow within fourteen (14) days of 
the incident. 
 

CSA to manage cyber incidents; raise the standards of cybersecurity providers 
 
Along with the objective of securing Singapore’s CII, the new Bill will also empower the CSA to manage 
cyber incidents and raise the standards of cybersecurity providers here. Potentially, the Bill could grant 
the CSA the authority to take actions or direct other persons or entities to take actions, so as to effectively 
manage and coordinate multi-sector responses to cyber incidents. 
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In this regard, it was highlighted that the CSA advocates a multi-faceted approach to cybersecurity, 
including risk-based mitigation, early detection and robust response. The CSA has already been involved 
in coordination with other sectors to mitigate widespread cyber attacks, by assessing critical 
infrastructure for vulnerabilities, and simulating cyber attacks.  
 
It is understood that this aspect of the new Bill will also be the subject of MCI’s consultation with the 
stakeholders.  
 

What is the potential impact on organisations 
 
The new Bill can potentially impact businesses beyond those in the CII sector. As Dr Yaacob mentioned, 
cyber attacks can be contagious. Attackers may find that the weak link may not lie with the CII operators, 
but in other businesses dealing with the CII operators, such as their service providers. As such, the 
requirements imposed by the new Bill on CII operators could directly or indirectly affect those other 
businesses dealing with CII operators. 
 
All businesses should bear in mind that, in line with the NCSM2018, the authorities have broadened their 
attention to businesses and individuals, beyond just the government and CII sectors. As stated by Dr 
Yaacob, businesses “need to come round to the fact that cyber threats can hurt bottom lines”.  
 

What should organisations do at this time 
 
All businesses are recommended to adopt a cybersecurity-by-design approach to their operations. This 
should be based on the multi-faceted approach advocated by the CSA – risk-based mitigation, early 
detection and robust response. 
 
In particular, CII operators (and businesses dealing with CII operators) should be prepared to take more 
proactive actions to secure their information infrastructure. They will also need to prepare for compliance 
with the reporting obligation, which will likely involve establishing additional policies and procedures (if 
they have not already done so) to deal with cyber incidents. An important element of such policies is 
training employees to deal effectively with cyber incidents, which would involve regular cyber breach 
simulations (akin to fire drills), among others. 
 
CII operators may also need to ensure that their service providers, which are connected through 
information infrastructure (which may provide technology or cloud services), are well-equipped to handle 
cyber incidents. 
 
In any case, it is necessary for businesses to keep apprised of any developments relating to the new Bill, 
given its potential to have significant implications, from an operational and compliance standpoint, for 
businesses in every industry, especially those in the CII sector as cited above. 
 
Businesses should also conduct cybersecurity breach readiness training and simulation, as well as secure 
the necessary resources for cybersecurity breach management, so as to be well-prepared to manage any 
breach that may occur. 
 

Concluding Remarks  
 
In light of the severe damage and harm that cyber attacks can cause, the introduction of a standalone 
Cybersecurity Bill represents the government’s intention to address cybersecurity threats decisively, 
which could involve a multi-sector response managed by the CSA.  
 
Businesses should also note the possibility that personal data (eg, of clients and employees) could be 
disclosed as a result of a cybersecurity breach. In such a case, the Personal Data Protection Commission 
could be involved to investigate if there is a breach of the Personal Data Protection Act. 
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While further details on the Bill have yet to be released, businesses can start taking action. The mandatory 
notification requirement is especially important, given that CII operators (and potentially, businesses 
dealing with CII operators) will need to establish compliance measures, including but not limited to 
additional policies and procedures to deal with cyber incidents. CII operators may also need to ensure 
that their service providers are well-equipped to handle cyber incidents.  
 
Businesses need to adopt a proactive, instead of reactive, cybersecurity stance and ensure that personnel 
are trained and ready to manage any cybersecurity breach that occurs. Businesses should also adopt the 
attitude that cybersecurity breaches are most probably inevitable, and take proactive steps to mitigate 
such risk. The necessary training, protocols and policies for cybersecurity breach readiness should be put 
in place, and we will be happy to assist on this front. 
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D (65) 6232 0298 
F (65) 6225 0747 
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Jocelyn Chan 
Partner 
 
D (65) 6232 0581 
F (65) 6428 2109 
jocelyn.x.chan@rajahtann.com 

   

   
 

Please feel free to also contact Knowledge and Risk Management at eOASIS@rajahtann.com 
 
 
ASEAN Economic Community Portal 
 
With the launch of the ASEAN Economic Community (“AEC”) in December 2015, businesses looking to tap the 
opportunities presented by the integrated markets of the AEC can now get help a click away. Rajah & Tann Asia, 
United Overseas Bank and RSM Chio Lim Stone Forest, have teamed up to launch “Business in ASEAN”, a portal that 
provides companies with a single platform that helps businesses navigate the complexities of setting up operations in 
ASEAN. 
 
By tapping into the professional knowledge and resources of the three organisations through this portal, small- and 
medium-sized enterprises across the 10-member economic grouping can equip themselves with the tools and know-
how to navigate ASEAN’s business landscape. Of particular interest to businesses is the "Ask a Question" feature of 
the portal which enables companies to pose questions to the three organisations which have an extensive network in 
the region.  The portal can be accessed at http://www.businessinasean.com/. 
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Our regional presence 

 
 

Our regional contacts 
RAJAH & TANN  Singapore RAJAH & TANN REPRESENTATIVE OFFICE China 

  

Rajah & Tann Singapore LLP 

9 Battery Road #25-01 

Straits Trading Building 

Singapore 049910 

T  +65 6535 3600  F  +65 6225 9630 

sg.rajahtannasia.com 

Rajah & Tann Singapore LLP 

Shanghai Representative Office 

Unit 1905-1906, Shui On Plaza, 333 Huai Hai Middle Road 

Shanghai 200021, People's Republic of China 

T  +86 21 6120 8818   F  +86 21 6120 8820 

cn.rajahtannasia.com 

  

R&T SOK & HENG  Cambodia RAJAH & TANN NK LEGAL Myanmar 

  

R&T Sok & Heng Law Office 

Vattanac Capital Office Tower, Level 17, No. 66 

Preah Monivong Boulevard, Sangkat Wat Phnom 

Khan Daun Penh, 12202 Phnom Penh, Cambodia 

T  +855 23 963 112 / 113   F  +855 963 116 

kh.rajahtannasia.com 

*in association with Rajah & Tann Singapore LLP 

Rajah & Tann NK Legal Myanmar Company Limited 

Myanmar Centre Tower 1, Floor 07, Unit 08, 

192 Kaba Aye Pagoda Road, Bahan Township, 

Yangon, Myanmar 

T  +95 9 73040763 / +95 1 657902 / +95 1 657903 

F  +95 1 9665537 

mm.rajahtannasia.com 
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ASSEGAF HAMZAH & PARTNERS Indonesia RAJAH & TANN Thailand 

  

Assegaf Hamzah & Partners 

 

Jakarta Office 

Menara Rajawali 16th Floor 

Jalan DR. Ide Anak Agung Gde Agung Lot #5.1 

Kawasan Mega Kuningan, Jakarta 12950, Indonesia 

T  +62 21 2555 7800   F  +62 21 2555 7899 

www.ahp.co.id 

Rajah & Tann (Thailand) Limited 

973 President Tower, 12th Floor, Units 12A-12F 

Ploenchit Road, Lumpini, Pathumwan 

Bangkok 10330, Thailand 

T  +66 2 656 1991   F  +66 2 656 0833 

th.rajahtannasia.com 

 RAJAH & TANN Lao PDR 

Surabaya Office 

Pakuwon Center, Superblok Tunjungan City 

Lantai 11, Unit 08 

Jalan Embong Malang No. 1, 3, 5, Surabaya 60261, Indonesia 

T +62 31 5116 4550   F +62 31 5116 4560 

 

Rajah & Tann (Laos) Sole Co., Ltd. 

Phonexay Village, 23 Singha Road, House Number 046/2 

Unit 4, Saysettha District, Vientiane Capital, Lao PDR 

T  +856 21 454 239   F  +856 21 285 261 

la.rajahtannasia.com 

* Assegaf Hamzah & Partners is an independent law firm in 

Indonesia and a member of the Rajah & Tann Asia network. 

 

 

CHRISTOPHER & LEE ONG Malaysia RAJAH & TANN LCT LAWYERS Vietnam 

  

Christopher & Lee Ong 

Level 22, Axiata Tower, No. 9 Jalan Stesen Sentral 5, 

Kuala Lumpur Sentral, 50470 Kuala Lumpur, Malaysia 

T  +60 3 2273 1919   F  +60 3 2273 8310 

www.christopherleeong.com 

*in association with Rajah & Tann Singapore LLP 

Rajah & Tann LCT Lawyers 

 

Ho Chi Minh City Office 

Saigon Centre, Level 13, Unit 2&3 

65 Le Loi Boulevard, District 1, HCMC, Vietnam 

T  +84 8 3821 2382 / +84 8 3821 2673   F  +84 8 3520 8206 

  

  Hanoi Office 

 Lotte Center Hanoi - East Tower, Level 30, Unit 3003,  

54 Lieu Giai St., Ba Dinh Dist., Hanoi, Vietnam 

 T +84 4 3267 6127   F +84 4 3267 6128 

www.rajahtannlct.com 

  

 
 

Rajah & Tann Singapore LLP is one of the largest full service law firms in Singapore, providing high quality advice to an impressive list of 
clients.  We place strong emphasis on promptness, accessibility and reliability in dealing with clients. At the same time, the firm strives 
towards a practical yet creative approach in dealing with business and commercial problems. As the Singapore member firm of the Lex 
Mundi Network, we are able to offer access to excellent legal expertise in more than 100 countries.  
 
Rajah & Tann Singapore LLP is part of Rajah & Tann Asia, a network of local law firms in Singapore, Cambodia, China, Indonesia, Lao 
PDR, Malaysia, Myanmar, Thailand and Vietnam. Our Asian network also includes Singapore-based regional desks focused on Japan and 
South Asia.    
 
The contents of this Update are owned by Rajah & Tann Singapore LLP and subject to copyright protection under the laws of Singapore 
and, through international treaties, other countries. No part of this Update may be reproduced, licensed, sold, published, transmitted, 
modified, adapted, publicly displayed, broadcast (including storage in any medium by electronic means whether or not transiently for any 
purpose save as permitted herein) without the prior written permission of Rajah & Tann Singapore LLP. 
 
Please note also that whilst the information in this Update is correct to the best of our knowledge and belief at the time of writing, it is 
only intended to provide a general guide to the subject matter and should not be treated as a substitute for specific professional advice for 
any particular course of action as such information may not suit your specific business and operational requirements. It is to your 
advantage to seek legal advice for your specific situation. In this regard, you may call the lawyer you normally deal with in Rajah & Tann 
Singapore LLP or e-mail Knowledge & Risk Management at eOASIS@rajahtann.com. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
at eOASIS@rajahtann.com. 

 
 


