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PDPC Issues Report on Enforcement 
Actions Taken Against Errant 
Companies and New Advisory 
Guidelines on Enforcement  

Introduction 
 

 On 21 April 2016, the Personal Data Protection Commission released details of the various 
enforcement actions it has taken against errant organisations that have infringed the Personal 
Data Protection Act since the data protection provisions of the Act came into force on 2 July 
2014. 

 These cases highlight the Commission’s strong stance against breaches of the data protection 
obligations and provide organisations with key learning points to take note of. 

 The Commission has also issued a new set of Advisory Guidelines on Enforcement of the Data 
Protection Provisions, providing greater clarity on the Commission’s approach to enforcement 
actions. 

 

Background to the PDPC and PDPA 
 
The Personal Data Protection Commission (“PDPC”) is the state authority responsible for all data 
protection-related issues in Singapore as well as the enforcement of the Personal Data Protection Act 
2012 (“PDPA”). Since its establishment in January 2013, the PDPC has been actively seeking to engage 
and educate both individuals and organisations in relation to the data protection obligations found in the 
PDPA. This has been done through various means such as the publication of advisory guidelines and 
other guides, and responding to the public’s queries on newspaper forums.   
 
On 21 April 2016, the PDPC released a report outlining the enforcement actions taken with respect to the 
data protection obligations under the PDPA which came into full force on 2 July 2014. This provides a 
first look into the PDPC’s approach to the enforcement of the data protection provisions of the PDPA.  
 

PDPC Release Report On Enforcement Actions 
 
The report released by the PDPC highlights 11 instances of enforcement actions being taken by the PDPC. 
The infringements generally involved the unauthorised disclosures of personal data and the failure by the 
organisations to implement adequate security measures to protect the personal data in their possession. 
The penalties meted out by the PDPC for these infringements ranged from a fine of S$50,000 to warnings 
being issued.  
 
What appears to be evident is that the PDPC has been active on the enforcement front, resolving 92% of 
the 667 data protection complaints it has received by facilitating a solution between the respective 
complainants and organisations in question following an investigation into the complaint. For more 
egregious breaches of the PDPA, however, the PDPC has taken stronger enforcement action, issuing 
directions and warnings against the offending parties and even imposing financial penalties where the 
breach was deemed to be particularly severe.  
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Organisation and Data Intermediary found separately liable for breach 
 
Organisations should pay particular attention to the case involving K Box Entertainment Group Pte Ltd 
(“K Box”) and Finantech Holding Pte Ltd (“Finantech”). K Box was found to have failed to develop an 
adequately secure and safe IT security system, which resulted in the personal data of its members being 
leaked via malware that was installed in its systems. For this failure to comply with the obligation to 
maintain reasonable security measures to protect the personal data in its possession and for the 
unauthorised disclosure of personal data, the PDPC imposed a financial penalty of S$50,000 on K Box, 
the highest among the various cases highlighted in this report. 
 
Further, Finantech, which had been engaged to develop and manage a Content Management System for K 
Box, was similarly found by the PDPC to have failed to address the aforementioned vulnerabilities in the 
K Box IT security system. This is notable as Finantech received a financial penalty of S$10,000 despite 
merely acting as a data intermediary for K Box. This highlights that, while the PDPA exempts data 
intermediaries from most of the data protection obligations contained in the Act, organisations 
performing the role of a data intermediary are still subject to the PDPA obligations relating to the 
protection and retention of personal data and are themselves separately and additionally responsible for 
compliance with these obligations. 
 

Commitments and Undertakings of Compliance 
 
The PDPC also highlighted the fact that one company, Xiaomi Singapore Pte Ltd (“Xiaomi”), was able to 
resolve the PDPC’s concerns relating to its cloud messaging service by providing commitments to bolster 
its compliance processes and policies. It is noted that Xiaomi has since carried out the improvement 
measures set out in its commitments to the satisfaction of the PDPC. 
 
The PDPC also found a separate complaint against Xiaomi to be unfounded. 
 

Factors Determining Severity of Infringement 
 
The PDPC stated in its report that the severity of the infringement was a key consideration in its decision 
whether to take enforcement action against an infringer or not. In order to provide further insight into 
this issue, the PDPC has also helpfully highlighted several factors that it would examine in determining 
the severity of a particular infringement. Such factors broadly include: 
 

 whether the organisation had previously or subsequently implemented any data protection 
policies and processes; 

 whether reasonable measures had been taken to prevent or remedy the infringement; 

 whether the organisation had conducted the necessary due diligence to assess the weaknesses of 
its system and whether it implemented effective rectification actions thereafter; 

 the time taken to remedy the breach once it was discovered; and 
 the number of persons and the type of data that had been affected by the infringement. 

 
In light of the factors that have been highlighted by the PDPC, it would appear that organisations that 
pre-emptively put the appropriate data protection policies and processes in place may be able to avoid or 
reduce the penalty it receives from the PDPA should a breach of the data protection obligations occur. 
 

Advisory Guidelines on the Enforcement of the Data 
Protection Provisions 
 
The PDPC has also issued an additional set of advisory guidelines relating to the enforcement of the data 
protection obligations in the PDPA (the “Guidelines”). These Guidelines complement the PDPC’s 
existing set of published advisory guidelines, and deal with issues relating to the PDPC’s enforcement of 
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the PDPA. Issues that are discussed in the Guidelines include how the PDPC will address, investigate, and 
resolve complaints of data protection breaches that it receives, the directions and penalties the PDPC can 
impose following the conclusion of an investigation, as well as the rights of review and appeal available to 
parties who are aggrieved by a decision of the PDPC. 
 

Conclusion 
 
This report on enforcement actions published by the PDPC represents a clear signal that it will actively 
and diligently seek to enforce the data protection obligations in the PDPA. Given that the data protection 
obligations of the PDPA have already been in full force for almost 2 years, the PDPC is likely to have a 
greater expectation that organisations that deal with personal data would be compliant with the various 
data protection obligations contained in the PDPA by now. It should also be noted that the PDPC has the 
power to initiate investigations both on its own accord and upon receiving complaints from individuals. 
 
It is also heartening to note the issuance of the new Advisory Guidelines on Enforcement of the Data 
Protection Provisions, which provides much clarity on the PDPC’s approach to enforcement actions. 
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Chief Economic and Policy 
Advisor 
Competition & Antitrust and 
Trade 
Technology, Media & 
Telecommunication 
 
D (65) 6232 0298 
F (65) 6225 0747 
tanya.tang@rajahtann.com 
 

 

 

Jocelyn Chan 
Partner 
 
D (65) 6232 0581 
F (65) 6428 2109 
jocelyn.x.chan@rajahtann.com 

   

   
 

Please feel free to also contact Knowledge and Risk Management at eOASIS@rajahtann.com 
 
 
ASEAN Economic Community Portal 
 
With the launch of the ASEAN Economic Community (“AEC”) in December 2015, businesses looking to tap the 
opportunities presented by the integrated markets of the AEC can now get help a click away. Rajah & Tann Asia, 
United Overseas Bank and RSM Chio Lim Stone Forest, have teamed up to launch “Business in ASEAN”, a portal that 
provides companies with a single platform that helps businesses navigate the complexities of setting up operations in 
ASEAN. 
 
By tapping into the professional knowledge and resources of the three organisations through this portal, small- and 
medium-sized enterprises across the 10-member economic grouping can equip themselves with the tools and know-
how to navigate ASEAN’s business landscape. Of particular interest to businesses is the "Ask a Question" feature of 
the portal which enables companies to pose questions to the three organisations which have an extensive network in 
the region.  The portal can be accessed at http://www.businessinasean.com/. 
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Our regional presence 

 
 

Our regional contacts 
RAJAH & TANN  Singapore RAJAH & TANN REPRESENTATIVE OFFICE China 

  

Rajah & Tann Singapore LLP 

9 Battery Road #25-01 

Straits Trading Building 

Singapore 049910 

T  +65 6535 3600  F  +65 6225 9630 

sg.rajahtannasia.com 

Rajah & Tann Singapore LLP 

Shanghai Representative Office 

Unit 1905-1906, Shui On Plaza, 333 Huai Hai Middle Road 

Shanghai 200021, People's Republic of China 

T  +86 21 6120 8818   F  +86 21 6120 8820 

cn.rajahtannasia.com 

  

R&T SOK & HENG  Cambodia RAJAH & TANN NK LEGAL Myanmar 

  

R&T Sok & Heng Law Office 

Vattanac Capital Office Tower, Level 17, No. 66 

Preah Monivong Boulevard, Sangkat Wat Phnom 

Khan Daun Penh, 12202 Phnom Penh, Cambodia 

T  +855 23 963 112 / 113   F  +855 963 116 

kh.rajahtannasia.com 

*in association with Rajah & Tann Singapore LLP 

Rajah & Tann NK Legal Myanmar Company Limited 

Myanmar Centre Tower 1, Floor 07, Unit 08, 

192 Kaba Aye Pagoda Road, Bahan Township, 

Yangon, Myanmar 

T  +95 9 73040763 / +95 1 657902 / +95 1 657903 

F  +95 1 9665537 

mm.rajahtannasia.com 
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ASSEGAF HAMZAH & PARTNERS Indonesia RAJAH & TANN Thailand 

  

Assegaf Hamzah & Partners 

 

Jakarta Office 

Menara Rajawali 16th Floor 

Jalan DR. Ide Anak Agung Gde Agung Lot #5.1 

Kawasan Mega Kuningan, Jakarta 12950, Indonesia 

T  +62 21 2555 7800   F  +62 21 2555 7899 

www.ahp.co.id 

Rajah & Tann (Thailand) Limited 

973 President Tower, 12th Floor, Units 12A-12F 

Ploenchit Road, Lumpini, Pathumwan 

Bangkok 10330, Thailand 

T  +66 2 656 1991   F  +66 2 656 0833 

th.rajahtannasia.com 

 RAJAH & TANN Lao PDR 

Surabaya Office 

Pakuwon Center, Superblok Tunjungan City 

Lantai 11, Unit 08 

Jalan Embong Malang No. 1, 3, 5, Surabaya 60261, Indonesia 

T +62 31 5116 4550   F +62 31 5116 4560 

 

Rajah & Tann (Laos) Sole Co., Ltd. 

Phonexay Village, 23 Singha Road, House Number 046/2 

Unit 4, Saysettha District, Vientiane Capital, Lao PDR 

T  +856 21 454 239   F  +856 21 285 261 

la.rajahtannasia.com 

* Assegaf Hamzah & Partners is an independent law firm in 

Indonesia and a member of the Rajah & Tann Asia network. 

 

 

CHRISTOPHER & LEE ONG Malaysia RAJAH & TANN LCT LAWYERS Vietnam 

  

Christopher & Lee Ong 

Level 22, Axiata Tower, No. 9 Jalan Stesen Sentral 5, 

Kuala Lumpur Sentral, 50470 Kuala Lumpur, Malaysia 

T  +60 3 2273 1919   F  +60 3 2273 8310 

www.christopherleeong.com 

*in association with Rajah & Tann Singapore LLP 

Rajah & Tann LCT Lawyers 

 

Ho Chi Minh City Office 

Saigon Centre, Level 13, Unit 2&3 

65 Le Loi Boulevard, District 1, HCMC, Vietnam 

T  +84 8 3821 2382 / +84 8 3821 2673   F  +84 8 3520 8206 

  

  Hanoi Office 

 Lotte Center Hanoi - East Tower, Level 30, Unit 3003,  

54 Lieu Giai St., Ba Dinh Dist., Hanoi, Vietnam 

 T +84 4 3267 6127   F +84 4 3267 6128 

www.rajahtannlct.com 

  

 
 

Rajah & Tann Singapore LLP is one of the largest full service law firms in Singapore, providing high quality advice to an impressive list of 
clients.  We place strong emphasis on promptness, accessibility and reliability in dealing with clients. At the same time, the firm strives 
towards a practical yet creative approach in dealing with business and commercial problems. As the Singapore member firm of the Lex 
Mundi Network, we are able to offer access to excellent legal expertise in more than 100 countries.  
 
Rajah & Tann Singapore LLP is part of Rajah & Tann Asia, a network of local law firms in Singapore, Cambodia, China, Indonesia, Lao 
PDR, Malaysia, Myanmar, Thailand and Vietnam. Our Asian network also includes Singapore-based regional desks focused on Japan and 
South Asia.    
 
The contents of this Update are owned by Rajah & Tann Singapore LLP and subject to copyright protection under the laws of Singapore 
and, through international treaties, other countries. No part of this Update may be reproduced, licensed, sold, published, transmitted, 
modified, adapted, publicly displayed, broadcast (including storage in any medium by electronic means whether or not transiently for any 
purpose save as permitted herein) without the prior written permission of Rajah & Tann Singapore LLP. 
 
Please note also that whilst the information in this Update is correct to the best of our knowledge and belief at the time of writing, it is 
only intended to provide a general guide to the subject matter and should not be treated as a substitute for specific professional advice for 
any particular course of action as such information may not suit your specific business and operational requirements. It is to your 
advantage to seek legal advice for your specific situation. In this regard, you may call the lawyer you normally deal with in Rajah & Tann 
Singapore LLP or e-mail Knowledge & Risk Management at eOASIS@rajahtann.com. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
at eOASIS@rajahtann.com. 

 
 


