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Singapore to Get New Cyber Security 
Legislation 

Introduction 
 
 
On 21 January 2016, the Minister for Communications and Information and Minister-in-charge of Cyber 
Security Mr Yaacob Ibrahim announced that a new cyber security bill would be introduced. This new 
cyber security bill is intended to provide the Cyber Security Agency of Singapore (“CSA”) with wider 
powers to enable it to better prevent and cope with cyber security threats to Singapore’s critical 
information infrastructure (“CII”). 
 
This follows on from other recent initiatives taken by the government to strengthen cyber security in 
Singapore, such as the establishment of the Monitoring and Operations Control Centre, which provides 
constant monitoring and surveying of Singapore’s networks, in late 2014 and the CSA in April 2015.  
 
This update takes a brief look at past cyber security breaches that have occurred in Singapore that have 
engendered the government’s efforts to enhance cyber security in Singapore, the state of the existing 
cyber security legislation in Singapore and the potential scope of the new cyber security law. 
 

Renewed Focus on Cyber Security Breaches 
 
The Singapore government has been placing a renewed focus on the issue of cyber security in recent 
times, ostensibly in light of the growing threat of cyber-related attacks as evidenced by the spate of cyber 
security related incidents in Singapore affecting both the public and private sector in the past few years. 
 
For instance, 2013 saw the hacking and defacement of various governmental and private websites by an 
individual hacker in response to the issuance of the new class licence requirements for internet content 
providers issued by the Media Development Authority of Singapore. The perpetrator has since been 
apprehended and convicted in court. 
 
In 2014, notable incidents include the hacking of a local karaoke chain’s member database in which 
personal data, such as phone and NRIC numbers, of more than 317,000 members were stolen, and the 
unauthorised access of SingPass accounts where 1,560 user accounts were compromised. Mr Yaacob 
Ibrahim has also revealed that in that year, the Ministry of Foreign Affair’s IT system was breached, 
although no harm was reported as the remedial steps to rectify the breach were taken in time. 
 
In January 2015, it was reported that a website, “www.dncpdpc.com.sg”, had been taken down by 
Singapore’s domain name registry for impersonating the Personal Data Protection Commission 
(“PDPC”).  
 
More recently, two key incidents involving malware resulted in financial losses being suffered by the 
victims. In October 2015, a local businessman lost more than S$7,000 after malware residing in his 
computer re-directed him to a phishing site that posed as an internet banking website.  
 
Similarly, in December 2015, it was reported that approximately 50 individuals were affected when 
malware posing as a software update for Android smartphones tricked the users into providing their 
credit card details. Some of the victims lost thousands of dollars as a result of fraudulent transactions 
made with their stolen credit card details. 
 
In one particular case, reported in January 2016, hackers used the credit card details of an individual, 
including the authentication codes issued for online transactions from his credit card, to make purchases, 
amounting to S$12,327, for flight tickets in Europe. The credit card details were ostensibly stolen through 
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the malware that was residing in his smartphone. It is understood that the individual is currently in a 
dispute with the bank on which party should bear the costs of the aforementioned fraudulent 
transactions. 
 
Also in January 2016, the Ministry of Education sent out an advisory warning relating to several fake 
websites of various polytechnics in Singapore. These websites adopted the look and feel of the official 
websites and were made to mirror them almost exactly. 
 
The increasing number of cyber security breaches locally is consistent with the global trend, in which the 
period from 2013 to 2015 were marked with an increasing number of high profiles data thefts by hackers 
(i.e. Target (2013), Sony (2014) and Ashley Madison (2015)).  
 

Current State of Play 
 
At present, Singapore’s primary cyber security legislation, which was last amended in 2013, is the 
Computer Misuse and Cybersecurity Act (Cap. 50A) (the “CMCA”). The CMCA criminalises certain 
activities including, inter alia, the unauthorised access, use, interception and modification of computers, 
data and computer services. 
 
The CMCA also empowers the Minister of Home Affairs to act against cyber security threats. For instance, 
the Minister of Home Affairs can, through the issuance of a certificate, authorise, direct or compel a 
person or entity to take such steps or to comply with certain obligations as are necessary for the detection 
and prevention of cyber security threats to the national security, defence, foreign relations and essential 
services of Singapore.  In this regard, it is noteworthy that the definition of essential services as set out in 
the CMCA is limited to specified sectors, such as communications infrastructure, banking and finance, 
public utilities, public transportation, land transport infrastructure, aviation, shipping, public key 
infrastructure and emergency services such as police, civil defence or health services. 

 
Potential Scope of the New Cyber Security Law 
 
Based on an interview given by Mr David Koh, Chief Executive of the CSA on 4 August 2015, the genesis 
of the new cyber security law appears to be the CSA’s mandate to assess the adequacy of Singapore’s 
current cyber security laws. In that interview, Mr Koh had hinted towards a 12-month timeframe and 
being able to provide “more concrete” information at a later date. 
 
Although no draft of the new cyber security bill has yet been circulated, it is understood that the new 
cyber security bill is intended to provide the CSA with wider powers to protect Singapore’s CII, which 
have been identified as including the “energy, water, transport, health, government, infocomm, media, 
security and emergency services, and banking and finance sectors”. This largely mirrors the present 
scope of the CMCA, although it remains to be seen what these wider powers will entail. 
 
Separately, given the need for the new cyber security bill to keep up with the “evolving landscape” of 
cyber security threats, it is possible that new categories of cyber security offences may be set out in the 
new cyber security bill. 
 
Another key feature that may find its way into the new cyber security bill would be the inclusion of a 
mandatory requirement to report cyber security breaches, an obligation which is not presently mandated 
under the CMCA unless the Minister of Home Affairs specifically requires a person or entity to do so 
through the issuance of a certificate. 
 
In this regard, the new cyber security bill could potentially adopt the approach taken by the Monetary 
Authority of Singapore (“MAS”) viz-a-viz financial institutions. Under the MAS’ Notice on Technology 
Risk Management, financial institutions regulated by the MAS are required to notify the MAS of, inter 
alia, any security breaches to their IT system. Timelines have also been stipulated such that an initial 
notification must be made within an hour of the discovery of such an incident, with a detailed report to 
follow within fourteen (14) days of the incident. 
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Such a mandatory notification requirement may be especially pertinent, given the potential adverse 
consequences that could result from the theft of personal data belonging to individuals and the need for 
the individuals to be alerted to the same in a timely fashion so as to allow the individuals to take 
protective measures.  
 
In this regard, a mandatory notification requirement would ensure that this is the case in the event of a 
cyber security breach, and would prevent a situation similar to that involving China’s largest online 
shopping platform TaoBao, where a cyber security breach that occurred in October 2015, in which the 
user accounts of over 20 million users were compromised, was reported only in February 2016, leaving 
the users potentially unaware that their personal data, including financial information, may have fallen 
into the wrong hands, during the interim period. 
 
In any case, it is necessary for businesses to keep apprised of any developments relating to the new cyber 
security bill, given its potential to have significant implications, from an operational and compliance 
standpoint, for businesses in every industry, especially those cited above. 
 

Concluding Remarks 
 
The increasing number of incidents involving cyber security related breaches and the resurgence in the 
government’s efforts to enhance cyber security in Singapore are demonstrative of the need for greater 
measures to be taken to guard, as far as possible, against potential cyber threats. In this regard, 
businesses should not only ensure that their IT systems are regularly tested and updated, but should also 
develop policies and procedures, such as crisis management teams, to respond to cyber security related 
incidents when they inevitably occur. Given the potential reputational and financial damages that cyber-
attacks are capable of causing to businesses,  it is imperative that cyber security is no longer labelled as a 
matter purely for the IT department but recognised as a board level and senior management issue. 
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Please feel free to also contact Knowledge and Risk Management at eOASIS@rajahtann.com 
 
 
ASEAN Economic Community Portal 
 
With the launch of the ASEAN Economic Community (“AEC”) in December 2015, businesses looking to tap the 
opportunities presented by the integrated markets of the AEC can now get help a click away. Rajah & Tann Asia, 
United Overseas Bank and RSM Chio Lim Stone Forest, have teamed up to launch “Business in ASEAN”, a portal that 
provides companies with a single platform that helps businesses navigate the complexities of setting up operations in 
ASEAN. 
 
By tapping into the professional knowledge and resources of the three organisations through this portal, small- and 
medium-sized enterprises across the 10-member economic grouping can equip themselves with the tools and know-
how to navigate ASEAN’s business landscape. Of particular interest to businesses is the "Ask a Question" feature of 
the portal which enables companies to pose questions to the three organisations which have an extensive network in 
the region. The portal can be accessed  at http://www.businessinasean.com/. 
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Our regional contacts 
RAJAH & TANN  Singapore RAJAH & TANN REPRESENTATIVE OFFICE China 

  

Rajah & Tann Singapore LLP 

9 Battery Road #25-01 

Straits Trading Building 

Singapore 049910 

T  +65 6535 3600  F  +65 6225 9630 

sg.rajahtannasia.com 

Rajah & Tann Singapore LLP 

Shanghai Representative Office 

Unit 1905-1906, Shui On Plaza, 333 Huai Hai Middle Road 

Shanghai 200021, People's Republic of China 

T  +86 21 6120 8818   F  +86 21 6120 8820 

cn.rajahtannasia.com 

  

R&T SOK & HENG  Cambodia RAJAH & TANN NK LEGAL Myanmar 

  

R&T Sok & Heng Law Office 

Vattanac Capital Office Tower, Level 17, No. 66 

Preah Monivong Boulevard, Sangkat Wat Phnom 

Khan Daun Penh, 12202 Phnom Penh, Cambodia 

T  +855 23 963 112 / 113   F  +855 963 116 

kh.rajahtannasia.com 

*in association with Rajah & Tann Singapore LLP 

Rajah & Tann NK Legal Myanmar Company Limited 

Unit 08, Level 7, HAGL Myanmar Centre, 

192 Kaba Aye Pagoda Road, Bahan Township, 

Yangon, Myanmar 

T  +95 9 73040763 / +95 1 657902 / +95 1 657903 

F  +95 1 9665537 

mm.rajahtannasia.com 
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ASSEGAF HAMZAH & PARTNERS Indonesia RAJAH & TANN Thailand 

  

Assegaf Hamzah & Partners 

 

Jakarta Office 

Menara Rajawali 16th Floor 

Jalan DR. Ide Anak Agung Gde Agung Lot #5.1 

Kawasan Mega Kuningan, Jakarta 12950, Indonesia 

T  +62 21 2555 7800   F  +62 21 2555 7899 

www.ahp.co.id 

Rajah & Tann (Thailand) Limited 

973 President Tower, 12th Floor, Units 12A-12F 

Ploenchit Road, Lumpini, Pathumwan 

Bangkok 10330, Thailand 

T  +66 2 656 1991   F  +66 2 656 0833 

th.rajahtannasia.com 

 RAJAH & TANN Lao PDR 

Surabaya Office 

Pakuwon Center, Superblok Tunjungan City 

Lantai 11, Unit 08 

Jalan Embong Malang No. 1, 3, 5, Surabaya 60261, Indonesia 

P +62 31 5116 4550   F +62 31 5116 4560 

 

Rajah & Tann (Laos) Sole Co., Ltd. 

Phonexay Village, 23 Singha Road, House Number 046/2 

Unit 4, Saysettha District, Vientiane Capital, Lao PDR 

T  +856 21 454 239   F  +856 21 285 261 

la.rajahtannasia.com 

* Assegaf Hamzah & Partners is an independent law firm in 

Indonesia and a member of the Rajah & Tann Asia network. 
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  Hanoi Office 

 Lotte Center Hanoi - East Tower, Level 30, Unit 3003,  

54 Lieu Giai St., Ba Dinh Dist., Hanoi, Vietnam 

 T +84 4 3267 6127   F +84 4 3267 6128 

www.rajahtannlct.com 

  

 
 
 

 
Rajah & Tann Singapore LLP is one of the largest full service law firms in Singapore, providing high quality advice to an impressive list of 
clients.  We place strong emphasis on promptness, accessibility and reliability in dealing with clients. At the same time, the firm strives 
towards a practical yet creative approach in dealing with business and commercial problems. As the Singapore member firm of the Lex 
Mundi Network, we are able to offer access to excellent legal expertise in more than 100 countries.  
 
Rajah & Tann Singapore LLP is part of Rajah & Tann Asia, a network of local law firms in Singapore, China, Lao PDR, Vietnam, Thailand 
and Myanmar, as well as associate and affiliate offices in Malaysia, Cambodia, Indonesia and the Middle East. Our Asian network also 
includes regional desks focused on Japan and South Asia.    
 
The contents of this Update are owned by Rajah & Tann Singapore LLP and subject to copyright protection under the laws of Singapore 
and, through international treaties, other countries. No part of this Update may be reproduced, licensed, sold, published, transmitted, 
modified, adapted, publicly displayed, broadcast (including storage in any medium by electronic means whether or not transiently for any 
purpose save as permitted herein) without the prior written permission of Rajah & Tann Singapore LLP. 
 
Please note also that whilst the information in this Update is correct to the best of our knowledge and belief at the time of writing, it is 
only intended to provide a general guide to the subject matter and should not be treated as a substitute for specific professional advice for 
any particular course of action as such information may not suit your specific business and operational requirements. It is to your 
advantage to seek legal advice for your specific situation. In this regard, you may call the lawyer you normally deal with in Rajah & Tann 
Singapore LLP or e-mail Knowledge & Risk Management at eOASIS@rajahtann.com. 
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