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The EU-US Privacy Shield – New 
Framework for Personal Data Transfers 
from the EU to the US  

 On 2 February 2016, the European Commission and United States announced an 
agreement on a new framework for transatlantic data flows: the EU-US Privacy Shield. 

 The EU-US Privacy Shield outlines the framework that will replace the invalid Safe 
Harbour framework. 

 

Background to original Safe Harbour framework 
 
The European Commission (“EC”) had originally adopted the Safe Harbour framework in 2000, which 
comprised the Safe Harbour Privacy Principles (“Principles”) and accompanying Frequently Asked 
Questions issued by the United States (“US”) Department of Commerce. Through Commission Decision 
2000/520/EC, the EC recognised that the framework provided adequate protection for the purposes of 
personal data transfers from the European Union (“EU”) to the US. Thus, the Safe Harbour framework 
allowed for the free transfer of personal data from EU Member States to companies in the US which 
signed up to the Principles, despite the absence of a general data protection law in the US. 
 

The Schrems ruling 
 
The genesis of the case was a complaint to the Irish Data Protection Commissioner (“IDPC”) by an 
individual, Max Schrems, claiming that the transfer of personal data by Facebook Ireland to servers in the 
US belonging to Facebook Inc. should be prohibited because the personal data was not adequately 
protected. This assertion was made in light of the revelations by Edward Snowden relating to the US 
government’s surveillance and intelligence activities over personal data held in the US by US-based 
organisations. The IDPC rejected the case, but following an appeal to the High Court of Ireland, the case 
was referred to the Court of Justice of the European Union (“CJEU”). On 6 October 2015, the CJEU 
issued a ruling holding that Commission Decision 2000/520/EC and consequently the Safe Harbour 
framework were invalid (“Schrems ruling”). 
 
In deciding the case before it, the CJEU examined Decision 2000/520 and found that, inter alia: 
 

 the EU-US Safe Harbour regime applied only to self-certified US organisations and not 
to US governmental agencies, which were able to access and process personal data 
transferred from the EU in a way that was “incompatible with the purposes for which 
it was transferred, beyond what was strictly necessary and proportionate to the 
protection of national security”; 

 the individual to whom the personal data relates had no means of legal recourse 
against such actions by the US governmental agencies; 

 the meaning of “adequate level of protection” had to be understood as providing a level 
of protection, by reason of a country's domestic law or international commitments, that 
was “essentially equivalent” to that provided for in the EU's Data Protection Directive; 
and 

 the EC had not stated that the level of protection afforded to personal data in the US by 
“reason of its domestic law or its international commitments” was in fact adequate. 

 
After the Schrems ruling, on 16 October 2015, the 28 European DPAs (“Article 29 Working Party”) 
issued a statement on the consequences of the judgment.  The  statement  made  clear  that  transfers  still 
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taking place under the Safe Harbour decision after the Schrems ruling were unlawful. The DPAs 
considered that alternative tools for personal data transfer, in the form of Standard Contractual Clauses 
and Binding Corporate Rules, could still be used. Further, the DPAs were committed to take all necessary 
and appropriate actions, such as coordinated enforcement actions, if no appropriate solution was found 
with the US authorities by the end of January 2016. Subsequent to that, on 6 November 2015, the 
European Commission issued guidance for companies on the possibilities of transatlantic data transfers 
following the Schrems ruling until a new framework was put in place. 
 

New framework announced  
 
On 2 February 2016, the EC and US announced an agreement on a new framework for data flows from 
the EU to the US: the EU-US Privacy Shield (“Privacy Shield”). The Privacy Shield reflects the 
requirements set out by the CJEU in the Schrems ruling on 6 October 2015. The new arrangement will 
provide stronger obligations on companies in the US to protect the personal data of Europeans and 
stronger monitoring and enforcement by the US Department of Commerce and Federal Trade 
Commission (“FTC”), including through increased cooperation with European Data Protection 
Authorities (“DPAs”). 
 

New features of the Privacy Shield 
 
The Privacy Shield includes several new features over the old Safe Harbour framework. The highlights of 
these new features are described below. 
 

Strong obligations on companies handling Europeans' personal data and robust 

enforcement 
 

 The Department of Commerce will monitor that companies publish their commitments, which 
makes them enforceable under US law by the FTC.  

 Any company handling human resources data from Europe has to commit to comply with 
decisions by European DPAs. 

 

Clear safeguards and transparency obligations on US government access 

 There will be clear conditions, limitations and oversight imposed on possible access by US public 
authorities to personal data transferred under the new arrangement, preventing generalised 
access. 

 There will be an annual joint review by the EC and Department of Commerce, to regularly 
monitor the functioning of the arrangement, which will also include the issue of national security 
access. 

 

Effective protection of EU citizens' rights with several redress possibilities 

 Companies will have deadlines to reply to complaints.  
 European DPAs can refer complaints to the Department of Commerce and the Federal Trade 

Commission.  

 Alternative dispute resolution will be free of charge.  
 For complaints on possible access by national intelligence authorities, a new Ombudsperson will 

be created. 
 

Conclusion 
 
The Privacy Shield marks a step towards greater certainty for organisations that transfer personal data 
from the EU to the US, while ensuring that fundamental rights of Europeans are protected. It also 
provides relief from potential enforcement actions by the European DPAs, which could have commenced 
from the end of January 2016 had no new framework been agreed on.  
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However, the full details of the EU-US Privacy Shield have yet to be fleshed out, and could be dependent 
on various factors, such as the new administration in the US and further legal challenges in the EU. In the 
meantime, pending announcement of the full details of the Privacy Shield, European businesses should 
consider putting in place legal and technical solutions to mitigate any possible risks they face when 
transferring data to the US. Businesses should also note the Article 29 Working Party’s position that 
transfers still taking place under the Safe Harbour decision after the Schrems ruling are unlawful. 
 
Establishing a comprehensive Privacy Shield framework would provide the best solution for transatlantic 
trade because it offers a simpler, less burdensome and therefore less costly transfer mechanism for 
European businesses. Small and medium sized enterprises, in particular, stand to gain from the new 
Privacy Shield. 
 
 
 



 
 
 
CLIENT UPDATE 
2016 FEBRUARY 

 

© Rajah & Tann Singapore LLP 4 

Contacts 
 
 
 

 

Rajesh Sreenivasan  
Head, Technology, Media & 
Telecommunications 

 
D (65) 6232 0751 
F (65) 6428 2204 
rajesh@rajahtann.com 
 
 

 

 
 

Lionel Tan 
Partner 
 
D (65) 6232 0752 
F (65) 6428 2119 
lionel.tan@rajahtann.com  
 
 
 

 
 

 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

 
 

Steve Tan  
Deputy Head, Technology, Media & 
Telecommunications  

 
D (65) 6232 0786 
F (65) 6428 2216 
steve.tan@rajahtann.com 
 
 

 

 
 

Benjamin Cheong 
Partner 
 
D (65) 6232 0738 
F (65) 6428 2233 
benjamin.cheong@rajahtann.com  
 
 
 

 

 
 

 

 

 
 
 
 
 
 

Please feel free to also contact Knowledge and Risk Management at eOASIS@rajahtann.com 
 
 
 
ASEAN Economic Community Portal 
 
With the launch of the ASEAN Economic Community (“AEC”) in December 2015, businesses looking to tap the 
opportunities presented by the integrated markets of the AEC can now get help a click away. Rajah & Tann Asia, 
United Overseas Bank and RSM Chio Lim Stone Forest, have teamed up to launch “Business in ASEAN”, a portal that 
provides companies with a single platform that helps businesses navigate the complexities of setting up operations in 
ASEAN. 
 
By tapping into the professional knowledge and resources of the three organisations through this portal, small- and 
medium-sized enterprises across the 10-member economic grouping can equip themselves with the tools and know-
how to navigate ASEAN’s business landscape. Of particular interest to businesses is the "Ask a Question" feature of 
the portal which enables companies to pose questions to the three organisations which have an extensive network in 
the region.  The portal can be accessed at http://www.businessinasean.com/. 
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Our regional presence 

 
 

Our regional contacts 
RAJAH & TANN  Singapore RAJAH & TANN REPRESENTATIVE OFFICE China 

  

Rajah & Tann Singapore LLP 

9 Battery Road #25-01 

Straits Trading Building 

Singapore 049910 

T  +65 6535 3600  F  +65 6225 9630 

sg.rajahtannasia.com 

Rajah & Tann Singapore LLP 

Shanghai Representative Office 

Unit 1905-1906, Shui On Plaza, 333 Huai Hai Middle Road 

Shanghai 200021, People's Republic of China 

T  +86 21 6120 8818   F  +86 21 6120 8820 

cn.rajahtannasia.com 

  

R&T SOK & HENG  Cambodia RAJAH & TANN NK LEGAL Myanmar 

  

R&T Sok & Heng Law Office 

Vattanac Capital Office Tower, Level 17, No. 66 

Preah Monivong Boulevard, Sangkat Wat Phnom 

Khan Daun Penh, 12202 Phnom Penh, Cambodia 

T  +855 23 963 112 / 113   F  +855 963 116 

kh.rajahtannasia.com 

*in association with Rajah & Tann Singapore LLP 

Rajah & Tann NK Legal Myanmar Company Limited 

Myanmar Centre Tower 1, Floor 07, Unit 08, 

192 Kaba Aye Pagoda Road, Bahan Township, 

Yangon, Myanmar 

T  +95 9 73040763 / +95 1 657902 / +95 1 657903 

F  +95 1 9665537 

mm.rajahtannasia.com 
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ASSEGAF HAMZAH & PARTNERS Indonesia RAJAH & TANN Thailand 

  

Assegaf Hamzah & Partners 

 

Jakarta Office 

Menara Rajawali 16th Floor 

Jalan DR. Ide Anak Agung Gde Agung Lot #5.1 

Kawasan Mega Kuningan, Jakarta 12950, Indonesia 

T  +62 21 2555 7800   F  +62 21 2555 7899 

www.ahp.co.id 

Rajah & Tann (Thailand) Limited 

973 President Tower, 12th Floor, Units 12A-12F 

Ploenchit Road, Lumpini, Pathumwan 

Bangkok 10330, Thailand 

T  +66 2 656 1991   F  +66 2 656 0833 

th.rajahtannasia.com 

 RAJAH & TANN Lao PDR 

Surabaya Office 

Pakuwon Center, Superblok Tunjungan City 

Lantai 11, Unit 08 

Jalan Embong Malang No. 1, 3, 5, Surabaya 60261, Indonesia 

T +62 31 5116 4550   F +62 31 5116 4560 

 

Rajah & Tann (Laos) Sole Co., Ltd. 

Phonexay Village, 23 Singha Road, House Number 046/2 

Unit 4, Saysettha District, Vientiane Capital, Lao PDR 

T  +856 21 454 239   F  +856 21 285 261 

la.rajahtannasia.com 

* Assegaf Hamzah & Partners is an independent law firm in 

Indonesia and a member of the Rajah & Tann Asia network. 

 

 

CHRISTOPHER & LEE ONG Malaysia RAJAH & TANN LCT LAWYERS Vietnam 

  

Christopher & Lee Ong 

Level 22, Axiata Tower, No. 9 Jalan Stesen Sentral 5, 

Kuala Lumpur Sentral, 50470 Kuala Lumpur, Malaysia 

T  +60 3 2273 1919   F  +60 3 2273 8310 

www.christopherleeong.com 

*in association with Rajah & Tann Singapore LLP 

Rajah & Tann LCT Lawyers 

 

Ho Chi Minh City Office 

Saigon Centre, Level 13, Unit 2&3 

65 Le Loi Boulevard, District 1, HCMC, Vietnam 

T  +84 8 3821 2382 / +84 8 3821 2673   F  +84 8 3520 8206 

  

  Hanoi Office 

 Lotte Center Hanoi - East Tower, Level 30, Unit 3003,  

54 Lieu Giai St., Ba Dinh Dist., Hanoi, Vietnam 

 T +84 4 3267 6127   F +84 4 3267 6128 

www.rajahtannlct.com 

  

 
 

Rajah & Tann Singapore LLP is one of the largest full service law firms in Singapore, providing high quality advice to an impressive list of 
clients.  We place strong emphasis on promptness, accessibility and reliability in dealing with clients. At the same time, the firm strives 
towards a practical yet creative approach in dealing with business and commercial problems. As the Singapore member firm of the Lex 
Mundi Network, we are able to offer access to excellent legal expertise in more than 100 countries.  
 
Rajah & Tann Singapore LLP is part of Rajah & Tann Asia, a network of local law firms in Singapore, Cambodia, China, Indonesia, Lao 
PDR, Malaysia, Myanmar, Thailand and Vietnam. Our Asian network also includes Singapore-based regional desks focused on Japan and 
South Asia.    
 
The contents of this Update are owned by Rajah & Tann Singapore LLP and subject to copyright protection under the laws of Singapore 
and, through international treaties, other countries. No part of this Update may be reproduced, licensed, sold, published, transmitted, 
modified, adapted, publicly displayed, broadcast (including storage in any medium by electronic means whether or not transiently for any 
purpose save as permitted herein) without the prior written permission of Rajah & Tann Singapore LLP. 
 
Please note also that whilst the information in this Update is correct to the best of our knowledge and belief at the time of writing, it is 
only intended to provide a general guide to the subject matter and should not be treated as a substitute for specific professional advice for 
any particular course of action as such information may not suit your specific business and operational requirements. It is to your 
advantage to seek legal advice for your specific situation. In this regard, you may call the lawyer you normally deal with in Rajah & Tann 
Singapore LLP or e-mail Knowledge & Risk Management at eOASIS@rajahtann.com. 
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